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Abstract. This note presents a slightly improved guess and determine
attack on unstuttered Sober-t32 reducing the complexity of recovering
the internal state from 2320 to 2304.

1 Brief Description

Sober-t16 and Sober-t32 are nonlinear filter generators offering 128- and 256-
bit key strength respectively. Both stream ciphers were submitted as NESSIE
candidates by Greg Rose and Philip Hawkes. For a full description we refer to [1].

The Sober-tw ciphers consist of a 17-word linear feedback shift register
(LFSR) feeding a nonlinear filter function. The LFSR outputs a sequence of
w-bit words st defined by the recursive relation:

st+17 = α · st+15 + st+4 + β · st (1)

The nonlinear filter (NLF), which transforms this sequence to an intermediate
sequence zt, is given by:

zt =
[

(

fw(st � st+16) � st+1 � st+6

)

+ K
]

� st+13 (2)

In the previous expressions, α and β are fixed elements of GF (2w) and K is a
constant w-bit word which depends on the key. The operators + and � stand
for bitwise XOR and addition modulo 2w respectively.

The function fw(x) is a nonlinear transformation based on the Skipjack

S-box and can be written as gw(x)+x with gw(x) only dependent on the 8 most
significant bits of x.
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Finally, the output of the stream cipher is obtained by discarding about half
the words of the sequence zt in an irregular way. In this attack, however, we will
ignore this so-called stuttering and suppose that the attacker is able to observe
zt.

2 Guess and determine Attack

The proposed attack is an extension of the guess and determine attacks described
in [1]. This class of attacks is based on the observation that (1) and (2) can
repeatedly be used to derive an additional word of the LFSR stream, given the
values of any three elements of {st, st+4, st+15, st+17} or given K and any four
elements of {st, st+1, st+6, st+13, st+16} respectively. The most efficient attacks
of this kind require 2230 guesses to recover the internal state of Sober-t32.

Our extension consists in trying to simultaneously solve multiple shifted ver-
sions of (1) and (2) when the set of known LFSR stream words at a certain point
in the attack doesn’t allow us to exploit (1) or (2) separately.

We now give an example of an attack based on this idea and show that an
efficiency gain of 216 can be achieved. Note that this attack was found using a
greedy algorithm and is not necessarily the optimal solution.

2.1 Example

Guessing a number of LFSR stream words. In order to start the attack we
need to guess s

−5, s0, s1, s5, s6, s10, s11, s13 and K (9 times 32 bit). The subscripts
of s indicate their relative position in the LFSR stream.

Exploiting (1) and (2) separately. We first try to determine as many in-
dependent LFSR stream words as possible by solving (1) and (2) separately in
exactly the same way as in previous guess and determine attacks.

s0, s1, s6, s13 → s16 by (2) (3)

s1, s5, s16 → s18 by (1) (4)

s5, s6, s11, s18 → s21 by (2) (5)

s0, s11, s13 → s
−4 by (1) (6)

s
−5, s−4, s1, s11 → s8 by (2) (7)

s6, s10, s21 → s23 by (1) (8)

s10, s11, s16, s23 → s26 by (2) (9)
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Solving (1) and (2) simultaneously. Using (1) and (2) we now derive the
values of five independent expressions in s

−1, s12, s15, s25 and s28:

s
−5, s10 → s

−1 + s12 by (1) (10)

s8, s23 → s12 + s25 by (1) (11)

s11, s26 → s15 + s28 by (1) (12)

s0, s5 →
[

(

((s
−1 � s15) + a1) � b1

)

+ K
]

� s12 by (2) (13)

s13, s18 →
[

(

((s12 � s28) + a2) � b2

)

+ K
]

� s25 by (2) (14)

The values of b1 and b2 in the last two expressions are known. Moreover, a1 and
a2 only depend on the eight most significant bits of s

−1 � s15 and s12 � s28,
which we will guess. The resulting system of equations can easily be solved bit
by bit, as the expressions are linear in the least significant bits and the carry
bits of the � operator directly depend on the preceding bits.

Since 2 × 8 bits need to be guessed, the recovery of s
−1, s12, s15, s25 and s28

requires 216 steps.

Recovering the remaining LFSR words. The remaining LFSR words can
now be derived by exploiting (2) 3 more times and solving simple linear systems
of equations of type (1).

s15, s16, s21, s28 → s31 by (2) (15)










s10, s25 → s14 + s27

s12, s16 → α · s27 + s29

s18, s31 → β · s14 + α · s29

→ s14, s27, s29 by (1) (16)

s13, s14, s26, s29 → s19 by (2) (17)

s
−1, s14, s16 → s3 by (1) (18)

s8, s19, s21 → s4 by (1) (19)

s3, s4, s16, s19 → s9 by (2) (20)

s9, s13, s26 → s24 by (1) (21)










s3, s18 → s7 + s20

s5, s9 → α · s20 + s22

s11, s24 → β · s7 + α · s22

→ s7, s20, s22 by (1) (22)

s0, s4, s15 → s17 by (1) (23)

s6, s17, s19 → s2 by (1) (24)

At this point, we know the values of s1 . . . s17, which determine the entire LFSR
stream.

The attack consists in guessing a total of 9×32+2×8 bits and its complexity
will therefore be 2304.
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3 Conclusion

There exists a guess and determine attack against unstuttered Sober-t32 having
complexity 2304 (which is still considerably less efficient than performing an
exhaustive search over all 2256 possible keys).
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