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Abstract. This note presents a very simple guess and determine attack
on Snow requiring 9 key stream words and about 29·32 computations.

1 Brief description

Snow is a word-oriented stream cipher designed for key sizes of 128 and 256
bits, which was submitted as a NESSIE candidate by Patrik Ekdahl and Thomas
Johansson. For a full description we refer to [1].

The cipher consists of a length 16 linear feedback shift register (LFSR)
feeding a finite state machine (FSM). The 16 32-bit registers of the LFSR
(s(1) . . . s(16)) are updated in the following way:

s(1)t+1 = α · (s(7)t + s(13)t + s(16)t) (1)

s(i)t+1 = s(i − 1)t 2 ≤ i ≤ 16 (2)

The next state of the FSM is computed according to the equations:

FSMt = (s(1)t � R1t) + R2t (3)

R1t+1 = ((FSMt � R2t) ≪ 7) + R1t (4)

R2t+1 = S (R1t) (5)

In the previous expressions, α ∈ GF (232) and S(x) refers to a S-box. The oper-
ators + and � stand for bitwise XOR and addition modulo 232 respectively.

Finally, the output of the stream cipher is given by:

zt = FSMt + s(16)t (6)
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2 Guess and determine Attack

Before starting the attack, we perform some manipulations on the equations
above: we combine two shifted versions of (1) to construct a new equation:

s(1)t+1 = α · (s(7)t + s(13)t + s(16)t)

s(1)t−5 = α · (s(7)t−6 + s(13)t−6 + s(16)t−6)

⇓

s(1)t+1 = s(1)t−5 + α · (s(1)t−6 + s(16)t + s(16)t−3 + s(16)t−6) (7)

and we rewrite (6):
s(16)t = FSMt + zt (8)

The attack itself requires the knowledge of only 9 consecutive key stream
words z0 . . . z8 and consists of the following steps:

– Guess R10, R20 and s(1)0 . . . s(1)6 (9 words).
– Compute s(16)0 . . . s(16)6 by evaluating (3) and (8). Use (4) and (5) to keep

track of the contents of R1 and R2.
– Derive s(1)7 from s(1)1, s(1)0, s(16)6, s(16)3 and s(16)0 using (7). The value

of s(16)7 can now be calculated as in the previous step.
– Repeat this last step for s(1)8 and s(16)8.

At this point, the contents of all remaining registers can be recovered as a
linear combination of the results already obtained.

As 9 × 32 bits need to be guessed, we expect the average complexity of the
attack to be 2288.

3 Conclusion

There exists a guess and determine attack against Snow having complexity 2288

(which is still considerably less efficient than performing an exhaustive search
over all 2128 or 2256 possible keys).
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