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1 Introduction

As discussed at the September 2001 NESSIE workshop, NTT, the submitters
of the three public key encryption schemes PSEC-1, PSEC-2 and PSEC-3, have
withdrawn their support from PSEC-2 and PSEC-3. Instead they have sub-
mitted a tweak of PSEC-2, renamed PSEC-KEM, which is similar to the key
encapsulation mechanism, PSEC-2

′
described by Shoup in [1]. Since PSEC-1

provides no advantages over PSEC-KEM, it has been rejected from the NESSIE
competition. We are therefore left to consider only PSEC-KEM.

One of the main advantages of the PSEC-KEM algorithm is that it has a secu-
rity proof in the random oracle model, an outline of which is given below. The
full proof may be found in [1]. The security of PSEC-KEM is based on the Com-
putational Diffie-Hellman Problem (CDH) on elliptic curves, which is assumed
to be an intractable problem. There is a tight reduction from PSEC-KEM to
CDH (in the random oracle model).

2 Algorithm Summary

One of the main differences between PSEC-2 and PSEC-KEM is that PSEC-
KEM is a key encapsulation mechanism designed for use in a hybrid scheme with
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a symmetric encryption algorithm to make a full public-key encryption scheme.
No particular hybrid construction is specified in the PSEC-KEM submission.

The key encapsulation mechanism PSEC-KEM consists of three algorithms

• A key generation primitive ECKGP − PSEC which given the necessary
group parameters, generates the public and private keys (PK,SK) for use
in the asymmetric encryption and decryption algorithms.

• An encryption algorithm PSEC −KEM.Encrypt(PK) that takes as in-
put a public key and outputs a key/ciphertext pair (K, c0).

• A decryption algorithm PSEC−KEM.Decrypt(PK, SK, c0) which takes
as input the ciphertext c0 together with the public key PK and the secret
key SK, and outputs a key K.

Thus after the PSEC-KEM algorithm has been run, both sender and receiver
are in possession of the key K which they may then use as the secret key in a
symmetric encryption algorithm.

2.1 Key Generation Primitive ECKGP − PSEC

The parameters required are as follows:

• E, an elliptic curve parameter which is fully specified by the 9-tuple
(q,m, f(x), a, b, P, p, pLen, qmLen) where

– q is a prime number;

– m is a positive integer;

– f(x) is a monic irreducible polynomial with degree m over Fqm ;

– a and b are elements of Fqm ;

– P is a point (x, y) where x, y ∈ Fqm satisfy

y2 = x3 + ax + b if q > 3

y2 + xy = x3 + ax2 + b if q = 2

– p is the order of point P ;

– pLen and qmLen are the values of dlog2pe and dlog2q
me respectively.

• A mask generation function MGF .

• A non-negative integer hLen.

Given the above parameters, a public/secret keypair (PK, SK) is generated as
follows:
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1. Generate a random integer s ∈ {0, . . . , p− 1}
2. Compute elliptic curve point W = sP

3. Set PK = (E,W,MGF, hLen) and SK = s

2.2 Encryption Algorithm PSEC −KEM.Encrypt

The encryption algorithm uses the public key PK specified above and produces
a key k of specified length keyLen together with a ciphertext c0 which is the
encryption of k as follows:

1. Generate a random octet string r ∈ {0, . . . , 255}dhLen/8e

2. Set H = MGF (I2OSP (0, 32) ‖ r, pLen + 128 + keyLen)

3. Parse H = t ‖ k where |t| = pLen + 128 and |k| = keyLen

4. Set α = OS2IP (t) mod p

5. Compute Q = αW and C1 = αP

6. Set c2 = r⊕MGF (I2OSP (1, 32) ‖ ECP2OSP (C1, qmLen) ‖ ECP2OSP (Q, qmLen), hLen)

7. Set c0 = ECP2OSP (C1, qmLen) ‖ c2

8. Output key k and ciphertext c0

2.3 Decryption Algorithm PSEC −KEM.Decrypt

The decryption algorithm takes the secret key s together with the public key
PK and ciphertext c0 and outputs key k as follows:

1. Parse c0 = g ‖ c2 where the octet length of c2 is dhLen/8e
2. Set C1 = OS2ECP (g, qmLen)

3. Compute Q′ = sC1

4. Set r′ = c2 ⊕MGF (I2OSP (1, 32) ‖ g ‖ ECP2OSP (Q′, qmLen), hLen)

5. Set h′ = MGF (I2OSP (0, 32) ‖ r′, pLen + 128 + keyLen)

6. Parse h′ = t′ ‖ k′ where |t′| = pLen + 128 and |k′| = keyLen

7. Set α′ = OS2IP (t′) mod p

8. Test if C1 = α′P if not output “invalid” else output k = k′
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2.4 Notes

• In the PSEC-KEM submission, the encryption and decryption algorithms
are each split into three separate algorithms, two are encoding meth-
ods (respectively decoding) and one is the encryption primitive (respec-
tively decryption primitive). More particularly steps 1,2,3 of PSEC-
KEM.Encrypt are labelled EME-PSEC-KEM-A, step 4 is labelled ECEP-
PSEC and steps 6,7 are labelled EME-PSEC-KEM-B. Steps 1,2 of PSEC-
KEM.Decrypt are labelled EME-PSEC-KEM-C, step 3 is labelled ECDP-
PSEC and steps 4,5,6,7 are labelled EME-PSEC-KEM-D. The encryption
and decryption algorithms have been rewritten in this document for clar-
ity.

• I2OSP (0, 32) is an octet string of length 4 octets representing the integer
value 0; I2OSP (1, 32) is an octet string of length 4 octets representing
the integer value 1.

• General data type conversions such as ECP2OSP are used in this doc-
ument without further explanation except to say that the data types in
question are abbreviated as ECP (elliptic curve point), OS (octet string),
I (integer). Full details of the data type conversions are given in the
PSEC-KEM specification.

• Only one mask generation function, MGF1, is recommended for use in
the PSEC-KEM algorithm. MGF1 takes as input an octet string and
length parameter and outputs a pseudorandom octet string of the specified
length. MGF1 is based on a hash function and is described in full in several
documents including [1], [2] and [3]. The hash function recommended for
use in the PSEC-KEM encoding methods is SHA-1.

3 Security Proof

Re-written as above, PSEC-KEM is the same as PSEC-2’ described in [1] except
that

• The variable names are different;

• PSEC-2’ works with any cyclic group, not just elliptic curve groups;

• PSEC-KEM does not allow multiple encoding formats and thus there is no
need to specify encoding and decoding formats (E , E ′D,D′

in the PSEC-2’
specification).

The security proof for PSEC-2’ given in [1] may therefore be applied directly to
PSEC-KEM. A brief sketch of the proof is given below.

The security of PSEC-KEM is based on the computational Diffie-Hellman prob-
lem for elliptic curves (EC-CDH) which is as follows. Given (P, xP, yP ) where P
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is a point on an elliptic curve E and x, y are chosen at random from {0, . . . , p−1}
compute point xyP . The EC-CDH assumption is the assumption that this prob-
lem is intractable. In general it is not even thought to be feasible to tell whether
or not a given solution to the problem is correct.

The type of algorithms that arise for solving CDH involve creating a list of can-
didate solutions to a given instance of the problem. Suppose A is an algorithm
that produces a list of l candidate solutions and denote by AdvantageCDH(A, l)
the probability that the list produced by A contains a correct solution. The aim
of the proof of security is to show that

AdvantagePSEC−KEM (A) ≤ AdvantageCDH(A, l) + ε

for some small value of ε and thus there is a tight reduction from breaking
PSEC-KEM to solving EC-CDH.

3.1 Random Oracle Models

In the security proof, the mask generating function is viewed as a random oracle.
In the PSEC-KEM algorithms, the MGF performs one of the two following
operations:

• converts an octet string starting with I2OSP (0, 32) into an octet string
of length pLen + 128 + keyLen;

• converts an octet string starting with I2OSP (1, 32) into an octet string
of length hLen.

Let two random oracles H0 and H1 respectively represent these two uses of the
MGF.

3.2 General Attack Scenario

We assume that there is a powerful adversary with access to both an encryption
and a decryption oracle. The key generation algorithm ECKGP − PSEC is
run generating the public and private keys. The adversary obtains the public
key but not the private key. The adversary then makes a series of arbitrary
queries to a decryption oracle. Each query is a ciphertext c0 which is decrypted
by the oracle using the private key. Either the resulting decryption or a message
saying that decryption failed (i.e., c0 was not a valid ciphertext) is given to the
adversary. Meanwhile, the adversary also runs an encryption oracle which uses
the encryption algorithm PSEC−KEM.Encrypt to obtain key/ciphertext pair
(k∗, c∗0). The encryption oracle then chooses b ∈ {0, 1} at random and outputs
either a correct key/ciphertext pair (k∗, c∗0) if b = 0, or (k̂, c∗0) if b = 1 where k̂ is a
random string of length keyLen. At the termination of the attack, the adversary
must choose b̂ ∈ {0, 1} depending on whether he thinks the key/ciphertext pair
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is genuine or random. Note that the adversary is not allowed to send the
ciphertext c∗0 generated by the encryption oracle to the decryption oracle.

For a given adversary A, the adversary’s guessing advantage is defined as

AdvantagePSEC−KEM (A) = |Pr(b̂ = b)− 1/2|
Security means that AdvantagePSEC−KEM (A) is “acceptably small” for all
adversaries A which run in a “reasonable” amount of time.

Let G0 be the attack scenario described above and let S0 be the event that the
adversary correctly guesses the value of the hidden bit b. In [1], Shoup defines a
sequence of attack games G1, . . . , G5 with different rules as to how the random
variables are computed. For each game Gi there is an event Si corresponding to
S0 and it is shown that the difference |Pr[Si]− Pr[S0]| is negligible. Moreover,
for the last game G5 it is shown that Pr[S5] = 1/2 and since |Pr[S5]− Pr[S0]|
is negligible this implies that AdvantagePSEC−KEM (A) is negligible and thus
PSEC −KEM is secure.

For an arbitrary ciphertext c0 denote by g, c2, C1, Q
′
, r

′
, h

′
, t

′
, k

′
and α

′

the values computed by the decryption oracle on input of ciphertext c0. Denote
the target ciphertext by c∗0 and the corresponding values by g∗, c∗2, . . . .

3.2.1 Game 1

The decryption oracle described above is modified so that if the adversary sub-
mits a ciphertext c0 to the decryption oracle with g = g∗ then the ciphertext c0

is rejected without executing the decryption algorithm.

Let F1 be the event that in game G1 a ciphertext is rejected which would not
have been rejected in game G0. Games G0 and G1 are identical until event F1

occurs and therefore |Pr[S0] − Pr[S1]| ≤ Pr[F1]. We require the probability
that a ciphertext with g = g∗ is accepted under the rules of game G0. We
cannot have c0 = c∗0 and therefore we must have c2 6= c∗2 which implies that
r′ 6= r

′∗. Since c0 is accepted by G0 we must have α′ = α
′∗ and to achieve this

the adversary must find r′ 6= r
′∗ such that ρ(r

′
) = α

′∗ where ρ(r
′
) represents

steps 5,6,7 of the decryption oracle with input r
′
. The probability of this is

negligible, say ε1, and thus |Pr[S0]− Pr[S1]| ≤ ε1.

3.2.2 Game 2

Let R be the set of points r′ at which oracle H0 has been queried (either by
the decryption oracle or directly by the adversary). The set R grows over time
as more queries are made to oracle H0. In game G2, the decryption oracle is
modified so that if ciphertext c0 is submitted with C1 6= C∗1 and r′ 6∈ R then
ciphertext c0 is rejected.

Let F2 be the event that in game G2 a ciphertext is rejected that would have
been accepted in game G1. Then Pr[F2] is the probability that c0 would be
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accepted by G1 and that r′ 6∈ R. If r′ ∈ R then both games have the same
outcome. If r′ 6∈ R then G2 rejects and G1 also rejects unless the correct value
of α′ was guessed in G1 independently of the value of r′. The probability of this
is negligible, say ε2. Thus |Pr[S2]− Pr[S1]| ≤ Pr[F2] ≤ ε2.

3.2.3 Game 3

The decryption oracle is again modified so that if C1 6= C∗1 and C1 6= ρ(r
′
)P for

any r
′ ∈ R then the ciphertext is rejected.

Games G2 and G3 are identical since if C1 6= ρ(r
′
)P for any r

′ ∈ R then both
games reject ciphertext C0. However, if C1 = ρ(r

′
)P then both games proceed

identically and so have the same outcome. Thus Pr[S3] = Pr[S2].

3.2.4 Game 4

Game G3 is modified into an equivalent game G4. In the encryption oracle,
instead of computing α using the random oracle H0 with input r, α is now a
random string generated independently of r. The decryption oracle is modified
accordingly. Since one set of random variable is consistently replaced with
another set of identically distributed random variables we have Pr[S4] = Pr[S3].

3.2.5 Game 5

The rules governing the behaviour of the decryption oracle in game G4 are
dropped. However games G4 and G5 proceed identically unless, whilst playing
game G5, the adversary can construct a list of l points which contains a solu-
tion to a given instance of the EC-CDH problem. Thus |Pr[S4] − Pr[S5]| ≤
AdvantageEC−CDH(A, l) + ε5 where ε5 is the probability that the games have
different outcomes by chance depending on the random choice of r′.

The hidden bit b in game 5 is independent of all values directly or indirectly
accessible to the adversary, and hence Pr[S5] = 1/2.

Putting all of these results together we obtain

AdvantagePSEC−KEM ≤ AdvantageEC−CDH(A, l) + ε

as required.

4 Conclusion

No flaws have been found to date in the PSEC-KEM submission or proof of
security. Criticisms of the original scheme PSEC-2 have been addressed. The
new scheme PSEC-KEM has been studied in some detail both by NESSIE and
by Victor Shoup. It is expected that PSEC-KEM will perform well in terms of
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speed. Unfortunately we have been unable to execute the source code given by
the submitters.
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