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Abstract

Public-key cryptosystems are one of the basic building blocks of modern cryptographic
systems. Therefore, it is important that they allow to be implemented resistant to several
types of side-channel attacks. In this survey paper, we give an overview of the possible
vulnerabilities of implementations of public-key cryptosystems that have been submitted
to the NESSIE project and we additionally discuss some of the suggested countermeasures.

1 Introduction

With public-key cryptography, many tasks which are difficult to perform with just symmetric-
key cryptography, can be performed in an elegant way. The distribution of secret keys and
the generation of digital signatures are the most prominent examples.

Digital signature schemes become more and more important in our every day’s life. E-
Government and e-commerce require such schemes for their efficient and secure realization.
Of course, as soon as cryptographic algorithms get implemented in real life applications, not
only their security against theoretical attacks are important, but also the security of their
implementations. If an algorithm can only be implemented very inefficiently (in terms of speed
or size) in a secure way, it is less attractive than algorithms which can be implemented securely
and efficiently. This is the motivation to investigate the vulnerabilities to implementation
attacks of some of the asymmetric NESSIE primitives.

In section 2 we introduce the concepts of passive side-channel attacks and identify the
vulnerable parts of some of the asymmetric NESSIE candidates. In section 3 we present an
overview on the suggested countermeasures, their advantages and disadvantages. Section 4
concludes the investigations of this paper.

2 Vulnerabilities

Unprotected software or hardware implementations offer various possibilities for side-channel
attacks. A passive side-channel attack (or information leakage attack) in general, utilizes the
leakage of a certain side-channel information to determine the private key which is used inside
the device. Side-channels that can be efficiently exploited today are the power consumption,
the timing characteristics and the electromagnetic emanations of a device. In a simple side-
channel attack the information of a single measurement of the side-channel is typically used
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for an attack. Such an attack can only be successful if the signal, which the attacker wants
to exploit, is already strongly present in one obtained measurement. If this is not the case,
i.e. if the signal which an attacker wants to exploit is covered by a lot of noise, several
measurements have to be taken and statistical procedures have to be applied on them. These
types of side-channel attacks are usually referred to as differential side-channel attacks. While
in a simple side-channel attack an attacker typically needs detailed knowledge of the device
and the implementation of the cryptographic algorithms executed on it, this is not necessary
for a differential side-channel attack. An important feature of passive side-channel attacks in
general is, that an attacker only monitors the devices emanations without actively interfering
its computations.

2.1 Power-Analysis Attacks

Although in principle, any of the before mentioned side-channels can be used for side-channel
attacks, we will mainly consider one side-channel, namely the power consumption, in this
article. Simple and Differential power-analysis attacks have been introduced in [KJJ99] for
the first time. The same ideas as presented in this paper can be applied to private-key
cryptosystems as well as to public-key cryptosystems.

In succesful simple power-analysis attacks on public-key cryptosystems the sequence of
executed instructions in usually related to the bits of the private key. Thus, by observing
the executed instructions from their different power traces, the private key can be easily
reconstructed. This of course is only possible if the difference between the power traces of
the individual instructions is clearly visible in the power trace.

For differential power-analysis attacks, the noise components in the power trace are too
large to use it directly, hence, another scenario which is depicted in figure 1 is assumed.

Known Input: 
Data Temperature, ...

Unknown Input: Known Input: 
Data, ...

Key

Hypothetical Key

Decision whether the hypothetical model 
based on a certain key hypothesis fits
the physical model or not. 

Physical Device Hypothetical Model of the Device

Physical Side−Channel Output Hypothetical Side−Channel Output
STATISTICAL ANALYSIS

Figure 1: Scenario for a differential power-analysis attack

The attacker has a hypothetical model of the device he is going to attack. With this
hypothetical model he predicts (parts) of a side-channel output of the device. He verifies his
prediction by comparing it to the output of the real device in some suitable, usually statistical,
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manner.
If the hypothetical model only outputs a single value (i.e. it predicts the power consump-

tion of the real device for only one moment in time), then the attack is called first-order
differential power-analysis attack. If a model can output more values, then such an attack
is called higher-order differential power-analysis attack. For example, if the model outputs
two values, then one usually refers to the attack as a second-order differential power-analysis
attack. If only the term differential power-analysis attack is used, then it refers to a first-order
differential power-analysis attack.

2.2 Combination of two Side-Channels

The combination of two (or more) sources of side-channel information can lead to attacks as
well. A very simple idea of combining for example a timing attack with a power attack is the
following. Suppose an attacker targets one of the intermediate operations of a cryptosystem
with a timing attack. With just the information about the timing of the whole cryptosystem,
the attack would suffer from the noise of the other operations. However, if the attacker can
make power measurements as well, it is possible to get precise timinig information about the
intermediate operations if they are distinguishable in the power trace. This idea has been
used in [WT01] and improved in [Sch02].

2.3 Attack Scenarios

In this section we discuss which operations of the NESSIE asymmetric schemes are a typical
target for attacks. Almost all of the NESSIE asymmetric primitives which were considered
in Phase II are based on operations on elements of a finite field (for example the variants of
the RSA schemes, EPOC schemes or ESIGN schemes) or on an elliptic curve over a finite
field (like ECIES or ECDSA). The security of the primitive relies, roughly spoken, on either
the integer factorization problem or the discrete logarithm problem in some suitable field.
Therefore, the calculations of the primitives involve typical operations such as

• multiplication of a known and a secret value,

• exponentiation of a known with a secret value,

• scalar multiplication of a secret value with a known elliptic curve point.

In many of these listed target operations, a variant of the binary algorithm is used. Exactly
this fact is exploited in most of the published attacks. We consider now some relevant scenarios
in which the previously mentioned operations can be attacked.

Multiplication. A multiplication of a known and a secret value occurs for example in the
ECDSA, but also in some of the schemes which are based on the DL problem in finite
fields. If the multiplication is implemented in such a way that the multiplier is the
secret value, and the multiplication is implemented in software with a variant of the
binary algorithm, then this operation can be potentially attacked by both power anal-
ysis variants [Mes02]. It is less likely that a simple power-analysis attack succeeds than
a differential power-analysis attack, because the differences in the power consumption
trace of a multiplication are usually too small to be directly exploited. The countermea-
sure for this case is trivial. One just has to use the secret value as multiplicant instead
as multiplier.
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Exponentiation. An exponentiation of a known value with a secret exponent is also usually
performed with a variant of the binary algorithm and both, simple and differential
power-analysis attacks have been demonstrated in [MDS00] and [Wal01]. As a matter
of fact, for software implementations of the RSA algorithm, in some special cases even a
simple power-analysis attack seems to be feasible in practice. As it is shown in [Wal01],
also sliding window algorithms do not prevent power-analysis attacks. For dedicated
hardware implementations, simple power-analysis attacks are not feasible due to the fact
that multiplication and squaring are usually performed on the same circuit. Differential
power-analysis attacks can be conducted for both types of implementations. Timing
attacks have been published in [Koc96]. Practical realizations have been published in
[HK02] and [DKL+00]. It must be noted, that to determine the private key for RSA
it is not necessary to determine all bits of the private key via power-analysis attacks.
Already some bits suffice to calculate the complete private key [BDF98].

Scalar Multiplication. The scalar multiplication of a known elliptic curve point by an
unknown scalar is the core operation for all cryptosystems based on elliptic curves. It has
been shown in [Cor99] how unprotected implementations of elliptic curve cryptosystems
can be attacked. The most important cryptosystem based on elliptic curves is the
ECDSA. In this cryptosystem, the scalar point-multiplication is performed every time
with another, secret scalar. Therefore, in this specific case, differential power-analysis
attacks are not the main issue. But, it has been proven in [NS03], that from only a very
few of these ephemeral scalars the secret key can be easily calculated. So, the protection
of these ephemeral keys is of greatest importance.

It is obvious that unprotected implementations of these operations are vulnerable to power-
analysis attacks in particular and to side-channel attacks in general. The implementation of
efficient countermeasures is therefore a must.

3 Published Attacks and Countermeasures

We start with a short summary of the published attacks and present then a short summary of
some published countermeasures. Note, that some of the attacks are mounted against some of
the countermeasures. We present both the attacks and the countermeasures in chronological
order, but also in the context of the attack scenarios of the previous section. For attacks on
FLASH and S-FLASH, we refer the reader to [SGB01].

3.1 Attacks

3.1.1 Attacks on Implementations of the Modular Exponentiation

The first passive side-channel attacks applied to implementations of modular exponentiations
were the timing attacks as already mentioned before. After the description of power-analysis
attacks by Kocher et al. [KJJ99], the first paper dedicated to the application of these types
of attacks on public-key cryptosystems was Messerges et al. [MDS00]. They studied the ap-
plication of power-analysis attacks on software implementations of modular exponentiations
in smart cards. They observed, that simple power-analysis attacks are possible due to several
reasons. Firstly, when using the binary algorithm, the branching instruction itself could be
observed. Secondly, in software implementations where two different routines for the square
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and the multiply operation are implemented, the two routines are likely to have different
power traces. They also constructed three types of differential power-analysis attacks. The
SEMD (single-exponent multiple-data) attack assumes that the attacker can perform the ex-
ponentiation operation with the secret and a public exponent with several plaintexts. Then,
the measurements are grouped (one group for the secret and one group for the public ex-
ponent) and averaged, and the two averaged power traces are subtracted from each other.
When the averaged power traces differ, also the exponents must have been different as well.
This leads to the secret exponent. In the MESD (multiple-exponent single-data) attack, the
attacker is supposed to be able to feed the encryption device with multiple known exponents
and a single plaintext. Furthermore it is assumed that the attacker can perform an exponenti-
ation with the secret exponent and a single plaintext several times. The measurements for the
secret exponent are averaged to get rid of the noise. Then, the attacker determines the secret
exponent bit-wise, by feeding new exponents into the device. For each bit, he determines
which of the two choices fit the power trace of the secret exponent best. If all bit-guesses of
the attacker are correct, the difference between the power trace of the secret exponent and
the public exponent will be zero. Otherwise, from the first incorrect key-bit guess on, the
difference trace will show peaks. These two attacks are inspired from simple power-analysis
attacks, and the original attack in [KJJ99]. The third and most powerful attack presented
in this paper, follows more the modern concept of differential power-analysis attacks which
we introduced in the previous section. The ZEMD (Zero-exponent multiple-data) attack as-
sumes that the attacker can predict intermediate results of the binary algorithm by guessing
(several) key bits. These intermediate results are then used to verify the correctness of the
key bits.

Walter et al. observe in [WT01] that also modular subtractions can be used to determine
the secret key. In [Wal01] Walter shows, how to attack an RSA secret key without multiple
measurements and additionally he showes that also certain implementations of sliding window
techniques might be vulnerable to power-analysis attacks.

In [Nov02], Novak shows how to use the power leakage of a smart card to determine
the secret primes p and q for a certain implementation of Garner’s version [Gar59] of the
CRT exponentiation. In [dBLW02], a chosen plaintext attack on a CRT implementation is
presented.

Klima et al. discuss in [KR02] several side-channel attacks on various RSA schemes such
as EME-OAEP PKCS #1 v.2.1. Three different attack variants, with different assumptions
about the side-channel leakage are given. One of the variants can determine the RSA private
key.

Except [Wal01], all reported differential power-analysis attacks on implementations of the
RSA exponentiation are first-order differential power-analysis attacks. We also want to point
out that not all bits of the private key have to be deduced by power analysis attacks in order
to determine the whole private key. Several efficient techniques are known to determine the
private key if only a small fraction of it’s bits are known (see [BDF98], [Cop97] or [vOW99]).

3.1.2 Attacks on Implementations of the Elliptic-Curve Scalar Point-Multiplication

Regarding attacks on implementations of elliptic-curve scalar point-multiplications the fol-
lowing results have been published. Coron’s article [Cor99] was the first article on power
analysis attacks dedicated solely to elliptic curve cryptosystems. It describes in fact the same
attack as the ZEMD attack, but uses another statistical test to relate the prediction of the
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hypothetical model to the output of the real device. A conclusion from this paper is, that
a static ECDH and an ECIES protocol should be implemented resistant to power analysis
attacks.

In [NS03] it was pointed out that also the scalar point-multiplication in the ECDSA must
resist power analysis attacks. The paper gives a rigorous treatment of this topic. In a similar
paper [RS01], the same topic is treated with more heuristic arguments.

Another type of attack has been developed in [Osw02b], to attack countermeasures which
are based on randomizing (variants of) the binary algorithm. This attack can defeat counter-
measures that randomize the sequence of instructions in the binary algorithm in a certain way
[OA01] under the assumption that the power trace from an elliptic-curve point-addition oper-
ation can be distinguished from the power trace of an elliptic-curve point-doubling operation.
It can also be applied to a randomization approach which has been proposed in connection
with securing the RSA exponentiation in [Wal02a]. And yet another type of attack [OS02]
can also be mounted to defeat certain variants of these randomization approaches. It assumes
that an attacker can monitor several executions of an elliptic-curve scalar point-multiplication
with the same scalar and it additionally assumes that elliptic-curve point-addition and elliptic-
curve point-doubling can be distinguished. Of course the first assumption is not valid in the
case of ECDSA and any ephemeral DH-protocol.

3.2 Countermeasures

Before we start our discussion of published countermeasures we would like to point out that
we only consider algorithmic (i.e. software) countermeasures. Hardware countermeasures,
such as using special logic-types, are outside the scope of this paper.

3.2.1 Countermeasures to protect Implementations of the Modular Exponenti-
ation

To secure implementations of modular exponentiations against power attacks, the counter-
measures which were proposed to counteract timing attacks can be used. They consist of
either blinding the plaintext or blinding the exponent. Exponent blinding can be achieved by
adding a multiple of the group-order to the exponent. Efficient methods for this task have
been proposed in [Koc96] and seem to be covered by a US patent [KJ01].

Messerges et al. also propose a countermeasure to prevent differential power-analysis
attacks on modular exponentiations. They propose to randomize the starting point in the
binary algorithm. From this random starting point on, the algorithm is either first computed
upwards to the most significant bit and then computed downwards to the least significant bit,
or vice versa. The results of the computations of both directions are then combined. This
method has yet not been analyzed. It also seems to be covered by a US patent [MD01].

Walter presents a randomized-window algorithm in [Wal02a]. An analysis consisting of
two attack scenarios is given in [Wal02b]. In [Osw02a] one of the results of [Wal02b] is proven
wrong. Therefore it is currently not clear whether the security margin of this algorithm is
large enough for small (i.e. 1024-bit) keys.
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3.2.2 Countermeasures to protect Implementations of the Elliptic-Curve Scalar
Point-Multiplication

To counteract both, simple and differential power-analysis attacks, there are basically two
things that have to be done. First of all, one has to randomize the expressions (i.e. the coor-
dinates) of calculated points. This can be done by using randomized projective coordinates
(countermeasure against differential power-analysis attacks). Secondly, one has to obscure
the multiplier. It would be optimal if there would be no correlation between the sequence of
elliptic-curve point-doubling (addition/subtraction) operations and the multiplier bits (coun-
termeasure against simple power-analysis attacks). Proposals for how to achieve these two
goals have already been presented in [Cor99] and seem to be subject to a patent [CG02b]. A
non-exhaustiv overview of other proposed countermeasures is given in the following sections.

Countermeasures applicable to arbitrary curves fixing the sequence of elliptic-
curve operations.

• CHES 1999: Coron’s [Cor99] SPA countermeasure significantly increases the execution-
time.

• ISC 2001: Möller’s [Möl01] approach makes use of precomputed points and requires to
recode the private key.

• PKC 2002: Izu et al. [IT02] propose a method which is applicable on general curves
over prime-order finite-fields and works without precomputed points.

• CHES 2002: Ha et al. [HM02] extended the proposal of Oswald et al. [OA01] to
counteract simple power-analysis attacks as well.

Countermeasures applicable to arbitrary curves not fixing the sequence of elliptic-
curve operations.

• CHES 2001: Oswald et al. [OA01] make use of a randomized form of the Morain et al.
[MO90] point-multiplication algorithm to obscure the private multiplier.

• PKC 2002: Brier et al. [BJ02] rewrite the addition formulas in such a way that point
addition and point doubling are no longer distinguishable. The security does no longer
rely on the used point-multiplication algorithm.

Countermeasures applicable to special curves fixing the sequence of elliptic-curve
operations.

• CHES 2000: Hasan [Has00] presents several possible countermeasures for Koblitz Curve
Cryptosystems. It seems that such countermeasures are subject to a patent [CG02a].

• INDOCRYPT 2000: Okeya et al. [OS00] use a variant of Montgomery’s point multipli-
cation algorithm.

• ICISC 2001: Okeya et al. [OMS01] investigate randomized projective coordinates and
Montgomery-form elliptic curves.
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Countermeasures applicable to special curves not fixing the sequence of elliptic-
curve operations.

• CHES 2001: Liardet et al. [LS01] propose to use a randomized window-method for
scalar point-multiplication. Joye et al. [JQ01] propose the Hessian parameterization.
Joye et al. [JT01] propose to use endomorphisms to use different elliptic-curves to
counteract power analysis attacks. This approach has been extended by Ciet et al. in
[CQS02].

4 Conclusions

Since their invention in 1998, many variants of power-analysis attacks on public-key cryptosys-
tems have been published. As a matter of fact, all types of public-key cryptosystems contain
operations that are susceptible to power-analysis attacks. Fortunately, also a broad variety
of countermeasures is available. Unfortunately, many of these countermeasures seem to be
subject to patents. It seems that more countermeasures are available for cryptosystems based
on elliptic curves, simply because of the diverse arithmetic they offer and the many represen-
tations of points and curves themselves. To conclude the observations made in the previous
sections and referenced papers: RSA-type cryptosystems are less likely to be susceptible to
simple power-analysis attacks, but offer less possibilities for countermeasures against differ-
ential power-analysis attacks. EC-based cryptosystems are highly susceptible against simple
power-analysis attacks but many different countermeasures can be implemented. Some coun-
termeasures are probably subject to a patent, and some will not give a sufficient protection
on their own. Consequently, a power analysis resistant implementation will have to combine
several of the suggested countermeasures.
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