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Abstract

In this short note we describe a novel optimization method to fasten en-

cryption of the cipher Idea, by optimizing the computation of the modular

multiplication operation.

1 Optimization of Idea

Idea is a block cipher designed by Lai and Massey [2]. It consists of 8.5 rounds, each

consist of the following operations:

1. addition modulo 216

2. multiplication modulo 216 + 1 where the 16-bit zero value represents 216.

3. XOR

In September 2000 Idea was submitted [3] to the Nessie project [4] as a candidate

in the class of legacy block ciphers. For information of the security of Idea, and the

best attack on it, see [1].

�The work described in this note has been supported by the European Commission through the

IST Programme under Contract IST-1999-12324.
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The modular multiplication operation deserves optimization: A naive implemen-

tation of a modular multiplying of a and b should perform

int ideamult(int a,b)

{

int a1 = a==0 ? 0x10000 : a;

int b1 = b==0 ? 0x10000 : b;

verylongint c1 = a1*b1;

return (c1%0x10001)&0xFFFF;

}

Note that c1 should be larger than 32 bits long, as one of the possible values it may

contain is 232. It was observed early that it is a good idea to test the cases of zero a

or b and compute the result separately. Thus, we get

int ideamult(int a,b)

{

if(a==0) return (1-b)&0xFFFF;

if(b==0) return (1-a)&0xFFFF;

int c1 = a*b;

return (c1%0x10001)&0xFFFF;

}

A second observation showed that in most cases a and b are not zero, and thus it

is faster to multiply �rst, and test for the non-zero product �rst (saving a jump

instruction in most cases) getting

int ideamult(int a,b)

{

int c1 = a*b;

if(c1) return (c1%0x10001)&0xFFFF;

return (1-a-b)&0xFFFF;

}

This modi�cation saves a conditional test in most calls, for the price of an additional

multiplication once every about 231 calls.

From now on we discuss the optimization of the modulo c1%0x10001. Again, it

was early identi�ed that this computation is almost equivalent to a subtraction of

the most signi�cant 16 bits of c1 from the least signi�cant 16 bits of c1, up to a

conditional addition of 1:

int ideamult(int a,b)

2



{

int c1 = a*b;

if(c1) {

int c1h = c1 >> 16

int c1l = c1 & 0xFFFF

return c1l - c1h + ((c1l<c1h)?1:0);

}

return (1-a-b)&0xFFFF;

}

Still, this replacement of the modular computation requires one shift (or rotate with

mask), one mask of the 16 least signi�cant bits, one subtraction, and one conditional

addition, which takes several machine instructions in any way it is implemented.

We observed that the conditional addition of 1 can be automatically computed by

the other operations if computed in the correct order: Instead of subtracting c1l-c1h

we also subtract c1h-c1l at the same instruction by computing

c1-ROTL32(c1,16):

Notice that we compute only one subtraction that computes both values: c1l-c1h in

the least signi�cant 16 bits, and c1h-c1l in the most signi�cant 16 bits. However, a

problem may arise that a carry may be transferred from the di�erence in the lower

16 bits to the upper 16 bits. This carry is transferred if and only if in the value in the

lowest 16 bits the data becomes negative, i.e., c1l<c1h, which is exactly the condition

for the addition of 1 above!! Therefore, we can save the conditional addition of 1

(whose implementation requires several machine instructions, and which is relatively

complex to optimize on most machines) by using the following a straight-line code

for the modular multiplication:

int ideamult(int a,b)

{

int c1 = a*b;

if(c1) return (-((c1-ROTL32(c1,16))>>16))&0xFFFF;

return (1-a-b)&0xFFFF;

}

An equivalent alternative can be

int ideamult(int a,b)

{

int c1 = a*b;

if(c1) return (((ROTL32(c1,16)-c1)>>16)+1)&0xFFFF;

return (1-a-b)&0xFFFF;

}
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but it proved to be slightly slower in the fastest implementation on Pentium III,

although in other cases it may be faster.

Using this code for the modular multiplication, we reach encryption speed of 59

clock cycles per byte on Pentium III, as opposed to the fastest speed of 78.7 clock

cycles per byte mentioned by the submitters of Idea to the Nessie project in their

submission document [3].

We conclude that this code is the fastest on 32-bit processors (in particular on

Pentium III).

Note that Helger Lipmaa designed an implementation of Idea on the MMX in-

structions of the Pentium III, which run even faster due to the parallelism of the

MMX instructions (in non-standard modes), and due to the implementation in an

assembly language.
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