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1 Introduction

EPOC-2 is an asymmetric (public-key) hybrid encryption scheme based on
the asymmetric cryptosystem of Okamoto and Uchiyama, [13], and the hybrid
encryption scheme of Fujisaki and Okamoto, [5]. In simple terms it generates
a random key for use with a symmetric cipher and enciphers the message
using that symmetric cipher. It then enciphers the key, along with a check
value, using the Okamoto-Uchiyama asymmetric encryption scheme. The
precise specifications can be found in [10] and an evaluation of the cipher by
the designers can be found in [12].

EPOC-2 is an entrant to the NESSIE project [9].

2 The Okamoto-Uchiyama Cryptosystem

2.1 Specifications

The Okamoto-Uchiyama cryptosystem [13] is a public-key cryptosystem based
on the intractability of factoring a large number of the form n = p2q, where
p and q are k bit primes. We start by examining some of the structure of the
ring Zn.

First we note that there exists natural well-defined maps from Zn onto
Zp, Zp2 and Zq. Similarly there exists well defined natural maps from Z∗n into
Z∗p, Z∗p2 and Z∗q.

∗The information described in this document is provided as is, and no warranty is given
or implied that the information is fit for any particular purpose. The user thereof uses the
information at its sole risk and liability. This paper has been supported by the Commission
of the European Communities through the IST program under contract IST-1999-12324.
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Result 2.1.1 The set Γ = {1, p + 1, 2p + 1, . . . , (p − 1)p + 1} is a Sylow
p-subgroup of Z∗p2.

Proof The group Z∗p2 has order p(p− 1) hence any Sylow p-subgroup of Z∗p2

has order p. Certainly Γ contains only p elements and it can easily be seen
that Γ is generated by the element p + 1. Hence Γ is a subgroup of Z∗p2 .

¥

Next we may define a “logarithm function” on Γ.

Definition 2.1.2 Let L : Γ −→ Zp be the function defined by

L(x) =
x− 1

p

Result 2.1.3 The function L has the property that for any a, b ∈ Γ

L(ab) = L(a) + L(b)

Proof For any a, b ∈ Γ we have that ab ∈ Γ and

ab− 1 = (a− 1)(b− 1) + (a− 1) + (b− 1)

in Zp2 . So

L(ab) =
ab− 1

p

=
(a− 1)(b− 1) + (a− 1) + (b− 1)

p

= (a− 1)L(b) + L(a) + L(b)

= L(a) + L(b) as a− 1 ≡ 0 mod p

¥

Corrollary 2.1.4 For any a ∈ Γ with L(a) 6= 0 and for any 0 ≤ m < p we
have that

L(am) = mL(a)

and so

m =
L(am)

L(a)
=

am − 1

a− 1

in Z∗p.
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¥

We are now in a position to define the algorithm. The keys are:

PublicKey = (n, g, h, k)
PrivateKey = (p, q, L(gp))

where

1. k is a security parameter,

2. p and q are k bit primes,

3. n = p2q, is the modulus,

4. g ∈ Z∗n such that gp−1 has order p in Z∗p2 ,

5. h = gn,

6. gp = gp−1,

7. L(gp) is the logarithm of gp when gp is reduced modulo p2.

Of course if we are to find L(gp) we must first show that gp lies in Γ.

Result 2.1.5 Suppose g and gp are defined as above, then gp (mod p2) lies
in Γ and is not equal to 1.

Proof By the definition of g that gp has order p in Z∗p2 and so is not equal

to the group identity (which is 1). Suppose g ≡ a (mod p), then gp ≡ ap−1

(mod p) but ap−1 ≡ 1 (mod p) by Fermat’s Little Theorem. Hence gp − 1 is
divisible by p and so gp lies in Γ.

¥

We may now define the encryption and decryption processes:

ENCRYPTION DECRYPTION
INPUTS: PublicKey (n, g, h, k) INPUTS: PublicKey (n, g, h, k)

Message 0 < m < 2k−1 PrivateKey (p, q, L(gp))
Ciphertext C

1. Pick a random r ∈ Zn. 1. Let Cp = Cp−1 (mod p2).

2. Let C = gmhr = gm+nr (mod n). 2 Calculate m∗ = L(Cp)

L(gp)
(mod p).

OUTPUT: Ciphertext C OUTPUT: Message m∗

3



We will denote encryption of a message m under the public key pk as
EOU

pk (m). We will denote the decryption of a ciphertext C under the secret
key sk as DOU

sk (C).

Result 2.1.6 If 0 < m < 2k−1 is a message and (pk, sk) is a public key/private
key pair then DOU

sk (EOU
pk (m)) = m.

Proof The generated ciphertext for a message m with a random seed r is
C = gm+nr. Hence

Cp = Cp−1(mod p2)

= gm(p−1)gnr(p−1)(mod p2)

= gm
p (gpqr)p(p−1)(mod p2)

= gm
p (mod p2)

and so
L(Cp)

L(gp)
=

mL(gp)

L(gp)
= m

because m is less than p but not equal to zero.

¥

The purpose of h is to expand the range of possible ciphertexts without
affecting the decryption process. It works because hp−1 has order 1 in Z∗p2

whereas gp−1 has order p in Z∗p2 .

2.2 The encryption function is one-way

In the specifications of the Okamoto-Uchiyama encryption [13] scheme there
are two proofs of security. The first shows that against IND-CPA attacks (in
the sense of [1]) the scheme is precisely as secure as factoring. It is certainly
obvious that if one can factor numbers of the form n = p2q where p and q
are k bit primes with non-negligible probability then one can decipher any
given a ciphertext generated using a random public-key with non-negligible
probability.

Suppose that, given a randomly generate public-key (n, g, h, k) and C =
EOU

pk (m), the encipherment of a randomly generated message 0 < m < 2k−1,
we can find m with non-negligible probability. We will attempt to use this
to generate an algorithm that will factor a randomly generated n with non-
negligible probability.

First generate a random n using the same scheme as the key generation
algorithm uses in the generation of a public/private key pair. Hence the
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distributions of possible values for n is the same in both this case and in the
case where we attack the cryptosystem.

Next we need to generate a valid g. We must assume that we have access
to an algorithm which generates possible values for g. This algorithm must
produce a valid g with probability greater than or equal to ρ and given that
a valid g is produced it should output a particular g with probability similar
to that of the key generation function.

So if the key generation function always takes the value g = 2 then we
may use an algorithm that also always picks the value g = 2 and ρ = 1. If
the key generation algorithm picks g ∈ Z∗n at random and then checks to see
if gp−1 has order p in Z∗p2 then we may use an algorithm that merely picks
a g ∈ Z∗n at random. Our algorithm will pick a valid g with probability
ρ = p−1

p
= 1 − 1

p
and given that it does pick a valid g, each valid value of

g is equally likely to be chosen - exactly the same as for the key generation
algorithm.

However if the key generation algorithm were to, rather foolishly, use the
value g = p + 1 (noting that (p + 1)p−1 ≡ 1 − p mod p2 and so is a valid
choice for g unless p = 2) then we would be unable to accurately model the
choice of g. It is unknown whether there exists an algorithm that generates
g from (n, p, q) that is one-way but cannot be accurately simulated without
knowledge of p and q.

We will now assume that we have a valid choice for g, this automatically
gives us a valid choice for h as h = gn. So we have a valid public key - we
will now try and model the distributions of the ciphertext.

Pick a random m′ uniformly at random from the set {2k−1+1, . . . , n} and
form C ′ = gm′

. Note that because m′ does not constitute a valid message we
cannot guarantee that C ′ forms a valid ciphertext, however because of the
action of h we cannot exclude the possibility that C ′ is a valid ciphertext.

Let us begin by examining the distribution of ciphertexts generated by
the encryption of a random valid message. For a message 0 < m < 2k−1 the
encryption algorithm generates a ciphertext gm+nr, where g is an element of
Z∗n such that gp−1 has order p modulo p2. Suppose that g has order ps in Z∗n
(where s divides λ = l.c.m.(p − 1, q − 1)) then the distribution of possible
ciphertexts in Z∗n is the same as the distribution of possible values of m + nr
mod ps.

Result 2.2.1 For each r ∈ {0, 1, . . . , s − 1}, nr takes a unique value in
{p, 2p, . . . , ps} modulo ps.

Proof Obviously p divides nr as n = p2q and p divides p(p − 1)(q − 1). So
any value of nr modulo ps is divisible by p. Therefore all we have to show

5



is that for any β ∈ {1, 2, . . . , s} there exists an r ∈ {1, 2, . . . , s}) such that
nr = βp modulo ps.

Now this is certainly true if we can find r such that β = pqr mod s. Since
g.c.d.(pq, s) = 1 (as s divides φ(n)) we have that (pq)−1 exists modulo s.
Hence if take the value r = (pq)−1β then pqr = β modulo s.

¥

So the set of possible ciphertexts that can be generated from a random
seed r is

Λ′g,r = {gnr+α : 1 ≤ α ≤ 2k−1}

The union of Λ′g,r is the complete ciphertext space and note that either Λ′g,r =
Λ′g,r′ or Λ′g,r ∩ Λ′g,r′ = ∅. We know that s divides λ = l.c.m.(p − 1, q − 1)

which in turn divides (p− 1)(q − 1), more precisely λ divides (p−1)(q−1)
2

as 2
divides into both p− 1 and q − 1. So for any Λ′g,r there is at least one value
of r′ 6= r such that Λg,r = Λg,r′ .

Now because r ∈ {1, 2, . . . , n} and not r ∈ {1, 2, . . . , s} and s does not
divide into n we are more likely to get ciphertexts that lie in Λ′g,r for values
of r that lie below a certain threshold. However since the number of r′ for
which Λ′g,r = Λ′g,r′ is likely to be large (and is at least 2) we assume that this
distribution is approximately uniform.

We now consider the simulated ciphertexts that we have generated ran-
domly, C ′ = gz′ where z′ ∈ {2k−1 + 1, . . . , n}. Since g has order ps which
divides φ(n) and

n ≡ p(p + q − 1) mod φ(n)

> p

> 2k−1

we have that every element of < g > can be obtained in this way. Some
elements may be obtained more than once, however every element can be
obtained by at least b n

ps
c ≥ 2 different values of z′ and some may be ob-

tainable by one extra value of z′. We assume that this distribution is also
approximately uniform. This means we may partition the possible simulated
ciphertexts as

Λg,r = {gnr+α : 0 ≤ α < p}
and again either Λg,r = Λg,r′ or Λg,r ∩Λg,r′ = ∅. Furthermore Λ′g,r ⊆ Λg,r and
|Λg,r| ≤ 2|Λ′g,r|. So a simulated ciphertext is valid with probability greater
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than 1
2

and if a simulated ciphertext is valid then it picks a specific ciphertext
with approximately the same probability as the proper encryption process.

So we have, with probability at least 1
2
ρ, generated a random triple

(n, g, C) with the same distribution as that of the encryption process. There-
fore we can, with non-negligible probability, find a valid message m such that
EOU

pk (m) = C. In that case

gm+nr
p = gz′

p in Z∗p

So,

z′ ≡ m mod p

but z′ 6= m as n > z′ > 2k−1 > m, so p divides z′−m and g.c.d.(z′−m,n) ∈
{p, p2, pq}. This will allows us to factor n and since we consider the problem of
factoring n intractable we must conclude the problem of decrypting messages
is intractable.

2.3 Semantic security

According to [8] a public key encryption scheme is said to be semantically
secure if “for all probability distributions over the message space, whatever a
passive adversary can compute in expected polynomial time about the plain-
text given the ciphertext, it can also compute in expected polynomial time
without the ciphertext.” This has been shown to be equivalent to the notion
of indistinguishability, the notion that given two messages m0,m1 and an en-
cryption of one of those messages (chosen uniformly at random) an attacker
cannot identify which message was encrypted in expected polynomial time.

A proof of indistinguishability, and so semantic security, is provided with
the specifications of the Okamoto-Uchiyama encryption scheme, [13].

3 EPOC-2

3.1 Specifications

EPOC-2 is a public-key hybrid encryption scheme based on the Fujisaki-
Okamoto scheme, [5], however the specifications give an improved security
proof based on the specific use of Okamoto-Uchiyama public key encryption
scheme. Although it does not affect the security of the algorithm in the
random oracle model the designers have recommended the use of the one-
time pad or Camellia, see [11].

Throughout this paper we will use the following notation:
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• Esym
K (m) will represent the encryption of a message m using the chosen

symmetric cypher and the key K. Similarly Dsym
K (C) will represent the

decryption of the ciphertext C using the chosen symmetric cipher and
the key K.

• Hash(m) will represent the hash of the message m. The hash function
recommended is SHA-1 and its specification can be found in [4].

• MGF (r) will represent a Mask Generation Function seeded by the
value r. The only Mask Generation Function recommended is MGF1
and its specification can be found in [15].

• KDF (r) will represent a Key Generation Function seeded by the value
r. The only Key Derivation Function recommended is KGF2 and its
specification can be found in [6].

• EOU
pk (m, r) will represent encryption of a message m using the Okamoto-

Uchiyama public-key cryptosystem with a public key pk and a random
seed r. Similarly DOU

sk (C) will represent decryption of the ciphertext C
using the Okamoto-Uchiyama scheme with the secret key sk.

We now specify the encryption/decryption process.

ENCRYPTION
INPUTS: PublicKey PK for the Okamoto-Uchiyama encryption scheme.

Message m in the message space of the chosen symmetric cipher.
Encoding parameters P (which may be empty).

1. Generate a random seed r.
2. Compute a key for the symmetric cipher K = KDF (r, P ).
3. Let C2 = Esym

K (m).
4. Let DB = m||r||C2||P
5. Let H = MGF (Hash(DB)).
6. Let C1 = EOU

PK(r,H).
OUTPUTS: Ciphertext pair (C1, C2).
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DECRYPTION
INPUTS: PublicKey PK for the Okamoto-Uchiyama encryption scheme.

PrivateKey SK for the Okamoto-Uchiyama encryption scheme.
Ciphertext (C1, C2).
Encoding parameters P used in the encryption.

1. Calculate r = DOU
SK(C1).

2. Calculate K = KDF (r, P ).
3. Calculate m = Dsym

K (C2).
4. Let DB = m||r||C2||P .
5. Let H ′ = MGF (Hash(DB)).
6. If PK = (p2q, g, h, k) then calculate PK ′ = (q, g mod q, h mod q, k).
7. Let r′ = r mod (q − 1).
8. Calculate C ′

1 = EOU
PK′(r′, H ′).

OUTPUTS: m (provided C ′
1 ≡ C1 mod q).

We accept that the use of the term EOU
PK′(m, r) is not factually correct as

PK ′ is not a valid public-key however we trust that the meaning of such a
statement is clear.

Result 3.1.1 If C1 = EOU
PK(r,H) and r′ and PK ′ are as defined in the de-

cryption process above then C1 ≡ EOU
PK′(r′, H) mod q.

Proof Suppose PK = (n, g, h, k), PK ′ = (q, g′, h′, k) and that r = a(q−1)+r′

then

C1 = EOU
PK(r,H)

= grhH mod n

≡ grhH mod q

≡ g′rh′H mod q

≡ (g′(q−1))ag′r
′
h′H mod q

≡ g′r
′
h′H mod q

= EOU
PK′(r′, H) mod q

¥
We will let EEPOC

PK (m) denote the encryption of a message m using the
EPOC-2 cryptosystem and the public-key PK. We will let DEPOC

SK (C) denote
the decryption of the ciphertext C using the EPOC-2 cryptosystem and the
private key SK.

Result 3.1.2 If m is a message in the message space of the chosen symmet-
ric cipher and (PK, SK) is a valid public/private key pair for the Okamoto-
Uchiyama cryptosystem then DEPOC

SK (EEPOC
PK (m)) = m.
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3.2 Simulation of ciphertexts in the proof of security

The self-evaluation of EPOC-2, [12], contains a proof of security that shows
that breaking EPOC-2 is as hard factoring the modulus n = p2q even when
the adaptive chosen ciphertext attack (CCA2) model is used. The proof
works in the random oracle model (and so is not completely conclusive) and
replaces the effects of the hash and mask functions Hash(MGF (·)) and the
Key Derivation Function, KDF (·), with ideal random functions H and G.
We assume that the encoding parameters P are constant in both the en-
cryption and decryption process and so are absorbed into the definition of
H along with C2, as this only depends on m and r. Although the specifica-
tions, [10], recommend Camellia, [11], as a usable symmetric cryptosystem
the proof of security assumes that the symmetric encryption algorithm used is
the one-time pad. This means that the encryption and decryption functions
are:

ENCRYPTION
INPUTS: PublicKey PK

Message m
1. Generate a random seed r.
2. Let C2 = m⊕G(r).
3. Let C1 = EOU

PK(r,H(r,m)).
OUTPUTS: Ciphertext pair (C1, C2).

DECRYPTION
INPUTS: PublicKey PK

PrivateKey SK
Ciphertext (C1, C2)

1. Calculate r = DOU
PK(C1).

2. Calculate m = C2 ⊕G(r).
3. If PK = (n, g, h, k) then let PK ′ = (q, g′, h′, k)

where g′ ≡ g mod q and h′ ≡ h mod q.
4. Let C ′

1 = EOU
PK′(r,H(r,m)).

OUTPUTS: Message m provided C1 ≡ C ′
1 mod q.

Obviously if there exists an algorithm that factors n = p2q with non-
negligible probability in polynomial time then we can break the EPOC-2
encryption scheme by generating the private key corresponding to a public
key with modulus n. Therefore we attempt to show that if there exists an
algorithm A that “breaks” EPOC-2 in some sense then we may describe an
algorithm that, based on A, factors n. Suppose that A is such an algorithm
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for breaking the EPOC-2 encryption scheme and that n is a modulus gener-
ated with the same probability distribution as the key-generation algorithm
for the Okamoto-Uchiyama encryption scheme.

We assume that A use the following attack scenario. We can run A in
two stages: Afind and Aguess. Afind takes as its input the public key PK
and outputs a triple (x0, x1, s) where x0 and x1 are messages and s contains
any information that Afind wishes to pass to Aguess. An adversary encrypts
one of these messages chosen uniformly at random, xb say, and encrypts it
to give a ciphertext (C1, C2). Aguess takes the ciphertext (C1, C2), the public
key PK and the state information s and outputs a guess for b. We assume
that A outputs the correct b with probability significantly greater then 1

2
.

Firstly we have to simulate the generation of the rest of the public key
PK. Again we assume that there exist an algorithm which generates possible
values for g and that this algorithm produces a valid g with probability at
least ρ. Furthermore we assume that the distribution of valid g’s produced
is the same as in the key-generation function. Also the production of a valid
g automatically gives us a valid h as h = gn and hence a valid public key.

We may now run Afind. This outputs a triple (x0, x1, s).
Next we have to simulate the ciphertext (C1, C2) which is the encryption

of xb. We choose z uniformly at random from the set {2k−1 + 1, . . . , n2} and
set C1 = gz. Since C1 is the encryption of the random number r and we
have no knowledge of r we have that C1 is a good simulation providing it is
a valid ciphertext. We pick C2 uniformly from the set of all possible random
strings of the correct length. We can do this because if m is the message then
C2 = m ⊕ G(r) where r is a random number and G is a random function
so provided we never try to evaluate G on the correct value of r then we
will never notice that C2 was randomly generated. If we do ever deduce the
correct value of r then we will be able to use it to factor n and so there will
be no advantage gained by calculating G(r).

We denote the probability that the simulator picks a value C1 = gz′ by
psim

z′ and denote the order of g by ord(g). Note that because gp has order p

in Z∗p2 we must have that p divides ord(g). Let α = ord(g)
p

. Now using the

fact that n2 − 2k−1 ≈ n2 we can deduce:

psim
z′ ≥ bn2/ord(g)c

n2

≥ 1

ord(g)
− 1

n2

>
1

ord(g)
− 1

org(g) · n as ord(g) < n
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=
1

ord(g)
(1− 1

n
)

On the other hand if denote preal
z′ to be the probability that the ciphertext

C1 = gz′ is generated by the cryptosystem and we let 0 < z ≤ p be congruent
to z′ modulo p then clearly preal

z′ = 0 if 2k−1 ≤ z ≤ p. If 0 < z < 2k−1 then
preal

z′ depends upon the order of h (which is α) and upon the range of possible
values for the exponent of h (which according to the EPOC-2 specifications
is between 0 and 22k+const). Hence,

preal
z′ ≤ 1

2k−1
· b2

2k+const/αc+ 1

22k+const

≤ 1

2k−1
(
1

α
+

1

22k+const
)

=
1

2k−1

1

α
(1 +

α

22k+const
)

<
1

2k−1

1

α
(1 +

1

2const
) as α < 22k

If we combine these results and note that ord(g) = αp then we have that,

psim
z′

preal
z′

>

1
ord(g)

(1− 1
n
)

1
2k−1

1
α
(1 + 1

2const )

=
α2k−1

αp
· 1− 1

n

1 + 1
2const

≥ 2k−1

2k
· 1− 1

n

1 + 1
2const

as p < 2k

=
1

2
(1− 1

n
)(1− 1

2const + 1
)

≥ 1

3
(1− 1

n
) as const ≥ 1

≥ 1

3
(1− 2−3k+3) as n > 23k−3

So the probability that the simulator generates any valid ciphertext is
equal to the sum of psim

z′ over all values of z′ which are valid ciphertexts, but
this is 1

3
(1− 2−3k+3) as the sum of preal

z′ over this range is 1.

3.3 The simulators

We may now attempt to run Aguess. The idea is that because G is random
the only way to recover the message with probability better than guessing is
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to recover r as recovering r will allow us to factor the modulus in the same
way as in the Okamoto-Uchiyama scheme. However in order to run A we
have to be able to simulate the responses of the random oracles G and H
and the response of the decryption oracle.

We start by preparing two empty lists that will hold details on the queries
made to the random oracles. We shall call these G and H.

SIMULATION OF G
INPUTS: An integer r.
1. Check whether g.c.d.(z − r, n) > 1. If so, output the factor and end
the program.

2. If there exists an element (r,G) ∈ G the return G as the value of G(r)
and stop.

3. Pick a value G uniformly at random from the range of the function G(·).

4. Add the pair (r,G) to G.

5. Return the value G as the value of G(r).

The first line ensures that we will never query the oracle on the correct
value of r i.e. the value 0 < r < 2k−1 such that EOU

PK(r,H(r,m)) = C1 as
in that case we may use that information to factor n and stop the entire
program. Next we check to see if the simulator has been queried before on
the value of G(r) and returns the same answer if this is the case. If the
simulator hasn’t been queried on the value of G(r) then, as G is a random
function, we generate a random value for G(r) which is stored for future
reference and then returned as the value of G(r).

Similarly we construct a simulator for H(r,m).

SIMULATION OF H
INPUTS: Integer r and m.
1. Calculate C ′

2 = m⊕G(r).
2. If there exists a quadruple (r,m, C ′

2, H) in H then return H as the value
of H(r,m) and stop.
3. Pick a value H uniformly at random from the range of the function H(·, ·).
4. Add the quadruple (r,m,C ′

2, H) to H.
5. Return the value H as the value of H(·, ·).
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This time the calculation of C ′
2, which involves evaluating the function G,

stops us from accidentally evaluating the value of H with the correct value
of r.

Lastly we need to construct a simulator for the decryption oracle. We
use the output symbol ⊥ whenever no decryption of the ciphertext exists.

SIMULATION OF DECRYPTION ORACLE
INPUTS: A ciphertext pair (C ′

1, C
′
2).

1. Create two empty lists S1 and S2.

2. For every quadruple (r,m, C ′
1, H) in H check if C ′

1 ≡ grhH mod n.
If so then add this quadruple to the list S1. If not then check to see if
g.c.d.(C ′

1 − grhH , n) > 1. If such a factor exists then out this factor
and abort the program. Otherwise output ⊥.

3. Let S2 = {(r,m,C ′
1, H, G(r)) : (r,m, C ′

2, H) ∈ S1}.

4. If C ′
2 = m⊕G(r) then output m and stop. Otherwise output ⊥.

We may now consider the probability that the decryption simulator fails,
i.e. that when given a ciphertext it returns a value which is not the correctly
decrypted message or the correct value ⊥. In this analysis we assume that the
simulator must output a guess for the decrypted ciphertext, i.e. the simulator
doesn’t find a factor of n whilst attempting to decrypt the ciphertext. Our
analysis will focus on the following events:

• ‘0’ denotes the event that at the end of stage 2 the list S1 is empty.

• ‘10’ denotes the event that at the end of stage 2 the list S1 is non-empty
but at the end of stage 3 the list S2 is empty.

• ‘110’ denotes the event that at the end of stage 3 both S1 and S2 are
non-empty but there exists no tuple (r,m, C ′

1, H, G(r)) ∈ S2 such that
C ′

2 = m⊕G(r).

• ‘111’ denotes the event that at the end of stage 3 both S1 and S2

are non-empty and that there exists (r,m, C ′
1, H, G(r)) ∈ S2 such that

C ′
2 = m⊕G(r).

• ‘Fail’ denotes the event that the simulator returns an answer which is
different from the output of a decryption oracle DEPOC

SK (·).
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We note that

Pr[Fail] = Pr[Fail|0]Pr[0] + Pr[Fail|10]Pr[10]

+Pr[Fail|110]Pr[110] + Pr[Fail|111]Pr[111]

≤ Pr[Fail|0] + Pr[Fail|10]Pr[10]

+Pr[Fail|110]Pr[110] + Pr[Fail|111]

and consider each of these terms separately.
Obviously Pr[Fail|111] = 0 because the event 111 corresponds to find

a message m that can be enciphered to the ciphertext pair (C ′
1, C

′
2) and by

uniqueness of decryption it must be the correct value.
The event 110 never occurs as if (r,m,C ′

2, H) exists in H then we already
have that C ′

2 = m⊕ C2, so Pr[110] = 0.
The event 10 never occurs because if S1 is non-empty then by definition

of S2, it is non-empty as well.
The last event is Fail|0. In this case the simulator outputs ⊥ but it might

be the case that the ciphertext (C ′
1, C

′
2) the encryption of some message m

that we haven’t queried H about. For a given ciphertext pair (C ′
1, C

′
2) the

decryption oracle can always extract some value for r from C ′
1 and can always

find some message m = C ′
2 ⊕G(r), hence the decryption oracle should only

output ⊥ if C ′
1 6≡ grhH(r,m) mod q.

Result 3.3.1 Suppose C is a ciphertext generated uniformly at random from
the set of all possible ciphertext of the Okamoto-Uchiyama encryption scheme
with public key PK = (n, g, h, k). If the probability that C ≡ gxhr mod q is
pc,x then

pc,x ≤ 1

ordq(h)
+

1

2k+1

where ordq(h) is the order of h in Z∗q.

Proof If ordq(h) is the order of h in Z∗q and the value r is chosen at random
from all strings of length 2k+const then there are at most d22k+const/ordq(h)e
values of r that encrypt to the same ciphertext. Hence

pc,x ≤ d22k+const/ordq(h)e
22k+const

≤ (22k+const/ordq(h)) + 1

22k+const

=
1

ordq(h)
+

1

22k+const

15



¥

Let γ be the largest integer such that 1
ordq(h)

+ 1
22k+const ≤ (1

2
)γ. Hence the

Pr[Fail|o] ≤ 2−γ as that is the probability that the decryption oracle would
output a different value from ⊥.

So,
Pr[Fail] ≤ 2−γ

which means that the simulator correctly models the decryption oracle with
probability at least 1− 2−γ.

We could have set the simulators up differently so that it is possible to
query H on any input (r,m, C2) without checking C2 = m ⊕ G(r) which
would certainly save on running time however this forces us to change the
decryption simulator too as event 110 is now possible. We would change
stage 4 of the decryption algorithm too:

4. Calculate m′ = C ′
2 ⊕G(r).

5. Check that C ′
1 = EOU

PK(r,H(r,m′)). If so then output m′ else output ⊥.

This accounts for the situation where (r,m, C2, H) ∈ H, r = DOU
SK(C1)

but C2 6= m⊕G(r) by checking the correct value for the message m.

3.4 The security of the attack

The attack works by setting up the parameters, simulating the oracles and
then just running A. If A runs but doesn’t output a factor then we output
that the algorithm has failed.

We know that even though C2 was randomly generated there exists ran-
dom oracles G1, H1 such that (C1, C2) is the encipherment of x0. Similarly
there exists random oracles G2, H2 such that (C1, C2) is the encipherment of
x1. We define the following events:

• AskG is the event that A makes the query G(r), where r = DOU
C1

(SK).

• AskH is the event thatAmakes the query H(r,m), where r = DOU
C1

(SK).

We can simulate the responses in either of these events however if either
these events occur then we may factor n. We denote the event that AskG or
AskH occurs by AskGorH.

Suppose that we run A and that in it’s execution the event AskGorH never
occurs. Afind will still output two messages x0, x1 and Aguess will still be run
on the input (x0, x1, s, (C

′
1, C

′
2), PK). Suppose without loss of generality

16



that (C ′
1, C

′
2) = EEPOC

PK (x0) and that r = DOU
SK(C ′

1). Now whichever random
oracles G,H have been chosen there exist different random oracles G′, H ′

such that G and G′ (respectively H and H ′) are equal on all inputs except r
(respectively all pairs (r,m) for any m) and if the random oracles G′, H ′ had
been used then (C ′

1, C
′
2) = EEPOC

PK (x1). So without any knowledge of which
random oracle had been chosen the advantage gained by A is zero.

This means that if the advantage gained by A is greater than zero then
the event AskGorH must have occurred and so we may factor n. So if the
advantage of the algorithm is A is ε′ and the probability of AskGorH occurring
in the real attack setting is Prreal[AskGorH] then ε′ ≤ Prreal[AskGorH].

Now the probability that AskGorH occurs in our simulated scenario is
the same as the probability that AskGorH occurs in the real attack scenario
provided all our simulations are accurate up until the event AskGorH occurs.
We can always accurately simulate G and H unless AskGorH occurs and we
can simulate the decryption oracle provided neither AskGorH nor AskD occurs,
where

• AskD is the event that the decryption oracle is queried with (C ′
1, C

′
2)

where g.c.d.(C1 − C ′
1, n) > 1.

We will denote the event that AskGorH or AskD occurs by AskGorHorD.
We have already shown that the a decryption query is correctly simulated
with probability at least (1−2−γ) provided AskGorHorD does not occur. Note
that we can only factor n if AskGorHorD occurs. Let

• Prsim[·] denote the probability that an event occurs in the simulate
model.

• GoodSim be the event that all queries made byA are correctly simulated
given that AskGorHorD has not occurred.

• εmain is the advantage of the algorithm when given correctly generated
public key and ciphertext values.

If we assume that A makes qD calls to the decryption oracle then

εmain = Prsim[AskGorHorD]

≥ Prsim[AskGorHorD|GoodSim]Pr[GoodSim]

≥ Prsim[AskGorHorD|GoodSim](1− 2−γ)qD

≥ Prsim[AskGorH|GoodSim](1− 2−γ)qD

= Prreal[AskGorH](1− 2−γ)qD

≥ ε′(1− 2−γ)qD

17



Hence the total advantage, ε, of the algorithm is

ε ≥ 1

3
ε′ρ(1− 2−3k+3)(1− 2−γ)qD

4 Some thoughts on the scheme

4.1 Pallier’s scheme

It has been suggested that Paillier’s encryption scheme (see [14] and [3])
would be a more suitable candidate for the asymmetric part of this scheme.
This encryption scheme is an extension of Okamoto-Uchiyama that works in
the ring Zn2 , in particular Paillier’s scheme has a message space Zn rather
than Z∗p. This would mean that if one wanted to encipher a k bit message
using EPOC and the one-time pad then one would only have to work in a ring
of 2k bit modulus the asymmetric part was Paillier’s scheme rather than a
3k bit modulus with Okamoto-Uchiyama. Also the modulus would be of the
form n = pq and there is greater confidence in the intractability of factoring
moduli of the form pq than moduli of the form p2q, especially in light of [2].

However it seems that the Paillier scheme is not suitable for EPOC for two
reasons. Firstly the one-way property of Paillier’s scheme is not equivalent to
factoring the modulus but to the problem of determining which residuosity
class a number lies in. This problem is weaker than the RSA problem with
exponent n which is in turn weaker than the problem of factoring n. Secondly
the scheme lacks the necessary mathematical properties that would allow the
enhanced security proof shown in [12] to be applied. This means that the
security reduction in this case would not be very tight.

4.2 A practical attack

Another weakness might be the scheme’s vulnerability to an attack similar to
the attack on RSA OAEP proposed by Manger [7]. It should be fairly simple
to tell if an error message occurred during the decryption of the Okamoto-
Uchiyama ciphertext or whilst computing the integrity check and [7] gives
several methods of how this might be achieved. Possibly the most applicable
here is a timing attack based on the encoding parameters. Since the user
inputs the encoding parameters they might chose a very large string P and
the decryption algorithm would take a long time to hash this value. The
attacker can then tell the difference between an error that occurred before
the hash and an error that occurred after the hash.

To see how such an attack might be mounted consider the following sit-
uation. Let µ = p−1

2k−2 . Choose a ciphertext pair (C1, C2) where C1 = gz′
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for some z′ chosen uniformly at random from the set {2k+1, . . . , n} and C2 is
chosen uniformly at random from the ciphertext space of the symmetric algo-
rithm used. We may test to see if C1 is a valid Okamoto-Uchiyama ciphertext
by asking for it’s decryption and noting whether we get an error from the
integrity check or from the Okamoto-Uchiyama decryption. If C1 is not a
valid ciphertext then we may re-generate it (without having to re-generate
C2).

Since C1 is a valid ciphertext we know that gr+nH for some 0 < r < 2k−1

and that if we may determine r then we may factor n and thus find the private
key. Suppose the most significant bit of r (msb(r)) is a zero then 2r < 2k−1

and so C2
1 = g2r+2nH is a valid ciphertext. Alternatively if the most significant

bit of r is a one then 2r > 2k−1 and, more importantly 2k−1 ≤ 2r ≤ p with
probability µ. This means that C2

1 fails to be decrypted during the Okamoto-
Uchiyama decryption with probability µ. So if this decryption fails during
the Okamoto-Uchiyama decryption then we know that the most significant
bit of r is a one however if the decryption passes the Okamoto-Uchiyama
decryption then the most significant bit is a zero with probability 1

2−µ
> 1

2
.

So having determined a likely candidate for the most significant bit then
we determine C ′

1 = (C1/g
msb(r)2k−2

)2. Now if we have guessed msb(r) cor-
rectly then C1/msb(r)g2k−2

) = gr−msb(r)2k−2+nH and the most significant bit
of the exponent is a zero, hence C ′

1 is a valid ciphertext and the most signif-
icant bit of the DOU

SK(C ′
1) is equal to the second most significant bit of r. We

may repeat this process to find a guess for r bit by bit.
If this value of r should prove to be incorrect, which we can check by

calculating gcd(n, r), then we still may have gained some information. Firstly
we know that if r starts with a string of 1’s then these are correct (as if
our algorithm outputs a 1 then the corresponding bit must actually be a 1
providing there haven’t been any other mistakes).

So the validity of r is first called into question when we first encounter a
zero (working from most significant bit to least). This would have occurred
because some ciphertext C ′

1 had not reported a decryption error during the
Okamoto-Uchiyama decryption. Assume that this is an error (i.e. the most
significant bit of C ′

1 is in fact a 1) then we know that C ′
1/g

2k−2
is a valid

ciphertext with most significant bit equal to 0 and we may continue that
attack as before.

It is also worth noting that if g−2k−2
= gz where 2k−1 ≤ z ≤ p then by

checking the validity of C ′
1/g

2k−2
we also check to see if we were correct in

our assumption about the incorrect bit.
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4.3 An improved attack

In fact we can improve upon this attack by attempting to find the bits of p
directly instead of trying to find the bits of r. We know that p = 1a1a2 . . . ak−1

as a binary string, where each ai ∈ {0, 1}. Let C1
1 = g2k−1+2k−2

and C2 be
chosen randomly from the ciphertext space of the symmetric cipher. If we
attempt to decrypt (C1

1 , C2) then we will get an error during the Okamoto-
Uchiyama decryption if and only if 2k−1 + 2k−2 < p, i.e. a0 = 1.

We may proceed to find each of the bits in turn. If we want to know
that bit al given knowledge of the bits a1, . . . , al−1 then we construct the
ciphertext

C l
1 = g2k−1+a12k−2+...+al−12k−l+2k−l−1

and submit the pair (C l
1, C2) to be decrypted. If we get an error during

the Okamoto-Uchiyama decryption then we know that al = 1, otherwise
al = 0. This allows us to calculate the value of p completely and with no
error probability.

5 Conclusion

We have checked the security proof for the one-way properties of the Okamoto-
Uchiyama scheme and the security proof for EPOC-2 and found no problems.

We also found a practical key recovery attack using adaptive chosen ci-
phertexts and based on the principle that it is possible to tell at which point
in the decryption process an error occurs. Of course it is easy to tweak the
algorithm so that such an attack is not possible by including an error flag
that is set to 1 whenever an error occurs but does not halt the decryption.
In this case the deciphered message would only be delivered to the user if it
both satisfies the integrity check and the error flag is not equal to 1.
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