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Abstract

In this paper we give an observation on the S-boxes in the AES-

candidate Twofish.

1 Introduction

Twofish [2] is secret-key encryption primitive, which is one of the five final
candidates for the Advanced Encryption Standard [1].

The round function of Twofish uses four key-dependent S-boxes plus a linear
transformation. The S-boxes are computed from two fixed 8-bit S-boxes q0 and
q1. For more details we refer to [2].

2 Observations

A first observation.

Fact 1 The S-boxes q0 and q1 can very easily be distinguished from randomly

chosen S-boxes.

Each of the S-boxes q0 and q1 are constructed from four 4-bit S-boxes, t1, t2, t3,

and t4. Call this construction the q0,1-construction. Fact 1 follows from the
following two facts.

Fact 2 Consider a function f : {0, 1}r → {0, 1}r. If f is a permutation, then

the algebraic degree of any output bit as a function of the input bits is at most

r − 1.

Fact 3 For any choices of the bijective 4-bit S-boxes t1, t2, t3, and t4 in the q0,1-

construction each bit in the output of the resulting 8-bit S-box can be written as

a function of the input bits with algebraic degree at most six.
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Proof. The left half of the 8-bit input in the q0,1-construction maps one-to-one
to both the left and right halves of the output, and similarly for the right half
of the input. Therefore, any output bit will be of at most degree three as a
function of either half of the input, totally at most degree six. �

The authors of Twofish note “Consideration was initially given to using ran-
dom full 8-bit permutations for q0 and q1, ....., but no substantial improvement
was found .....”. For a randomly chosen 8-bit permutation the probability is
very high that the algebraic degree of one or more output bits as functions of
the input bits is seven. So random S-boxes give a clear improvement to the
q0,1-construction with respect to the algebraic degrees, the question is if it is
substantial.

It is left as an open question whether the above result can be exploited in
cryptanalytic attacks on Twofish.
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