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1 Summary of the Suggested Evaluation Method
The submitters discuss an approach to measure the unpredictability of a pseudo-random-
ly generated key stream. They propose to use machine learning techniques: frames of a
�xed length from the bit stream together with the bit immediately following the frame
are used as learning data for a classi�cation algorithm. The idea is to assign the frames
to two classes, namely the frames which are followed by 0 bits, and the frames followed
by 1 bits. The submitters suggest to use the learning algorithm C4.5 by J. R. Quinlan.
It seems to be used quite often for machine learning. C4.5 builds a decision tree from
the learning data, and applies some heuristic simpli�cations to the decision tree.
�The work described in this paper has been supported by the Commission of the European Com-

munities through the IST program under contract IST-1999-12324
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2 Examples of the Application of the Evaluation
Method and their Reproducability

2.1 Linear Feedback Shift Register
As an example, the submitters examine the linear feedback shift register with primitive
polynomial x15 +x+1. The results are very surprising. Therefore, we tried to reproduce
them. We can con�rm that the learning algorithm indeed �nds out that the output bit
is the XOR of 2 earlier bits. The submitters found 100% accuracy only for a framelength
of 20 bits, and an accuracy of 97% for a framelength of 15. We got 100% accuracy for
both framelengths.

The result of the submitters for a framelength of 10 is very surprising. It is theoret-
ically impossible to make relevant predictions in this case, because the bits whose XOR
determines the output bit are not contained in the frame, and from the theory of linear
feedback shift registers, it is well known that all 10-tuples from a LFSR of length 15
occur about the same number of times. Nevertheless, the submitters claim to be able to
predict with an accuracy of 95%. In our experiments the success rate achieved was very
close to 50%.

Since the problem to �nd out that the result bit is the XOR of 2 input bits is rather
easy, we also tried cryptographically better LFSRs with more tabs. The length of the
LFSRs was 15, and we used 5000 frames of length 20 for learning. The success rate was
very close to 50% with 8 tabs. With 6 and 4 tabs, the success probabilities were better
than 50%.

2.2 Truncated Linear Congruential Generator
The submitters also claim to obtain results with a truncated linear congruential gener-
ator. We also tried to verify these results. We used a framelength of 80. The paper
gave an accuracy of 100% for the next bit prediction, but our result was only 50.1%.
Now one might think that we just did not apply the method correctly, but �nally we
found out how to reproduce the results from the paper. We just had to implement the
truncated linear congruential generator wrongly, and then we almost got the results from
the paper. Our error rates and the error rates of the submitters had a di�erence of only
0.1%. This small di�erence might be explained by some imprecision in the description
of the experiment of the submitters. They claim to have generated 100000 bits, and
to have used 50000 frames for learning and 50000 frames for testing. However, it takes
100080 bits to get 100000 frames. In our experiment, we used exactly 100000 frames.

The generator is de�ned by the iteration x := (a�x) mod m . The problem is that the
multiplication a�x of 32-bit-integers must be done with a precision of 64 bits (or maybe
some bits less, but 32 bits is de�nitely not enough). When this is implemented using
standard C arithmetic, a reduction modulo 232 is done implicitely before the reduction
modulo m. And apparently this happened to the submitters. The consequence of this
mistake is that the generator enters a cycle of length 1651. There is a pre-period of
length 18064. Of course, the machine learning algorithm just learns the cycle, and is
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then able to predict the next bits. The submitters give a strange explanation why their
algorithm gives better predictions for the testing data than for the learning data. We
think to have a better explanation: the data used in the learning phase contained the
pre-period, which had not been learned perfectly; the test data contained only data from
the cycle, which had been learned perfectly.

3 Conclusion
The results of our experiments indicate that the suggested evaluation method for pseudo
random bit sequences does not work as the submitters claim. The only case for which
the claim of the submitters could be veri�ed are linear feedback shift registers with a
very small numbers of tabs. These LFSRs are much too simple to be cryptologically
relevant. For the truncated linear congruential generator, the approach of the submitters
did not work at all.

Because of these shortcomings the submission is considered not suitable for the eval-
uation of cryptographic algorithms submitted to NESSIE.
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