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1 Structure of the proof of security

Based on previous papers about the reduction of the security of generators
of pseudo-random bits to the existence of one-way function [3, 4] the authors
propose a new construction principle for such generators and show the security
in the model of exact security.

The proof consists of mainly two steps:

• Using a hybrid argument for probability distributions it is shown that
given an adversaryA who is capable of distinguishing the complete pseudo-
random sequence (resulting from λ steps of the BMGL generator) from
truely random bits (with advantage at least δ) there must exist a related
adversary B and a fixed iteration i (of the one-way function f) such that
B can distinguish the result of the i-th step of the BMGL generator (i. e.
the bits extracted with some hard-core predicate) from truely random bits
(with advantage at least δ/λ). B uses A as a black-box and the running
time of BA is a fixed polynomial times the running time of A.

∗The work described in this paper has been supported by the Commission of the European
Communities through the IST program under contract IST-1999-12324
†The information in this document is provided as is, and no warranty is given or implied

that the information is fit for any particular purpose. The user thereof uses the information
at its sole risk and liability
‡This report refers to the original submission BMGL: Synchronous Key-stream Generator

with Provable Security. According to the comments in this report the authors revised the
original document and resubmitted a new version.
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• In the second step it is shown by a variant of the Goldreich-Levin re-
sult that a distinguisher B which distinguishes the bits of the hard-core
predicate on inputs f (i−1)(Un) (i. e. the inputs to the i-th round of the
generator) can be used to invert the application of f in the i-th round.

In previous constructions [2, 5, 1] generators were built by iterating one-way
permutations. A hard-core predicate of the one-way permutation was used to
extract pseudo-random bits in each round. Using one-way permutations sim-
plified the analysis of the generator because there is no loss in entropy of the
seed during iterated applications of the permutation and the distribution of the
seeds does not change. For performance reasons the authors base their con-
struction on one-way functions. This implies that the probability distribution
over the seed values changes with each application of the function. Therefore,
the advantage of the distinguisher B is dependent on the round of the BMGL
construction. The authors show how it is possible to find with high probabil-
ity a round j (which allows to distinguish with advantage at least δ/2λ) by
approximating the probability of success and applying binary search.

2 Model of computation

The authors should be more explicit about their model of computation. It is
necessary to explain the possible allowed single step computations to get tight
bounds without O notation. Some parts of the construction (see for example
discrete Fourier transforms) assume that the attacker has random access to
values and can add numbers up to length k + 2m in a single step. Other steps
(like computing a rearrangement) seem not to be taken into account in the
analysis of the running time. To compute the time over success ratio of the
attacker it is enough to have a lower bound on the running time. But this lower
bound depends on the computational power of the attacker. If he uses special
hardware then the lower bound may be significantly smaller.

3 Comments on the submission

3.1 Definition 2

Definition 2 (page 6) should state more explicitly that the probability pG is
defined for seeds chosen uniformly at random.

3.2 Theorem 3

It is not obvious that an inverter has to compute the sequence W of i values
leading to f (i)(x) in the proof of the lower bound. There can exist many pre-
images of f (i)(x) which are not reachable from x.
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The formula for the expected value of the size of Im(f (i)) of a randomly chosen
function f : G → G (page 7, line 15) is only valid for fixed i and |G| → ∞.
According to [6] the formula should only be used if i <

√
|G|.

3.3 Definition 4

Definition 4 (page 7) relates the security of the BMGL generator in a not very
obvious way to properties of random functions. The motivation seems unclear
to me since the security of the BMGL generator relies on the one-wayness of
the iterated function and not on the randomness. The generator remains secure
if the function f is replaced for example by g(x, y) = (f(x), y) which remains
one-way but can easily be distinguished from a randomly chosen function.

Moreover, since one-wayness cannot be defined as a property of a single function
like Rijndael it is very difficult to predict weaknesses of the BMGL generator if
attacks against Rijndael were found.

3.4 Theorem 4

The simplifications of 4T ′/δ′ and assumptions which yield the formula for the
time over success ratio (page 8, line 6 of Theorem 4) should be explained. Why
is the time over success ratio independent of the running time E of the function
f?

3.5 Lemma 5

• Page 8, line -8, . . . given f (i)(x), R, distinguishes. . . : since Definition 2
defines (L, T (L), δ)-security as a measure of probability distributions it
should be stated more explicitly that x ∈ Un and R ∈ Mn are chosen
uniformly at random.

• Page 9, line 2, . . . that uses S(L) operations. . . : should be . . . that uses
T (L) operations. . . .

• Page 9, line -15, . . . We run D t times on H(2lj−1+1)2−j , H(2lj−1)2−j ,
H(2lj−1+2)2−j and. . . : should be . . . We run D t times on H(2lj−1+1)2−jλ,
H(2lj−1)2−jλ, H(2lj−1+2)2−jλ and. . . .

• Page 10, line 3, . . . Setting t = 1
2λ

2δ−2 lnµ and. . . : should be . . . Setting
t = 1

2λ
2δ−2 lnµ−1 and. . . .

The analysis of the probability that the binary search for lλ is successful (page
9, last paragraph and page 10) should be explained in more detail (especially
the application of the Chernoff bound). I tried to fill in the details but got a
worse running time than that stated in the lemma:

The sign of |cr − c| − |c− cl| controls the binary search. If |cr − c| − |c− cl| ≥ 0
then set lj = 2lj−1 +1 and otherwise lj = 2lj−1. To bound the error probability
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there are two analogous cases (possible left and right choice for a bad lj) which
comprise 4 subcases (sign of cr − c and sign of c− cl):

1. cr − c ≥ 0, c− cl ≥ 0: then |cr − c| − |c− cl| = cr + cl − 2c and

|pr + pl − 2p| = |pr − pl − 2(p− pl)|
≥ |pr − pl| − 2|p− pl|

>
δ

2λ

2. cr − c ≥ 0, c− cl < 0: then |cr − c| − |c− cl| = cr − cl and

|pr − pl| ≥ (1− 2(j−1)−(log λ+1))δj−1

= 2−j+1δ − δ

2λ

≥ 2δ
λ
− δ

2λ
>

δ

2λ

3. cr − c < 0, c− cl ≥ 0: similar to case 2.

4. cr − c < 0, c− cl < 0: similar to case 1.

Let B = D(H(2lj−1+1)2−jλ), Bl = D(H(2lj−1)2−jλ), and Br = D(H(2lj−1+2)2−jλ)
be random variables whose value is the resulting bit of the distinguisher D.
Assume case 1 and consider t independent copies Xi, 1 ≤ i ≤ t, of the random
variable X = Bl + Br − 2B. If |

∑t
i=1Xi − tExp(X)| ≤ tδ/2λ the sign of

|pr−p|−|p−pl| is correctly guessed by the sign of cr+cl−2c. Since −2 ≤ Xi ≤ 2

it follows from Hoefding’s inequality [1, page 14] that 2e−
δ2

32λ2 t ≤ µ which yields
t ≥ 32 ln(2)λ2δ−2 lnµ−1. The other cases are similar.

3.6 Theorem 6

It should be stated more explicitly in Theorem 6 (page 10) that the advantage
ε corresponds to a fixed input x and R ∈Mn chosen uniformly at random.

3.7 Lemma 7

The analysis of the running time for the construction of the s pairwise indepen-
dent matrices R1, . . . , Rs should be explained in more detail. The algorithm
constructs m columns of s = 2k matrices. Each column comprises a multipli-
cation in GF(2k) (which takes time 2k2 in a simple shift-and-add manner) and
k additions of strings in {0, 1}n. This gives a total of 2mk32k operations of
strings of length n.

If all running times are given in number of bit operations then the running time
from Lemma 7 should depend on n. Otherwise it should be stated that this is
the number of operations on vectors of length n.
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3.8 Discrete Fourier Series Expansion

Computing the discrete Fourier series expansion (page 11/12) of 2t bits in-
volves t2t additions and subtractions of numbers of size t bits. In terms of bit
complexity the Fourier transform of 2t bits can be computed in time t22t.

3.9 Lemma 8

• The number cl in equation (4) and in the last two equations (page 12)
should be replaced by 2kcl.

• The number cl in the first equation on page 13 should be replaced by
2k+mcl.

• The computation of the Fourier transform of the 2m values Q(j, α) for
j fixed (bottom of page 12) involves m2m addition and subtractions of
numbers of length m. In terms of bit complexity the Fourier transform of
all numbers Q(j, α) can be computed in time m22k+m.

• The computation of 2k+mcl (top of page 13) needs a Fourier transform of
2k+m numbers of length m, i. e. additions and subtractions of numbers of
length k + 2m. In terms of bit complexity this can be computed in time
(k +m)(k + 2m)2k+m.

• The bit complexity of the total running time (without the computation of
the rearrangement of the second Fourier transform) is 2k+m(k2 + 3mk +
3m2 + T ).

• Computing the rearrangement of the second Fourier transform (page 13,
line 5) costs 2k+m matrix multiplications and additions of numbers of
length m.

3.10 Lemma 9

Page 13, line 5 of Lemma 9, . . . except for at most N
2t . . . : should be . . . except

for at most 2N
t . . . .

The transformation of the machine P to P ′ (page 13, line -6 and footnote 4) is
necessary in general and has to be done. This implies p1 ≥ 1

2 + ε
2 and P2 = 1

2 .
By Chebychev’s inequality the probability that the average of 2k samples is at
least ε/4 bounded away from its mean is less than 4·2−kε−2 = 4t−1. This means
for Lemma 9 that with probability 1/2 we have for at least one j, 〈x, vi〉2 = b

(j)
i ,

except for at most 8N
t of the N possible values of i. (This changes also the

running times of the algorithms from Theorem 6 and 4.)
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3.11 Proof of Theorem 6

If parameters t and N are chosen as stated in the proof of Theorem 6 (page 14)
the condition N2m > mk3 of Lemma 9 is false for very small ε.

3.12 Proof of Theorem 4

• Page 14, line 10 of the proof of Theorem 4, . . . by this retrieve x. . . :
should be . . . by this retrieve a pre-image of f (i)(x). . . .

• Page 14, line 12/13 of the proof of Theorem 4, . . . finds x with probabil-
ity. . . : should be . . . finds a pre-image of f (i)(x) with probability. . . .

• Page 14, line 14 of the proof of Theorem 4, . . . at least δx − δ′/2. . . :
consider δx = 15/32 and δ′/2 = 5/32, then:

∑
j ≥ 1

δ′/2 ≤ 2−j ≤ δx

2−j =
1
4
6≥ δx − δ′/2 =

5
16
.

Instead, the following inequality can be used:∑
j ≥ 1

a ≤ 2−j ≤ b

2−j ≥ b− 2a.

This implies, that the definition of the set G has to be changed. (For
example G = {x : δx ≥ δ′/4}).

• Page 14, inequality for the lower bound of Ex[px]: assume the same pa-
rameters as in the paper. Then we get:

Ex∈G[δx − δ′2] ≥ δ′/2

and
Prx[x ∈ G] ≥ δ′/2,

where the second inequality follows from a Markov averaging argument.
This would give a total lower bound on the success probability of δ′2/8.

The authors should explain in more detail, how the lower bound of δ′/4
can be reached.

• The authors should motivate why the more complicated construction
(sampling a random j with probability 2−j and considering this as lower
bound on the advantage for predicting the hard-core bits of input x in
Theorem 6) is used instead of a similar algorithm to [2, 5] where the anal-
ogous machine of Theorem 6 is simply started on the lower bound δ′/2
(which yields a total lower bound on the success probability of δ′/4).
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3.13 Claim 10

Page 15, second displayed equation Eε[ε−2 log ε−2] ≤ 6δ′−1 log(δ′−1): consider
δ′ = 1/8 ⇒ j0 = 5:

Eε[ε−2 log ε−2] = (j0 − 2)2j0+1 + 4 = 196 6≤ 6δ′−1 log(δ′−1) = 144.

Instead, the following (tight) inequality can be used:

Eε[ε−2 log ε−2] ≤ 8δ′−1 log(δ′−1) + 4.

3.14 Decreasing Seed Size

What is the definition of the function hA(x)? (Page 19, line 19)

3.15 Cycle Shortening

It follows from the one-way property that the expected length of a cycle should
be super-polynomial. Otherwise it would be possible to invert the function with
non-negligible success probability by cycling.

3.16 Comparison to Counter Mode

Page 21, line 10, . . . Our assumption, that Rijndael’s behavior. . . : the con-
struction does not rely on the assumption that a function behaves randomly.
The construction of the BMGL-generator assumes one-wayness.

If the function f(x) is replaced by g(x, y) = (f(x), y) then the time over success
ratio increases by a factor 4 but g does not behave randomly.

3.17 Summary and Conclusions

Page 21, line -7, . . . All that is needed. . . : see previous item.

4 Summary

The security of the BMGL generator and the correctness of the overall con-
struction has been verified several times before [3, 4, 2, 5, 1].

It seems to be necessary to discuss the model of computation and the compu-
tational power of the attacker to compute exact bounds on success probabili-
ties and running times. Some inequalities need to be restated using different
constant factors. The lower bound on the success probability in the proof of
Theorem 4 (page 14) could not be verified.
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The notion of σ-security (Definition 4, page 7) relates random behaviour with
the security of the BMGL generator which assumes one-wayness instead and
therefore does not seem very well motivated.

It seems to be difficult to predict changes in the security properties of the BMGL
generator if weaknesses of real encryption functions like Rijndael are detected.
To rate the loss in security of the BMGL generator one would need to consider
the connection between the weakness and the one-wayness of Rijndael.
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