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Document control 

Document History 

Previous drafts have been distributed for comment within the project team. 

This is the first formal issue of the internal evaluation. 

Changes forecast 

Any recommendations or corrections arising from the annual review will be incorporated. 
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NESSIE Internal evaluation report 

Summary  

This report is prepared by the internal evaluators appointed by the Project for Year 2, 
JAN/DEC-2001. 

The purpose is to provide an objective assessment from the project's point of view of the 
progress and achievements of the project during this second of three periods, and, in 
particular, to identify any improvements and adjustments that should be considered for the 
subsequent periods. 

The achievements of the project and results to date are clearly identifiable, but there is scope 
for some improvement on the part of the participants. 

Technically the project has performed very well, meeting its major planned goals and 
milestones during the year. 

Administratively, the project team operated better in its second year than the first.  However, 
performance still leaves room for improvement, being late in delivering its standard reports 
and cost claims during the period.   

The following sections of the report address each of the active workpackages in turn.   

The final section gives the evaluators’ conclusions and recommendations. 

WP1 Call for Primitives and Testing Methodologies 

The technical annex states that this workpackage was only active in the first year.  However, 
in the interests of obtaining the best possible cryptographic schemes, it was decided to allow 
submitters to make minor alterations to their submissions before the commencement of the 
second phase.  Checking of revised submissions and interaction with the submitters of a 
similar nature to the original call was required.  This work is really properly considered as 
temporary re-activation of WP1 and took place from October 2001 – January 2002. 

WP2 Toolbox 

The purpose of WP2 is to provide tools for the analysis of the NESSIE submissions.  This 
workpackage made good progress in the second year, building on the work of the first year. 

The final deliverable of the first year D9 (M2.3), a description of the general tool set, was 
produced in February 2001.  These tools have been distributed amongst the NESSIE partners 
(M2.7), and have been used in the second year to undertake statistical testing of submissions 
(M2.4).  The results of the statistical testing were considered in the decision process at the end 
of the first phase. 

In the second year, developmental work in this workpackage has focussed on algorithm-
specific tools, leading to deliverable D12 (M2.5, M2.6) , a list of algorithm specific tools. 

The work in this package will continue by enhancing and developing the existing suite of 
statistical tools, with emphasis on algorithm specific tools. 
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WP3 Security evaluation I 

The project came to a decision to extend the activities of this workpackage until September 
2001 (from June 2001) to allow a more complete evaluation but also to be able to include any 
feedback and new insights that arose from the workshop, and to put forward interim 
recommendations to the PIB.   

There has been extensive activity within this workpackage, and the first phase of the Security 
Evaluation is judged to have concluded successfully.  There have been many papers and 
reports on the submitted protocols, culminating in the final deliverable, D13, and the Decision 
Document. 

At the beginning of the second year, each submission was assigned to two partners, with one 
partner being assigned as leader.  A preliminary security report about each submission based 
on a short assessment was produced early in the second year.  Furthermore, partners 
produced, where appropriate, reports about the statistical testing of submissions at this time 
(M3.4).  These reports were used to guide further security evaluation of the primitives and 
provide feedback in the development of the toolbox (M3.5).  Following these preliminary 
reports, partners have undertaken much more detailed security analysis of the submissions.  
Whilst a pair of partners worked on each submission, these pairings did change occasionally, 
and partners were of course encouraged to work on submissions not formally assigned to 
them.  Some of this work has highlighted possible vulnerabilities in some of the submissions 
and has been presented at the 2nd NESSIE workshop and other international meetings. 

The final deliverable of this workpackage, D13 (M3.6), Security Evaluation I, is a substantial 
piece of work that required much effort to produce.  This document summarised the security 
analysis and research on the submissions undertaken both by the NESSIE partners and by 
experts outside the NESSIE project.  A major forum for other researchers to present such 
results was the 2nd NESSIE workshop, but the NESSIE partners considered research 
concerning NESSIE submissions from many other sources such as international conferences.  
Security Evaluation I formed the basis for the decision document NESSIE Phase 1: Selection 
of Primitive, which details the decisions about the submissions selected for Phase II. 

It is felt that this workpackage has performed extremely well and produced many results both 
about individual submissions and in the final reports of the workpackage.  It is anticipated that 
this development will continue in WP6: Security Evaluation II.  However, whilst 
collaboration between partners has improved in the second year compared to the first, it is felt 
that there is room for further improvement, and that this issue will be addressed in WP6. 

WP4 Performance Evaluation  - I 

As with WP3, this workpackage was extended until September 2001. 

The performance of the submissions was assessed by practical measurements on a variety of 
platforms and also by theoretical analysis.  Some difficulties were experienced initially in 
arriving at consistent and meaningful results.  The results are summarised in D14 
Performance Evaluation I the final deliverable of the workpackage.  The results were 
considered in the decision process as to which submissions to retain for the second phase. 

On desk-top architectures (PCs and server-based) the WP achieved good results with 
measurements of submitted software, comparing them with claimed performance, and with 
theoretical estimates from operation counts.  This part of the work was more extensive than 
the commitment in the workpackage description.  However, the results for other types of 
platforms were less satisfactory, e.g. smart cards - FPGA or committed hardware.  This will 
be covered by WP6, which only need consider the restricted set of retained primitives. 
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The main reason for the shortfall was the amount of work needed to analyse and verify all the 
submitted software with respect to the specifications. The extent of this was not foreseen in 
the initial planning and resulted in late delivery of D14, which mostly concerns factual 
information and lacks the conclusions that might be derived from this information. 

However, a great deal of work was done by the partners and WP4 results were given an 
appreciative reception by the second NESSIE workshop.  

WP5 Security Evaluation II 

This workpackage follows on directly from WP3 Security Evaluation I, and so did not 
commence until October 2001. 

This workpackage is considering a smaller set of submission in the second phase.  However, 
as submitters had been permitted to make small alterations for the second phase, some 
security evaluation work could not begin until the updated submissions had been checked.  
The approach used in this workpackage is similar to that of WP3, with submissions being 
assigned to partners.  In the three months that this workpackage has been active, the NESSIE 
partners have already produced some interesting results.   

WP6 Performance Evaluation II 

This workpackage follows on directly from WP4 Performance Evaluation I, and so did not 
commence until October 2001.  This means that this workpackage is in its infancy. 

As many submissions were revised, the results of WP4 have been updated. Moreover, this 
workpackage has already produced a test suite for symmetric primitives that is currently being 
used for exhaustive testing of performance on desktop architectures.  A smart card 
implementation of ESIGN was also realised, for comparison with a smart card 
implementation of SFLASH.  An estimate of hardware performance of ECDSA was also 
produced. 

WP7 Dissemination 

The deliverable D5 Dissemination and Use Plan (M7.4) was published in June 2001.   This 
document discusses the standardization strategy (M7.6), which will be finalized in 2002. 

For logistical reasons, it was only possible to hold one Project Industry Board (PIB) meeting 
in 2001.  However, this productive meeting was held immediately after the 2nd NESSIE 
workshop to facilitate a large attendance.  Furthermore, a regular email was sent to members 
of the PIB detailing the latest NESSIE work.  The PIB provided an extensive response to the 
questionnaire that was sent out. 

More generally, the project web site was further developed providing a large NESSIE 
resource, including most internal NESSIE documents and a discussion forum.  Members of 
the NESSIE project also give presentations at various international (including standardization) 
events, enhancing the visibility of NESSIE. 

The second workshop (M7.7, D15) held in September 2001 in the UK was very successful 
with over 80 attendees and many high quality presentations, which provided valuable input to 
the Security Evaluation and Decision Documents of Phase I.  Discussions concerning 
publication of some of these results are under way. 
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WP9 Project Management  

Manpower resources are at planned levels. 

All project meetings were held according to plan.  Timely draft minutes were available, but 
slowness in collecting comments and corrections often resulted in delays to final versions. 

The draft Annual Report is available within the project for final approval, but is not yet on the 
web page at the time of writing.  

The management reports for the 7th and 8th quarters are not available at the time of writing, 
but will be provided to the reviewers as annexes to the Annual Report in time for 
consideration in the Annual review. 

Extracting routine reporting information from the project participants has again proved 
difficult.  This has contributed to unsatisfactory delays in getting basic facts and figures to the 
Commission. 

The project has taken part in Concertation activities within the Key Action area and individual 
project participants have made contributions to the policy forming and planning activities 
towards the next framework programme. 
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Progress against project objectives 

1. to publish an open call for crypto-
graphic primitives, and to solicit 
submissions; 

achieved in year 1 

2. to develop generic and specific tools to 
support the evaluation; 

achieved 

3. to provide joint comments on the AES 
finalists; 

achieved in year 1 

4. to select from the submitted primitives a 
recommended subset; the main 
criterion for the selection process will 
be based on security and requirements 
of applications; other criteria will 
include performance, and flexibility; it 
will consist of two phases:  

 

• preliminary screening and first 
evaluation; 

achieved in phase I of the evaluation 
process – completed September 2001 

• thorough evaluation; started in phase II 

5. to develop a methodology for security 
and performance evaluation of 
primitives; 

achieved 

6. to disseminate results through three 
open workshops (one near the end of 
the first year, one half-way the project, 
and one near the end of the project) 
and scientific publications; 

continued achievement in the second period 
by numerous publications and the second 
NESSIE workshop held in September 

7. to build consensus within a project 
industry board, that will be consulted 
on a regular basis;  

achieved through regular emailing and 
holding of a PIB meeting held 

8. to input results to standardization 
bodies; 

project partners are active in relevant 
standards making bodies and will be 
continue to propagate and support NESSIE 
results 

9. to meet emerging generic security 
requirements of global networks and 
ubiquitous embedded systems, taking 
into account scalability requirements 

the requirements of industry sectors are a 
major concern of the PIB 

 

 

 

 



IST-1999-12324  NES/DOC/KUL/WP8/D16/1 

NESSIE  Page 8 of 8 
 
 

Conclusions and recommendations 

General 

For the technical reasons given above, together some knock-on effects from the delays to start 
up and the withdrawal of FUB in Year 1, the project partners took a decision to delay the 
conclusion of the Phase I and the commencement of Phase II activities.  However, this is 
judged not to cause problems with the scheduled completion of the project.  

The impact of the FUB withdrawal is not fully absorbed, as the reallocation of the budget and 
resources is not formally completed 

Technical 

The technical performance of the project is well up to its commitments and expectations. The 
technical goals for Year 2 have been met successfully.  In particular Phase I of the evaluation 
has been successfully completed. 

Communication between the NESSIE partners has improved in Year 2 compared to Year 1, 
and telephone conferences have been introduced for both PMC and workpackage matters.  
However, there is scope for further improvement. 

Administrative 

The project has still not achieved last year’s goal of timely delivery of routine management 
reports.  Once more this reflects the slowness in obtaining administrative inputs for reports 
and cost claims rather than delays in the technical work of the project.   

The internal and public web-sites have both worked very effectively in communicating 
NESSIE information, and a number of tools have been introduced to streamline the 
submission process. 


