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RSA Encryption in PKCS#1 

•  PKCS documents are a series of “standards” 
published by RSA. 

•  PKCS#1 defines (amongst other things) how to use 
RSA for encryption. 
–  Version 1.5: November 1993, also RFC 2313. 
–  Version 2.0: October 1998, also RFC 2427. 
–  Version 2.1: February 2003, also RFC 3447. 

•  PKCS#1 is used, for example, in the SSL/TLS 
Handshake Protocol. 
–  Client encrypts pre-master-secret using Server’s RSA 

public key. 
–  master-secret and then key-block for SSL/TLS session 

keys are derived from pre-master-secret and other data. 
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PKCS#1v1.5 (Nov. 1993) 

•  Several formats defined. 
–  Block type 2 for RSA encryption. 
–  Involves random (non-zero) padding bytes and data 

bytes in a specific byte arrangement. 
–  Then the RSA permutation is applied: c = me mod N. 

Padding block Data block 00 02 00 

me mod N 

m 
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Bleichenbacher’s Attack  

Bleichenbacher [B98]: 
•  Suppose that we have an oracle that on input c 

outputs whether x := cd mod N is correctly 
PKCS#1v1.5 formatted or not. 
–  In particular, whether or not x begins with byte 

pattern “00 02”. 
•  If output is “yes”, then we have an inequality:

  2B ≤ x mod N < 3B 
 where B = 28(k-2) and k is the number of bytes in 
the modulus N. 
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Bleichenbacher’s Attack (ctd.)  

•  Suppose c* is a target ciphertext encrypting 
unknown message m. 

•  Call the oracle on many, carefully selected 
inputs of the form sec* mod N. 

•  Each “yes” output gives an inequality of the 
form: 
   2B ≤ sm mod N < 3B 
 where s is known. 

•  By analysing responses from the oracle, the 
attacker can eventually reconstruct m. 
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Bleichenbacher’s Attack (ctd.)  

•  Roughly 220 oracle queries are needed. 
•  Hence Bleichenbacher’s attack is colloquially 

known as “the million message attack”. 
•  Oracle may be revealed by error messages in 

implementations of RSA. 
•  For example, SSLv3.0: 

–  Slight variation on PKCS#1 format, but m still begins 
with “00 02” bytes. 

–  In 1998, 2 out of 3 SSL server implementations 
tested sent a helpful error message to the client. 
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An Obvious Defence 

•  Adopt an IND-CCA secure encryption scheme, 
e.g. RSA-OAEP. 
–  OAEP = Optimal Asymmetric Encryption Padding. 
–  OAEP proven secure in the Random Oracle Model 

for any trapdoor one-way function f. 
–  RSA-OAEP = OAEP applied with RSA as the 

trapdoor one-way function. 
–  Security analysis in [BR94,FODP01]. 

•  Then ciphertext queries will not help the 
adversary in decrypting c*. 
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RSA-OAEP – Encryption (Simplified) 

m r 

s = (m||0) ⊕ G(r) 

t = r ⊕ H(s) 

s 

0 

t 

xe modulo N 

x 

Padding 

Encryption 
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Bleichenbacher and TLS 1.0 

•  TLS 1.0 was published in RFC 2246, Jan 1999, shortly 
after the adoption of RSAES-OAEP into PKCS#1v2.0. 

•  TLS 1.0 still uses PKCS#1v1.5, despite 
Bleichenbacher’s attack: 

 The best way to avoid vulnerability to this attack is to 
treat incorrectly formatted messages in a manner 
indistinguishable from correctly formatted RSA 
blocks. Thus, when it receives an incorrectly 
formatted RSA block, a server should generate a 
random 48-byte value and proceed using it as the 
premaster secret. Thus, the server will act identically 
whether the received RSA block is correctly 
encoded or not. 
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TLS 1.1, RFC 4346 (2006) 

  
 [PKCS1B] defines a newer version of PKCS#1 
encoding that is more secure against the 
Bleichenbacher attack.  However, for maximal 
compatibility with TLS 1.0, TLS 1.1 retains the 
original encoding.  No variants of the 
Bleichenbacher attack are known to exist 
provided that the above recommendations are 
followed.  
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TLS 1.2, RFC 5246 (2008) 

  
 The RSAES-OAEP encryption scheme defined 
in [PKCS1] is more secure against the 
Bleichenbacher attack.  However, for maximal 
compatibility with earlier versions of TLS, this 
specification uses the RSAES-PKCS1-v1_5 
scheme. No variants of the Bleichenbacher 
attack are known to exist provided that the 
above recommendations are followed. 
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Further Remarks on PKCS#1 

•  Attacks can happen against schemes that are 
not proven secure. 

•  Revision of PKCS#1 standard to include a 
version of provably secure RSA-OAEP. 
–  But not adopted in TLS, which instead relies on 

implementation-specific countermeasures. 
•  (Infinite?) time-lag in the adoption of proven 

secure approaches. 
•  And this is far from being the whole story: 

–  Shoup pointed out a flaw in the security proof for 
OAEP. 

–  Manger’s attack on implementations of RSA-OAEP. 
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CINS/F1-01 

SSH 

 Secure Shell or SSH is a network protocol that allows 
data to be exchanged using a secure channel between 
two networked devices. Used primarily on Linux and 
Unix based systems to access shell accounts, SSH was 
designed as a replacement for TELNET and other 
insecure remote shells, which send information, notably 
passwords, in plaintext, leaving them open for 
interception. The encryption used by SSH provides 
confidentiality and integrity of data over an insecure 
network, such as the Internet.     
       – Wikipedia  
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CINS/F1-01 

SSH 

•  SSHv1 had several security flaws. 
–  Worst ones arising from use of CRC algorithm to 

provide integrity. 
•  SSHv2 was standardised in 2006 by the IETF in 

RFCs 4251-4254. 
•  RFC 4253 specifies the SSH Binary Packet 

Protocol (BPP). 
•  SSHv2 is widely regarded as providing strong 

security. 
–  It is commonly used to secure remote administration 

of sensitive systems. 
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CINS/F1-01 

The SSH BPP 

Encrypt 

MAC 

Payload 

Ciphertext MAC tag 

Sequence 
Number 4 

Packet 
Length 4 

Pad 
Len 1 

Padding 
 ≥4 

•  Encode-then-Encrypt&MAC construction, not 
generically secure. 

•  Packet length field measures the total size of the 
packet on the wire in bytes and is encrypted to hide the 
true length of SSH packets. 
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CBC Mode in SSH 

•  RFC 4253 mandates 
3DES-CBC and 
recommends AES-CBC. 

–  In fact, all originally 
specified optional 
configurations involve CBC 
mode, and ARCFOUR was 
the only optional stream 
cipher. 

•  SSH uses a chained IV 
in CBC mode: 

–  IV for current packet is the 
last ciphertext block from 
the previous packet. 

–  Effectively creates a single 
stream of data from 
multiple SSH packets. 

Ci-1 Ci 

Pi-1 Pi 

dK dK 

Pi-1 Pi 

Ci-1 Ci 

eK eK 
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CINS/F1-01 

SSH and Provable Security 

•  The SSH BPP uses a chained IV in CBC mode. 
−  In theory this allows distinguishing attacks (Rogaway; Dai; BKN). 

•  Several minor variants of the SSH BPP were proven 
secure in [BKN02, BKN04]. 
–  E.g. SSH-$NPC: SSH using randomised padding and CBC 

mode encryption with explicit IVs. 
–  This formal security analysis was not integrated with the design 

phase for SSH, but was ex post facto. 
–  A nice example of theoretical tools being applied to 

cryptographic practice. 
–  IND-SFCCA security, where SF=Stateful, reflecting use of 

sequence numbers in SSH BPP. 
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Attacking the SSH BPP 

•  [APW09]: plaintext recovering attacks against SSH BPP. 
–  Much stronger than known distinguishing attack! 

•  These attacks exploit the interaction of the following 
features of the BPP specification: 
–  The attacker can send data on an SSH connection in small 

chunks (TCP). 
–  CBC mode is mandated. 
–  A MAC failure is visible on the network. 
–  The packet length field encodes how much data needs to be 

received before the MAC is received and the integrity of the 
packet can be checked. 
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Attacking the SSH BPP (Theory) 

•  The attacker monitors an SSH connection and 
selects any target ciphertext block Ci

*. Here: 
      
  Ci

*  = eK(Ci-1
* ⊕ Pi

*),  i.e.  Pi
* = Ci-1

* ⊕ dK(Ci
*) 

 
•  The attacker injects Ci

* so it as seen as the first 
block of a new SSH packet by the receiver… 
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Attacking the SSH BPP (Theory) 

IV Ci
* 

P0
’ 

dK 

•  The receiver will treat the first 32 bits of the plaintext block P0’ as 
the packet length field for the new packet. 

•  Here: 
   P0’ = IV  ⊕  dK(Ci*) 

where IV is known from the previous packet. 
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Attacking the SSH BPP (Theory) 

IV Ci
* 

P0
’ 

dK 

 The attacker then feeds random blocks to the receiver. 
–  One block at a time, waiting to see what happens at the server 

when each new block is processed. 

R R 

P2’ 

dK dK 

P1’ 
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Attacking the SSH BPP (Theory) 

IV Ci
* 

P0
’ 

dK 

•  Eventually, once enough data has arrived, the receiver will receive 
data that it interprets as the MAC tag. 

•  The receiver will then check the MAC. 
–  This check will fail with overwhelming probability. 
–  Consequently the connection is terminated (with an error message). 

R R 

P2’ 

dK dK 

P1’ 

MAC tag 
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Attacking the SSH BPP (Theory) 

IV Ci
* 

P0
’ 

dK 

•  The receiver has to use the packet length field to decide when the 
MAC tag has arrived. 

•  Hence the number of blocks needed to cause a connection 
termination is determined by the first 32 bits of: 

    P0
’ = IV ⊕ dK(Ci

*). 
•  So the attacker can learn the first 32 bits of P0

’. 

R R 

P2’ 

dK dK 

P1’ 

MAC tag 
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Attacking the SSH BPP (Theory) 

IV Ci
* 

P0
’ 

dK 

•  Knowing IV and 32 bits of P0
’, the attacker can now recover 32 bits 

of the target plaintext block: 
   Pi

* = Ci-1
* ⊕ dK(Ci

*) = Ci-1
* ⊕ IV ⊕ P0

’  

Cj-1
* Ci

* 

Pi
* 

dK 
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Attack Performance (Theory) 

•  The [APW09] attack succeeds in recovering 32 
bits of plaintext from an arbitrary ciphertext 
block with probability 1. 
–  But requires the injection of about 231 random bytes 

to trigger the MAC check. 
–  And leads to an SSH connection tear-down. 

•  The [APW09] attack breaks the SSH BPP. 
•  The [APW09] attack still works if a fresh IV is 

used for each new SSH packet. 
–  Breaking SSH-$NPC that was proven secure in 

[BKN02, BKN04]. 
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Attacking OpenSSH 

•  OpenSSH is the most popular implementation 
of the SSH RFCs. 
–  Open-source, distributed as part of OpenBSD. 
–  OpenSSH webpages state that OpenSSH accounts 

for more than 80% of all deployed SSH servers. 
•  [APW09] worked with OpenSSH 5.1. 

–  Version 5.2 released 23/02/2009 partly as a 
consequence of their work, current version is 6.0. 
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Attacking OpenSSH 

•  The attack as described does not quite work 
because of sanity checking carried out during 
decryption in OpenSSH 5.1. 

•  These checks leak additional information 
through distinguishable error messages. 

•  [APW09] describe an attack recovering 32 bits 
of plaintext with probability 2-18 (for a 128-bit 
block cipher). 
–  The attack requires the injection of (roughly) 218 

bytes.   
•  The attack worked in practice. 



Reactions and Countermeasures 

•  OpenSSH released OpenSSH 5.2 
(23/02/2009). 
–  Offers AES in counter mode and arcfour256 stream 

cipher ahead of CBC mode block ciphers. 
–  “This release also adds countermeasures to 

mitigate … attacks against the SSH protocol’s use of 
CBC-mode ciphers.” 

–  20-30 new lines of uncommented code. 

•  Partial list of affected vendors and products at: 
  http://www.kb.cert.org/vuls/id/958563 
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Impact of the Attacks 

•  SSH was meant to be bullet-proof, but the attacks are 
really quite simple. 
–  Oops! 

•  The specific attacks are easily circumvented by 
switching to CTR mode or by modifying error handling 
in CBC mode. 

•  Unfortunately, this does not constitute a proof of 
security against attacks of the type presented here. 

•  And the basic attack applied to the proven secure 
variant SSH-$NPC  
–  Hinting at inadequacies of the approach used in [BKN02]. 
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Limitations of [BKN02] 

•  The model used in [BKN02] assumes that plaintexts 
and ciphertexts are “atomic”. 
–  All oracle queries in the model involve complete plaintexts or 

ciphertexts. 
–  But the attacks exploit the ability to deliver ciphertexts one 

block (or even one byte!) at a time and observe behaviour. 
•  For example, distinguishing the wait state from a MAC failure. 

•  The model does not allow for plaintext-dependent 
decryption. 
–  The packet length field never appears in the model. 
–  But implementations must make use of this field during the 

decryption process. 



34 

Further Work 

•  In [PW10], we: 
–  Develop a new security model addressing limitations of the 

model used in [BKN02] 
•  LOR-BSF-CCA security; 

–  Build an accurate description of SSH-CTR as specified in RFCs 
and implemented in OpenSSH; 

–  Prove the security of this description of SSH-CTR in the new 
model. 

•  In [BDPS12], we: 
–  Provide a general framework for studying symmetric encryption 

schemes operating on “fragmenting channels”. 
–  Study the interaction between traditional security goals (IND-

CCA), privacy features (length hiding), and DoS attacks. 

•  Practice driving theory. 
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Introduction to IPsec 

•  IPsec provides security at network (Internet) 
layer. 

•  Core definition in IETF RFCs 4301-4309 (2005) 
•  IPsec is widely used to provide security in 

VPNs and remote access systems. 
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IPsec Basic Features 

•  IPsec provides two basic modes of use:  
–  Transport mode. 
–  Tunnel mode. 

•  IPsec provides integrity and/or confidentiality services 
for data. 
–  AH and ESP protocols. 

•  AH and ESP can each be applied multiple times (in 
tunnel or transport mode) to a given IP datagram. 
–  IPsec policies will define how and when this is done. 
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ESP 

•  ESP = Encapsulating Security Protocol. 
–  v1, v2, v3 in IETF RFCs 1827, 2406, 4303. 

•  In tunnel mode IPsec, ESP provides one or 
both of: 
–  Confidentiality for inner packet (v1, v2, v3). 
–  Integrity protection for inner packet (v2, v3). 

•  Uses symmetric encryption and MACs. 
–  Usually CBC mode of block cipher for encryption. 
–  HMAC-SHA1 and HMAC-MD5 for integrity 

protection. 
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ESP in Tunnel Mode 

Inner 

IP header 

Outer 

IP header 

Payload  

(eg TCP, UDP, ICMP) 

ESP 

trlr 

ESP 

auth 
ESP hdr 
SPI, seqno 

MAC scope 

Encryption scope 

Original datagram 
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ESP Protocol Format 

•  ESP specifies a header and trailing fields to be 
added to IP datagrams. 

•  Fields in header include: 
–  Security Parameters Index (SPI) 
–  Sequence number 

•  Fields in trailer include: 
–  Optional padding for Traffic Flow Confidentiality. 
–  Encryption padding. 
–  Padding length byte. 
–  Next header byte. 
–  MAC value (if integrity protection used). 
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AH 

•  AH = Authentication Header (RFC 4302). 
•  Provides data origin authentication and data integrity 

services. 
•  AH authenticates whole payload and most of header. 

–  Header fields such as TTL, fragmentation, checksum are not 
protected. 

•  Protection includes AH sequence number 
–  Allows anti-replay service. 

•  Uses MAC and symmetric key shared between 
endpoints. 
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AH Protocol – Transport Mode 

Payload (eg TCP, UDP, ICMP) 

MAC scope – all immutable fields 

Original 

IP header 
AH 

Len, SPI, seq#, MAC 
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IPsec Flexibility 

•  An admin who wants to use IPsec has to make a 
number of choices: 
–  Each of AH or ESP can be operated in Transport or Tunnel 

mode. 
–  They can be applied in either order. 
–  AH or ESP (or neither) can be used for integrity protection. 
–  Allows Encryption-only, Encrypt-then-MAC, and MAC-then-

encrypt configurations. 

•  The RFCs provide very little guidance on questions of 
configuration. 

•  There appears to be no systematic security analysis of 
the many possible options. 
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Why Consider MAC-then-encrypt? 

•  SSL uses MAC-then-encrypt, and is widely perceived 
to be secure. 

•  A popular textbook by Stallings discusses several 
benefits that accrue from MAC-then-encrypt in IPsec. 

•  Ferguson and Schneier claim that encrypt-then-MAC 
as applied in ESP is wrong in a widely-cited paper. 

•  Schneier and Wagner’s Horton principle:  
 Authenticate what is meant not what is said. 

•  Support from theory: Krawczyk [K00] proof that MAC-
then-CBC is secure. 
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Why Not? 

•  [DP10] presents practical attacks against ALL possible 
MAC-then-encrypt IPsec configurations: 
–  AH in Transport mode followed by ESP in Transport mode. 
–  AH in Transport mode followed by ESP in Tunnel mode. 
–  AH in Tunnel mode followed by ESP in Transport mode. 
–  AH in Tunnel mode followed by ESP in Tunnel mode. 

•  Also in a repeated ESP configuration: 
–  ESP in MAC-only followed by ESP in encryption-only. 

•  We give a flavour of the [DP10] attacks next. 
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CBC Mode in ESP 

•  ESP most commonly uses a block cipher in CBC 
mode for encryption. 

•  Inner datagram is first padded to multiple of block 
size. 
–  Add sequence of bytes 01, 02, … followed by a Pad 

Length byte and the Next Header byte. 
–  Bytes added to make total number a multiple of the 

block length. 

Inner 

IP header 
Payload  

ESP trailer Plaintext 

PL  NH  01  02  03  ...  



47 

ESP Trailer Format 

•  Append a byte pattern of the form: 
  01 02 … y 

•  Append the PL byte (y again). 
•  Append the NH byte (04 in tunnel mode). 

•  So valid ESP trailer bytes for tunnel mode are: 
  00 04,  
  01 01 04,  
  01 02 02 04,  
  01 02 03 03 04, … 
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ESP Trailer Oracles 

•  An ESP trailer oracle tells an attacker whether 
or not the trailer for a particular ESP-protected 
packet was valid or invalid. 

•  An ESP trailer oracle can be converted into a 
plaintext-recovery attack! 
–  Using a variant of Vaudenay’s padding oracle attack 

[V02]. 
–  Uses (worst case) 216 queries to recover last 2 bytes 

of a block. 
•  So let’s go on an ESP trailer oracle hunt… 
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ESP Trailer Oracles 

•  ESPv2 and ESPv3 RFCs: 
 “If the default padding scheme has been 
employed, the receiver SHOULD inspect the 
Padding field before removing the padding…” 

•  So reasonable to assume implementations drop 
packets with bad padding? 

•  In practice, this is unreasonable … even though 
failure to do so opens up other attack vectors. 
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ESP Trailer Oracles 

•  What about the NH byte? 
•  NH must equal 04 for tunnel mode. 

–  Policy violation if tunnel mode expected but NH not 
equal to 04. 

•  We assume from now on that NH not equal 04 
leads to packet drop for tunnel mode. 
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ESP Trailer Oracles 

Story so far: 
•  Invalid ESP trailers will lead to packet drops. 
•  But an oracle should also indicate when a 

packet has a valid ESP trailer. 
•  The combination of behaviours is needed for an 

oracle. 
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Fragmentation-based Trailer Oracle 
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IP header 

Payload  

(eg TCP, UDP, ICMP) 

ESP 

trlr 
ESP hdr 
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MAC scope 
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Fragmentation-based Trailer Oracle 

•  An IP packet may be split into smaller 
autonomous fragments by an intermediate 
gateway. 

•  The MF bit is a flag in the IP header indicating 
that the IP packet is a fragment and that there 
are More Fragments to come. 

•  IPsec needs to handle IP fragmentation as part 
of its processing. 
–  For example, AH-protected packet could have been 

fragmented before ESP processing was applied. 
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Fragmentation-based Trailer Oracle 

•  We flip bits in the inner IP header using ESP’s CBC 
mode explicit IV. 
–  Setting MF bit to 1 and correcting the header checksum. 

•  If the ESP trailer was correctly formatted, then IPsec 
detects a fragment. 
–  Before attempting to check the AH MAC. 

Inner 

hdr 

Outer 

IP header 

Payload  

(eg TCP, UDP, ICMP) 

ESP 

trlr 
ESP hdr 
SPI, seqno 

Encryption scope 

AH  

hdr 

MAC scope 
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Fragmentation-based Trailer Oracle 

•  IPsec now waits for further fragments to arrive, to 
rebuild the inner packet. 

•  These never arrive. 
•  So eventually, IPsec sends an ICMP Time Exceeded 

message, and the packet is discarded. 

Inner 

hdr 

Outer 

IP header 

Payload  

(eg TCP, UDP, ICMP) 

ESP 

trlr 
ESP hdr 
SPI, seqno 

Encryption scope 

AH  

hdr 

MAC scope 
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Fragmentation-based Trailer Oracle 

•  We now have an ESP trailer oracle, but one 
“distributed in time”: 
–  Incorrect ESP trailer gives immediate packet drop. 
–  Correct ESP trailer eventually gives ICMP response. 

•  Another view: the attack effectively disables the AH 
MAC check and any AH sequence number checks! 

Inner 

hdr 

Outer 

IP header 

Payload  

(eg TCP, UDP, ICMP) 

ESP 

trlr 
ESP hdr 
SPI, seqno 

Encryption scope 

AH  

hdr 

MAC scope 
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Attack Implementation 

•  [DP10] implemented this and other attacks against the 
OpenSolaris IPsec implementation. 

•  The fragmentation attack takes around 10 mins to 
recover a 128-bit block of plaintext  
–  Due to the timeout overhead. 

•  On a 10Mb Hub other attacks in [DP10] take only 70 
seconds to recover a 128-bit block of plaintext. 

•  Many, many practical issues arise when implementing 
the attack…. 
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Impact 

•  All MAC-then-encrypt IPsec configurations are 
vulnerable to one or more of the attacks. 

•  Encryption-only configurations of IPsec are 
already known to be insecure. 

•  So most of the flexibility provided by IPsec 
results in insecure configurations. 
–  Only encrypt-then-MAC provides confidentiality in 

IPsec in the face of active attacks. 
–  As implemented in ESP (conf+auth). 
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Outline  

•  RSA encryption in PKCS#1 
•  The SSH Binary Packet Protocol 
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•  Lessons learned? 



60 

Lessons Learned? 

•  The dangers of ad hoc security design. 
–  What cryptographic expertise did the designers of the SSH BPP 

have? 
–  What useful, accessible theory was available for them to draw 

upon? 

•  Complexity as an enemy of security. 
–  Too many options in IPsec, most of them insecure. 
–  TLS security is a similar story. 
–  Cryptographic modularity in AH and ESP is problematic. 

•  Limitations of cryptographic security models. 
–  SSH model of [BKN02] turned out to be inadequate. 
–  [K00] results on MAC-then-CBC are not the whole story. 
–  Recent results [MT10,PRS11] give a more comprehensive 

picture for MAC-then-CBC. 
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Lessons Learned? 

•  We still have a theory/practice disconnect. 
–  Theory has long suggested that encryption-only/

encrypt-and-MAC/MAC-then-encrypt constructions are 
a bad idea in general. 

–  IND-CCA security for PKE long held to be the natural 
security target. 

–  Yet attacks do not seem to shift implementations. 
–  Reaction is typically an ad hoc fix rather than a theory-

driven re-design. 
–  Issues of backwards compatibility/support for legacy 

often trump security. 


