
Privacy Preservation through

Secure Multi-party Computation:

Towards Implementation

Paolo Palmieri and Olivier Pereira

UCL Crypto Group, Université catholique de Louvain
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ABSTRACT

Secure multi-party computation (SMC) deals with the problem of mutually distrusting
parties interested in performing some joint computation while keeping their respective
inputs private. The applications of SMC and its basic primitives, like oblivious transfer
(OT), are several, and range from privacy preservation in computation outsourcing (for
instance in cloud-computing environments) to privacy enhancing technologies (PEC).
However, unconditionally secure multi-party computation protocols have never found
practical application, or have been implemented over real-world, standard communica-
tion protocols. This is partly due to the lack of realistic noisy channel models, that are
required to achieve security against computationally unbounded adversaries.

Recent results, however, have provided new noisy channel models that are better suited
to describe the behavior of real networks. In particular, a new channel that uses com-
munication delays as noise source has been proposed in [5]. This noisy channel allows
the construction of protocols secure against computationally unbounded adversaries.
The viability of such model has been experimentally validated in [6], where an oblivious
transfer protocol based on packet reordering (a common phenomenon in wired networks)
has been proposed and implemented.

The two players involved in an oblivious transfer protocol are generally divided into
a sender and a receiver. The sender, Sam, knows a set of secret input values. He is
interested in communicating to the receiver, Rachel, a smaller subset, selected according
to the her choice, while she is interested in receiving the information without revealing
her selection. After a successful execution of the protocol, the receiver learns the chosen
inputs but gets no information about the others, while the sender remains oblivious of
the receiver’s selection.

In this talk we will discuss how secure multi-party protocols can be used for data privacy
preservation when two or more parties communicate over a network, with a focus on
constructions that are provably secure in the information-theoretic setting. SMC can in
fact help strike a balance between data availability and privacy, a typical goal of privacy
enhancing technologies, through the use of oblivious transfer, that can limit precisely
the amount of information disclosed to the parties during communication. In the talk
we will present new results in the implementation of secure multi-party constructions. In
particular, we will present the first implementation of an oblivious transfer protocol over



a standard, commonly used Internet streaming protocol. Since any secure computation
is possible when oblivious transfer is available [2], this new result will open the way to
real-world deployment and therefore general usage of secure multi-party protocols. We
will show how our construction implements a protocol secure against computationally
unbounded adversaries both in the honest-but-curious and in the malicious settings.
Finally, we will present communication schemes based on our oblivious transfer protocol
that can be used for key sharing and covert communication, and offer plausible deniability
properties.
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