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EasyCrypt is an automated framework for reasoning about proba-
bilistic computations in the presence of adversarial code. Its main ap-
plication has been the verification and computer-aided construction of
security proofs of cryptographic primitives in the computational model;
the framework has been used to verify exact security bounds for several
encryption and digital signature schemes. EasyCrypt captures common
reasoning patterns in cryptographic proofs by means of probabilistic re-
lational Hoare Logic (pRHL) judgments [1].

Security properties are typically expressed in terms of probability of
events, and not as pRHL judgments. Therefore, EasyCrypt implements an
automated mechanism for proving claims about probability, expressed as
(in)equalities of the form

Pr [c1,m1 : S1] ./ Pr [c2,m2 : S2]

where ./ ∈ {≤,=,≥}, m1,m2 are memories satisfying the precondition
Ψ , and and S1 and S2 are events that are suitably related to the post-
condition Φ. The mechanism combines some elementary rules to compute
bounds on probabilities of events with rules to derive (in)equalities be-
tween probabilities of events in games from judgments in pRHL. More-
over, EasyCrypt provides basic support for applying probability laws and
computing the probability of events, making it possible to establish in-
equalities about sums and differences of probabilities. This is essential for
reasoning about failure events.

However, many security hypotheses and properties are expressed by
inequalities that cannot be cast to as any of the previous probability
claims. These include notions such as statistical indistinguishability, cap-
tured by inequalities of the form

Pr [c1,m1 : S1] ≤ Pr [c2,m2 : S2] + δ



where δ ∈ [0, 1], and (approximate) differential privacy [2], which is ex-
pressed in terms of inequalities of the form

Pr [c1,m1 : S1] ≤ α Pr [c2,m2 : S2] + δ (1)

where α ≥ 1.
In order to extend its scope of applications to such quantitative prop-

erties, we have recently developed an approximate Relational Hoare Logic
(apRHL), that subsumes pRHL, and is formalized in the Coq proof assis-
tant, as an extension of the CertiCrypt framework [1].

We report on a significant extension of EasyCrypt that supports rea-
soning about a broad range of quantitative security properties. To acco-
modate this extension we needed to:

1. Enhance the programming language of EasyCrypt with loops and a
richer and user-extensible language of probabilistic expressions;

2. Provide support for reasoning about loops and user-defined proba-
bilistic operators;

3. Implement a quantitative verification condition generator for apRHL
that takes as input in addition to a post-condition, a slack α and a
skew δ.

A key difficulty in the technical development is the formalization of
rules that correctly handle the subtle interactions between partiality of
probabilistic operators (that possibly denote sub-distributions rather than
distributions), non-terminating loops (which also denote sub-distributions
rather than distributions), and the computation of weakest preconditions.

We illustrate the applicability of our framework with several advanced
examples of differentially private computations. Specifically, we provide
the first machine-checked proof of computational differential privacy for
two-party computation by verifying a protocol for computing the Ham-
ming distance of bit-vectors, and we verify information theoretic differ-
entially private algorithms for approximating minimum vertex covers in
graphs and for continual release of statistics of data streams.
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