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1 Summary
Recent advances in DNA sequencing technologies have put ubiquitous availability of fully sequenced human ge-
nomes within reach. It is no longer hard to imagine the day when everyone will have the means to obtain and
store one’s own DNA sequence. Widespread and affordable availability of fully sequenced genomes immediately
opens up important opportunities in a number of health-related fields. In particular, common genomic applica-
tions and tests performed in vitro today will soon be conducted computationally, using digitized genomes. New
applications will be developed as genome-enabled medicine becomes increasingly preventive and personalized.
However, this progress also prompts significant privacy challenges associated with potential loss, theft, or misuse
of genomic data. In this talk, we begin to address genomic privacy by focusing on three important applications:
Paternity Tests, Personalized Medicine, and Genetic Compatibility Tests. After carefully analyzing these applica-
tions and their privacy requirements, we propose a set of efficient techniques based on private set operations, i.e.,
Private Set Intersection, Private Set Intersection Cardinality, and Authorized Private Set Intersection. This allows
us to implement in silico some operations that are currently performed via in vitro methods, in a secure fashion.
Experimental results demonstrate that proposed techniques are both feasible and practical today.

2 Introduction
Over the past four decades, DNA sequencing has been one of the major driving forces in life-sciences, producing
full genome sequences of thousands of viruses and bacteria, and dozens of eukaryotic organisms, from yeast to man
(e.g., [7, 1, 20, 11]). This trend is only being accentuated by modern High-Throughput Sequencing (HTS) tech-
nologies: the first diploid human genome sequences were recently produced [13, 22, 19] and a project to sequence
1,000 human genomes has been essentially completed [12, 18, 4]. Different HTS technologies are competing to
sequence an individual human genome – composed of about 3 billion DNA nucleotides (or bases) – for less than
$1,000 by the end of 2012 [17], and even less than $100 five years later, reaching the point where human genome
sequencing will be a commodity costing less than an X-ray or an MRI scan. Ubiquity of human and other genomes
creates enormous opportunities and challenges. In particular, it promises to address one of the greatest societal
challenges of our time: the unsustainable rise of health care costs, by ushering a new era of genome-enabled pre-
dictive, preventive, participatory, and personalized medicine (“P4” medicine). In time, genomes could become part
of the Electronic Medical Record of every individual [9].

However, widespread availability of HTS technologies and genomic data exacerbates ethical, security, and
privacy concerns [3]. A full genome sequence not only uniquely identifies each one of us; it also contains infor-
mation about, for instance, our ethnic heritage, disease predispositions, and many other phenotypic traits [5, 16].
Traditional approaches to privacy, such as de-identification or aggregation [14, 10], become completely moot in
the genomic era, since the genome itself is the ultimate identifier. To further compound the privacy problem, health
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information is increasingly shared electronically among insurance companies and health care providers. This,
coupled with the possibility of creating large centralized genome repositories, raises the specter of possible abuses.

Unfortunately, current methods for privacy-preserving data querying do not scale to genomic data sizes. Several
cryptographic techniques have been proposed that – though not addressing the case of fully-sequenced genomes –
focus on private computation over genomic fragments. Specifically, they allow two or more parties to engage in
protocols that reveal only the end-result of a given computation on their respective genomic data, without leaking
any additional information. The main thrust of this work is to adapt and deploy efficient cryptographic techniques
to address specific genomic queries and applications, described below.

3 Privacy-preserving Genomic Tests
In this talk, we begin to address genomic privacy by focusing on three important applications: Paternity Tests,
Personalized Medicine, and Genetic Compatibility Tests. After carefully analyzing these applications and their
privacy requirements, we propose a set of efficient techniques, based on private set operations, that allows two
parties to perform these tests without revealing the content of their fully sequenced genome.
Paternity Tests establish whether a male individual is the biological father of another individual, using genetic
fingerprinting. Advances in biotechnology facilitated DNA paternity tests and stimulated the creation of hundreds
of online companies offering testing via self-administered cheek swabs. However, this practice raises several
security and privacy concerns: the testing company must be trusted with privacy and accuracy of test results, as
well as with swabs that might yield full genome sequencing. We believe that, ideally, any two individuals, in
possession of their genomes should be able to conduct a privacy-preserving paternity test with no involvement of
any third parties. Only the outcome of the test ought to be learned by one or both parties and no other sensitive
genomic information should be disclosed.
Personalized Medicine is recognized as a significant paradigm shift and a major trend in health care, moving
us closer to a more precise, holistic type of medicine [21]. With personalize medicine, treatment and medication
type/dosage would be tailored to the precise genetic makeup of individual patient. Not surprisingly, experts predict
that availability of full genome sequencing will further stimulate development of personalized medicine [6].
Genetic Tests are routinely used for several purposes, such as newborn screening, confirmational diagnostics, as
well as pre-symptomatic testing, e.g., predicting Huntington’s disease [8] and estimating risks of various types of
cancer. We focus on genetic compatibility tests, whereby potential or existing partners wish to assess the possibility
of transmitting to their children a genetic disease with Mendelian inheritance [15].
Note on Non-human Genomes: Although this talk focuses on human genomes, some aforementioned scenarios
apply to other organisms, e.g., crops and animals [2]. For instance, a paternity test may certify a purebred dog’s
bloodline or genetic tests may determine the quality of a racing horse. In fact, DNA “barcodes” identifiers are
already embedded in genomes of genetically modified species. Conceivably, future veterinary treatments may also
involve elements of personalized medicine for animals.

4 Roadmap
Motivated by the emerging affordability of full genome sequencing, we combine domain knowledge in biology,
genomics, bioinformatics, security, privacy and applied cryptography in order to better understand the correspond-
ing security and privacy challenges. In particular, we analyze specific requirements of three types of applications
discussed above: Paternity Tests, Personalized Medicine and Genetic Tests. In the process, we carefully consider
today’s in vitro procedure for each application and analyze its security and privacy requirements in the digital
domain. This type of approach allows us to gradually craft specialized protocols that incur appreciably lower over-
head than state-of-the-art. However, as is well known, “lower overhead” does not necessarily imply practicality.
Therefore, we demonstrate – via experiments on commodity hardware – that proposed protocols are indeed viable
and practical today. Source code of our implementations is publicly available. We hope that it can help in develop-
ing privacy-aware operations on full genomes and allows individuals (in possession of their sequenced genomes)
to run genetic tests with privacy.
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Note: This abstract is based on the paper “Countering GATTACA: Efficient and Secure Testing of Fully-Sequenced
Human Genomes”, by Pierre Baldi, Roberta Baronio, Emiliano De Cristofaro, Paolo Gasti, and Gene Tsudik,
appearing in the 18th ACM Conference on Computer and Communications Security (CCS 2011).
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