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Abstract

Online behavioral advertising (OBA) involves the tracking of web users’ online activities in order
to deliver tailored advertisings, which has become a rapidly increasing source of revenue for a number
of web services, typically involving third-party data analytic firms. This practice raises significant
privacy concerns among users and privacy advocates alike. Therefore, the task of designing OBA
systems that do not reveal user profiles to third parties has been receiving growing interest from the
research community. Nevertheless, existing solutions are not ideal for privacy preserving OBA: some
of them do not provide adequate privacy to users or adequate targeting information to brokers, while
others require trusted third parties that are difficult to realize.

In this paper, we propose ObliviAd, a provably secure architecture for privacy preserving online
behavioral advertising (OBA). The distinguishing features of our approach are the usage of secure
hardware-based private information retrieval for distributing advertisements and high-latency mixing
of electronic coins for billing advertisers without disclosing any information about client profiles to
brokers. ObliviAd does not assume any trusted party and provides an economical alternative to
brokers to preserve the privacy of users without hampering the precision of ads selection.

Online Behavioral Advertising. Today, a large majority of online services garner most of their
revenues through advertising instead of directly charging their clientele for the usage. It has been
observed that online advertisements are not effective unless they are targeted to their specific audience.
As a result, advertisements are no longer shown in a scattershot way but rather aimed to reach a
clientele that is selected according to various traits such as demographics, previously visited web sites,
the current web page, information stored in cookies, and, in general, any kind of observed behavior.

An online behavioral advertising (OBA) system consists of four principal players: the advertisers,
brokers, publishers, and clients. Advertisers want the ads for their products to reach plausible clients
(e.g., Ford wants to inform those people interested in buying a car about a new model) and they are
willing to pay for this service. Publishers (e.g., newspapers such as New York Times) are willing to
place ads on their webpages, but they expect to be payed in return. Brokers (e.g., Google and Yahoo)
mediate between advertisers, publishers, and clients: the advertisers send their ads and bids to the
broker, who then distributes them to the publishers’ webpages viewed by the clients. The client may
click on an ad if she finds it to be relevant to her needs or interests. OBA protocols are divided in two
phases: the distribution phase, in which the brokers distributes the ads, and the tallying phase, in which
the broker charges the advertiser for the delivered service.

In the existing online behavioral advertising (OBA) systems, publishers embed a link for the broker
on their webpages. The sole purpose of these broker links is user tracking. When a user views the
webpage, the user’s browser contacts the broker’s servers, which enables the broker to track the user
across all partnering publishers. The broker then runs its own algorithm over the tracked data to
decide which ad to present on the publisher’s page. This tracking practice poses a significant threat
to the privacy of users for research has shown that it is often easy to link tracked information with an
individual’s personally identifying information (PII) [5].

There have been a number of proposals for addressing these privacy concerns. Consumers groups
have suggested that the behavioral advertising industry undergo regulatory reform, with the goal of
enhancing users’ privacy and data protection [2, 3]. However, the effectiveness of such a reform is
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questionable, since it is hard to prevent third parties from passively gathering PII and later destroying
any traces in case of future investigation [4]. Initiatives like Do Not Track [6] enable users to opt out of
tracking by analytics services, advertising networks, and social platforms. These initiatives do not solve
the core problem, however, as they significantly hamper the economic model of free online services that
depend solely on advertising revenue. Further, they prevent users from viewing ads that are relevant
to their current needs and interests. Anonymous browsing solutions such as Tor [10] can also enforce
the desired privacy goals but they make detection of client-side fraud (e.g., click fraud1) infeasible and
they do not scale to cater the existing user base [7]. Thus, there is still need of a scalable solution that
simultaneously satisfies the financial goals of web services and the privacy requirements of users.

Our Contributions. We present ObliviAd, a novel OBA architecture that preserves the privacy of
user profiles, is compatible with the existing business model, supports arbitrary ad-selection algorithms,
and provides high performance. The distinguishing features of our architecture are the usage of secure
hardware-based private information retrieval (PIR) for distributing advertisements and high-latency
mixing of electronic coins for billing advertisers without disclosing any information about client pro-
files to brokers. Following the approach proposed by Williams and Sion [11], we implement our PIR
protocol using a secure coprocessor (SC), which provides secure storage for sensitive data as well as a
trustworthy,2 programmable execution environment. This solution ensures the privacy of data as well
as the integrity of the computation, even if the broker is malicious.

In our protocol, while fetching an ad, the user sends her profile in encrypted form to a secure
coprocessor that resides on the broker side. The broker may learn the identity of the user, since we do
not assume any anonymous channel, but not the user profile. The SC selects the advertisement that
best fits the user profile according to the algorithm specified by the broker. We build on a state-of-
the-art oblivious RAM (ORAM) protocol [8], which we modify to fit our needs, to prevent the broker
from learning any information about the selected advertisement. The advertisement is finally shipped
in encrypted form to the user along with a fresh coin. As soon as the ad is clicked or viewed, depending
on the business model, the coin is sent back to the broker. After gathering a sufficiently large number
of coins, the broker passes the coins to the SC, which decrypts, mixes, and finally publishes them in
order to charge the advertisers.

Our cryptographic construction provably preserves the privacy of the user profile, i.e., the broker
does not learn which advertisement is shown to which user, and unlinkability of subsequently observed
units of information. In addition, our protocol fulfills a number of broker and advertiser desiderata, such
as client-side fraud prevention, click success measures, and high performance. In fact, the motivation
behind ObliviAd is not to replace the existing OBA infrastructure. It rather aims at complementing
the existing infrastructure so that PII of users is secured without advertisers or brokers being forced
to change their business model. Our system does not introduce significant computational overhead or
financial costs to either the users or the broker. We avoid sophisticated and computationally expensive
cryptography at the user ends as we want our solution to work for web browsers on desktop PCs as well
as on handheld devices. ObliviAd design is scalable, since brokers can utilize multiple SCs in parallel.

We formalize two fundamental privacy properties, namely, privacy of the user profile and profile
unlinkability, as observational equivalence relations and the correctness of the billing process as a trace
property. We conduct an automated formal security analysis of ObliviAd using ProVerif, a state-of-the-
art cryptographic protocol verifier, establishing the aforementioned security properties against a strong
adversarial model. We believe both the definitions and the security analysis are of independent interest,
since they are the first for an OBA system. We demonstrate the practicality of ObliviAd by performing
an experimental evaluation of our proof-of-concept implementation.

We refer the readers to the full version of the paper [1] for more details.

1Click-fraud consist of users or bots clicking on ads for driving up a given advertiser’s costs, the revenue of a publisher,
the click-through-ratio of an advertisement, and so on.

2SCs offer a remote code attestation procedure that allows clients to verify what code is being executed [9].
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