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Abstract

The onion routing network Tor is undoubtedly the most widely employed technology for anony-
mous web access. Although the underlying onion routing (OR) protocol appears satisfactory, a
comprehensive analysis of its security guarantees is still lacking. This has also resulted in a sig-
nificant gap between research work on OR protocols and existing OR anonymity analyses. In this
work, we address both issues with onion routing by defining a provably secure OR protocol, which is
practical for deployment in the next generation Tor network.

We start off by presenting a security definition (an ideal functionality) for the OR methodology
in the universal composability (UC) framework. We then determine the exact security properties
required for OR cryptographic primitives (onion construction and processing algorithms, and a key
exchange protocol) to achieve a provably secure OR protocol. We show that the currently deployed
onion algorithms with slightly strengthened integrity properties can be used in a provably secure OR
construction. In the process, we identify the concept of predictably malleable symmetric encryptions,
which might be of independent interest. On the other hand, we find the currently deployed key
exchange protocol to be inefficient and difficult to analyze and instead show that a recent, significantly
more efficient, key exchange protocol provides a provably secure OR construction.

In addition, our definition greatly simplifies the process of analyzing OR anonymity metrics. We
define and prove forward secrecy for the OR protocol, and realize our (white-box) OR definition from
an OR black-box model assumed in a recent anonymity analysis. This realization not only makes the
analysis formally applicable to the OR protocol but also identifies the exact adversary and network
assumptions made by the black box model.

1. Introduction
Over the last few years the onion routing (OR) network Tor [4] has emerged as a successful technology

for anonymous web browsing. Despite its success, the existing Tor network still lacks a rigorous security
analysis, as its security properties have neither been formalized cryptographically nor proven. (See
[2, 5, 9] for previous attempts and their shortcomings.) In this work, we define security for the third-
generation OR protocol, the Tor protocol, and construct a provably secure and practical OR protocol.

An OR network consists of a set of routers or OR nodes that relay traffic, a large set of users,
and directory servers that provide routing information for the OR nodes to the users. A user (say
Alice) constructs a circuit by choosing a small sequence of (usually three) OR nodes, where the chosen
nodes route Alice’s traffic over the path formed. The crucial property of an OR protocol is that a
node in a circuit can determine no circuit nodes other than its predecessor and its successor. Alice
sends data over the constructed circuit by sending the first OR node a message wrapped in multiple
layers of symmetric encryption (one layer per node), called an onion, using symmetric keys agreed upon
during an initial circuit construction phase. Consequently, given a public-key infrastructure (PKI),
cryptographic challenges in onion routing are to securely agree upon such symmetric keys, and then to
use the symmetric keys to achieve confidentiality and integrity.

In the first generation onion routing [10], circuits are constructed in a single pass. However, the
scalability issues while pursuing forward secrecy [3] in the single-pass construction prompted Dingledine,
Mathewson and Syverson [4] to use a telescoping approach for the next-generation OR protocol Tor. In
this telescoping approach, they employed a forward secret, multi-pass key agreement protocol called the
Tor authentication protocol (TAP) to negotiate a symmetric session key between user Alice and a node.
Goldberg [7] presented a security proof for individual instances of TAP. The security of TAP, however,
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does not automatically imply the security of the Tor protocol. The Tor protocol constitutes interleaving
TAP instances as well as onion construction and processing algorithms, and thus its security has to be
analyzed in a composability setting.

In this direction, Camenisch and Lysyanskaya [2] defined an anonymous message transmission proto-
col in the universal composability (UC) framework, and presented a protocol construction that satisfies
their definition. They motivated their choice of the UC framework for a security definition by its versa-
tility as well as its appropriateness for capturing protocol compositions. However, Feigenbaum, Johnson
and Syverson [5, 6] observe that the protocol definition presented by Camenisch and Lysyanskaya [2]
does not correspond to the OR methodology, and a rigorous security analysis of an OR protocol still
remains an unsolved problem.

Studies on OR anonymity such as [5,9,11] assume some simplified OR black-box models to perform
their probabilistic analysis; this presents another unsolved issue with onion routing. Due to their
complex interaction with the network and the adversary, such black-box models are not trivially implied
by the OR system. As a result, there is a gap between the OR protocol and anonymity analysis research
that has to be filled.

2. Contribution
Our contribution is threefold. First, we present a security definition for the OR methodology as an

ideal functionality For in the UC framework. This ideal functionality in particular gives appropriate
considerations to the goals of various system entities. After that, we identify and characterize which
cryptographic primitives constitute central building blocks of onion routing, and we give corresponding
security definitions: a one-way authenticated key exchange (1W-AKE) primitive, and onion construction
and processing algorithms. We then describe on OR protocol Πor that follows the current Tor speci-
fication and that relies on these building blocks as black boxes. We finally show that Πor is secure in
the UC framework with respect to For, provided that these building blocks are instantiated with secure
realizations (according to their respective security definitions). Compared to previous work [2], we show
that hop-by-hop integrity verification is not mandatory, and that an end-to-end integrity verification
suffices for onion routing.

Theorem 1 (Simplified version) If Πor uses secure core building blocks, then the resulting protocol
Πor securely realizes the ideal functionality For.

Second, we present a practical OR protocol by instantiating Πor with the following OR modules:
a 1W-AKE protocol ntor [8], employed onion construction and processing algorithms in Tor with a
slightly enhanced integrity mechanism. We show that these instantiations fulfil the security definitions
of the individual building blocks that we identified before. This yields the first practical and provably
secure OR protocol that follows the Tor specification. As part of these proofs, we identify a novel
security definition of symmetric encryption notion we show to be sufficient for showing Πor secure.
This notion strictly lies between CPA-security and CCA-security and characterizes stateful deterministic
countermode encryptions. We call this notion predictably malleable encryptions, which might be of an
independent interest.

Theorem 2 (Simplified version) There are protocols (ntor, onionAlgs) such that Πor in the Freg

using (ntor, onionAlgs) securely realizes the ideal functionality For.

Third, we illustrate the applicability of For by introducing the first cryptographic definition of
forward circuit secrecy for onion routing, which might be of independent interest. We show that Πor

satisfies forward circuit secrecy by means of a simple proof. We moreover utilize For towards the OR
black-box model definitions prevalently used in anonymity analyses [5, 6, 9, 11]. Moreover, we show
that in the currently perceived OR threat model of an active adversary controlling a fraction of the
anonymity network, For realizes the OR black-box model considered in [6]. As a consequence, their
probabilistic anonymity results are applicable to our OR protocol instantiated with secure core building.

We refer the readers to the full version [1] of the paper for more details.
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