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Information technology is the driving force behind innovations in the automotive 
industry, with perhaps 90% of all innovations in cars based on electronics, and software 
and electronics will soon be the major single cost factor in car manufacturing. One 
crucial aspect of future IT applications in vehicles is the security of these systems. 
Whereas software safety is a relatively well established (if not necessarily well 
understood) field, the protection of automotive IT systems against manipulation has only 
very recently started to emerge. At the same time, security will be an enabling technology 
for many – perhaps for most –future automotive IT applications. 
 
We will describe two case studies about the crucial role of modern cryptography in 
current and future automotive applications. First, we show how the widely used KeeLoq 
remote keyless entrey (RKE) system can completely be broken with modern 
cryptanalytical techniques based on differential power analysis. As a result, a remote 
control can be cloned from only ten power traces, allowing for a practical key recovery in 
few minutes. Once knowing the manufacturer key, we demonstrate how to disclose the 
secret key of a remote control and replicate it from a (long!) distance, just by 
eavesdropping of at most two messages. This key-cloning without physical access to the 
device has serious real-world security implications. 
 
In the second part of the talk we will present a high speed digital signature engine which 
is needed for authentication car-to-car communication. Inter-car communication is 
believed to be a crucial too for reducing the still shockingly high number of traffic-related 
accidents (currently over 40,000 fatalities per year in Europe).  Our high speed elliptic 
curve engine is being used in field trials for the IEEE P1609 Vehicular Ad-hoc Network 
standard in the US. 
 


