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SCHEDULE

Wednesday September 11:
9:00 – 9:30 — registration
9:30 – 10:30 Introduction to ECC (W. Castryck)

10:30 – 11:00 — coffee break
11:00 – 12:30 Finite field arithmetic (P. Schwabe)
12:30 – 14:00 — lunch

14:00 – 15:00 Maps on elliptic curves (B. Smith)
15:00 – 16:00 Scalar multiplication algorithms (P. Schwabe)

16:00 – 16:30 — coffee break
16:30 – 18:00 Introduction to Sage (W. Castryck & J. Tuitman)

Thursday September 12:
9:00 – 9:30 — registration
9:30 – 10:30 Hasse’s theorem for elliptic curves (R. Schoof)

10:30 – 11:00 — coffee break
11:00 – 12:30 Complex multiplication on ECC (A. Enge)

12:30 – 14:00 — lunch
14:00 – 15:00 Hyperelliptic curves (P. Gaudry)

15:00 – 16:00 Point counting (R. Schoof)
16:00 – 16:30 — coffee break

16:30 – 18:00 Exercise class and QA

Friday September 13:
9:30 – 10:30 Pairings on elliptic curves (A. Enge)

10:30 – 11:00 — coffee break
11:00 – 12:30 Pairing-friendly curves (P. Gaudry)

12:30 – 14:00 — lunch
14:00 – 15:00 Generic attacks on ECDLP (W. Castryck)

15:00 – 16:00 Non-generic attacks on ECDLP (B. Smith)
16:00 – 16:30 — goodbye coffee
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ABSTRACTS

Introduction to ECC (Wouter Castryck, KU Leuven, Belgium)

Elliptic curves are curves in the projective plane that naturally come equipped

with a group structure (using tangents and chords). Elliptic Curve Cryptog-
raphy (ECC) builds on the hardness of the discrete logarithm problem on

elliptic curves over finite fields (ECDLP). We will state this problem, and
briefly discuss the two main protocols of ECC: key exchange and digital sign-

ing. Switching back to mathematics, we will discuss (without proofs) some
basic theoretical features of elliptic curves: Hasse’s theorem, the divisor class

group, and the structure of torsion subgroups.

Finite field arithmetic (Peter Schwabe, Radboud University of Nijmegen, Nether-

lands)

Group operations on elliptic curves—additions and doublings—are composed
of several arithmetic operations in the underlying finite field: additions, sub-

tractions, multiplications, squarings and inversions. This talk will explain
how to implement these operations efficiently in software.

Maps on elliptic curves (Ben Smith, INRIA and LIX / École polytechnique, France)

You wouldn’t study vectors without matrices, and we don’t study groups

without their homomorphisms. In this lecture, we introduce the natural
mappings for elliptic curves: isogenies (algebraic homomorphisms) and endo-
morphisms (homomorphisms from a curve into itself). Isogenies express close

relationships between elliptic curves, while the endomorphisms of a curve give
us information about its internal arithmetic structure.

Scalar multiplication algorithms (Peter Schwabe, Radboud University of Ni-

jmegen, Netherlands)

Elliptic-curve based cryptosystems typically involve computing scalar mul-
tiplications. This talk will start from the simplest algorithm for this com-
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putation, “double-and-add” and then proceed to more efficient windowing
methods and differential-addition chains. It will finally cover algorithms for

efficient multi-scalar multiplication.

Hasse’s theorem for elliptic curves (René Schoof, Università di Roma “Tor Ver-

gata”, Italy)

We will discuss Stepanov’s proof of Hasse’s theorem, which states that the

number of (rational) points on an elliptic curve over Fq is always contained
in the interval

[q + 1− 2
√
q, q + 1 + 2

√
q].

This is equivalent to the Riemann hypothesis for elliptic function fields.

Complex multiplication on elliptic curves (Andreas Enge, INRIA Bordeaux

Sud-Ouest & IMB, France)

The theory of complex multiplication can be used to obtain elliptic curves
with a number of points known in advance, which has applications from

primality proving to cryptography. Complex multiplication provides a link
between the analytic theory of elliptic curves over the complex numbers,

the arithmetic of elliptic curves and explicit class field theory of imaginary-
quadratic fields. We give an elementary introduction to this beautiful theory

and discuss asymptotically optimal algorithms to compute the needed data,
which are used successfully in practice.

Hyperelliptic curves (Pierrick Gaudry, INRIA / LORIA, France)

Hyperelliptic curves provide a nice tool for cryptography and algorithmic
number theory, since they are in some sense the simplest generalization of

elliptic curves. In this lecture, we will survey the basic definitions and prop-
erties concerning the group law, the cardinalities, the structure of the torsion

groups. We will say also a few words about selected topics related to the
hyperelliptic discrete logarithm problem and about how the CM-method can
be adapted to the hyperelliptic case.
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Point counting (René Schoof, Università di Roma “Tor Vergata”, Italy)

Because of the Silver-Pohlig-Hellman attack (which applies to the DLP in any
finite abelian group), the number of points on an elliptic curve is an impor-

tant security parameter. We will describe an algorithm for determining this
number of points, based on computing in the ℓ-torsion subgroup for varying

primes ℓ. Improvements due to Atkin and Elkies will be briefly discussed,
as well as applications to computing coefficients of modular forms, due to

Couveignes and Edixhoven.

Pairings on elliptic curves (Andreas Enge, INRIA Bordeaux Sud-Ouest & IMB,

France)

Bilinear maps on elliptic curves have found a wealth of cryptographic ap-
plications. We define the Weil and the Tate pairing in several ways, show

that these definitions are equivalent, and use them to examine the properties
of the pairings that make them suitable for cryptography. In particular, we

show how to compute them efficiently and how to realise pairings on sub-
groups with special properties.

Pairing friendly curves (Pierrick Gaudry, INRIA / LORIA, France)

Constructing elliptic curves that admit an explicit pairing that is efficiently
computable is a highly non-trivial task; but these curves have numerous cryp-

tographic applications. We will start by listing all the conditions that need
to be fulfilled to get such curves, and then explain how various authors have
managed to deal with them. The key tools are cyclotomy, the CM method,

and to some extent, Pell’s equation.

Generic attacks on ECDLP (Wouter Castryck, KU Leuven, Belgium)

“Generic attacks” refer to attacks on the discrete logarithm problem that ap-
ply to every finite abelian group. Two of these are the Silver-Pohlig-Hellman

reduction and the Pollard-ρ method. Together they reduce the complexity
of computing discrete logarithms in a group of size n to O(

√
p), where p
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is the largest prime factor of n. If time permits, we will briefly discuss a
semi-generic attack called index calculus, which applies to groups that are

naturally part of some quotient structure (e.g. F×p sits inside Z/(p)). We will
mull on why elliptic curves seem invulnerable to index calculus.

Non-generic attacks on ECDLP (Ben Smith, INRIA and LIX / École polytech-

nique, France)

Currently, the best known algorithms for solving ECDLP instances on a
general elliptic curve over a prime finite field are generic algorithms, which

apply to any finite abelian group. In this lecture, we look at what we mean
by “general elliptic curve”, identifying some special classes of curves with

weaker ECDLPs. We will also consider the impact of the base field on the
hardness of the ECDLP.
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THE MANY FACES OF AN ELLIPTIC CURVE

The modern literature contains definitions of elliptic curves that range from
an

“equation of the form y2 = x3 + Ax+ B with 4A3 + 27B2 6= 0”

to a

“non-singular projective genus 1 curve, equipped with a rational base point”

and beyond. Even during the current summer school, the teachers will use

varying notions. For most applications, the first definition suffices. But it
is useful to realize that elliptic curves fit within a larger framework, where
there is more room for manipulation according to the needs of the day.

The aim of this section is to give an informal sketch of how these definitions

are related. In doing so, we will introduce some basic terminology and no-
tation. We will start from a notion that sits somewhere in the middle: an

elliptic curve is “a non-singular plane projective curve of degree 3, equipped
with a rational base point”.

We will usually work over a finite field, in which case we often write Fq or
GF(q) to emphasize that it consists of q elements. Sometimes we want to

consider elliptic curves over Q, R, C, . . . In all cases, our base field k will be
assumed either finite or of characteristic 0. The algebraic closure of k will be

denoted by k (e.g. R = C).

A non-singular (= smooth = regular) degree d curve C in P2 over k is a curve
defined by a homogeneous polynomial f(x, y, z) ∈ k[x, y, z] of degree d, such
that the system of equations

∂f

∂x
=

∂f

∂y
=

∂f

∂z
= 0 (1)

does not have any solutions in k. When talking about a point of C, we a

priori mean a point with coordinates in k, i.e.

C = {(x0 : y0 : z0) ∈ P2(k) : f(x0, y0, z0) = 0}.
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A point having coordinates in k is called k-rational (or just rational). The
set of k-rational points is denoted by C(k). The non-singularity condition

(1) ensures that every point P ∈ C has a well-defined tangent line

∂f

∂x
(P ) · x+

∂f

∂y
(P ) · y + ∂f

∂z
(P ) · z = 0

(e.g. there are no ‘self-intersections’).

For us, an elliptic curve over k is a non-singular degree 3 (= cubic) curve

E in P2 over k, along with a distinguished point O ∈ E(k), which we call
the base point. The set of points of E can be turned into a group using the
tangent-chord construction. We denote the group operation by ⊕ or just +.

If P1,P2 ∈ E, then P1 ⊕ P2 is constructed as follows.

• The line through P1 and P2 (tangent line if P1 = P2) intersects E in a
third point R (counting multiplicities).

• The line through R and O (tangent line if R = O) then intersects E in

a third point (counting multiplicities): this is P1 ⊕ P2.

It is not entirely trivial that all group axioms are satisfied (associativity takes
some work).

The k-rational points E(k) form a subgroup of E,⊕. This subgroup, in case
k is a finite field, is the main object of interest in elliptic curve cryptography.

P2

P1

R
OP1 ⊕ P2

Exercise. Give a geometric construction for the inverse of a point.
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The main class of examples of elliptic curves are the so-called Weierstrass
curves

E : y2z + a1xyz + a3yz
2 = x3 + a2x

2z + a4xz
2 + a6z

3,

where a1, . . . , a6 ∈ k are subject to the non-singularity condition (1) and the
base point O is the point at infinity (0 : 1 : 0).

A subclass of these are the short Weierstrass forms

E : y2z = x3 +Axz2 + Bz3,

with A,B ∈ k subject to (1). Here again O = (0 : 1 : 0). Unfortunately, in
characteristic 2 such curves are never non-singular (verify), while in charac-

teristic 3 this is a too restricted class to be of interest. So when dealing with
short Weierstrass forms, we always assume that char k 6= 2, 3.

Exercise. Show that condition (1) is equivalent to 4A3 + 27B2 6= 0 (if
char k 6= 2).

If one looks at the affine part of a Weierstrass curve (z = 1)

E : y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6

the lines through O are just the vertical lines x = α. In the short Weierstrass
case, the affine equation

E : y2 = x3 + Ax+B,

is symmetric around the x-axis. Thus the second step in the tangent-chord

construction boils down to a mere reflection over the x-axis. This gives the
following well-known visualization of the group law:

P1
P2

P1 ⊕P2
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Another nice feature about Weierstrass curves (short or not) is that O is
an inflection point, i.e. its tangent line touches with multiplicity three. This

simplifies the geometric construction of the inverse of a point P : it is just the
third point of intersection of E with the line through P and O. In the short
case, it therefore becomes very easy to invert an affine point:

−(x0, y0) = (x0,−y0).

In a precise sense, the class of Weierstrass curves contains all elliptic curves.

To understand this claim, we have to define what we mean by saying that two
elliptic curves E1, E2 over k are “the same”. Well, we mean that there is an

isomorphism of curves E1 → E2 over k that maps the respective base points
to each other. We refer to [4,Ch. 1] for the definition of an isomorphism, but
roughly spoken it is an algebraic manipulation of the defining equation, only

involving coefficients in k, that can be undone by a similar algebraic manip-
ulation. Such an algebraic manipulation always induces a bijection E1 → E2

that, when base points are being respected, turns out to be an isomorphism
of groups. This bijection / group isomorphism sends k-rational points to

k-rational points. (In this whole discussion, it is crucial that E1 and E2 are
non-singular.)

Example. Consider an elliptic curve of the form

E : xy2 + a1xyz + a3yz
2 = x2z + a2xz

2 + a4z
3 (2)

with base point O = (1 : 0 : 0). Dehomogenizing with respect to z, sub-
stituting y ← y/x, multiplying the equation by x, and homogenizing again

yields a Weierstrass curve with a6 = 0. Denote the latter by EWei. Then our
algebraic manipulation naturally induces a map between the affine parts of

E and EWei:
Eaff → Eaff

Wei : (x0, y0) 7→ (x0, x0y0).

When trying to extend this to all of E, a natural candidate description would

be
E 99K EWei : (x0 : y0 : z0) 7→ (x0z0 : x0y0 : z

2
0)

but this fails to be evaluated at (1 : 0 : 0) and (0 : 1 : 0). However, by

modifying the description one can deal with (1 : 0 : 0). Indeed, we can

11



rewrite

(x0z0 : x0y0 : z
2
0) = (x0y0z0 : x0y

2
0 : y0z

2
0)

= (x0y0z0 : x
2
0z0 + a2x0z

2
0 + a4z

3
0 − a1x0y0z0− a3y0z

2
0 : y0z

2
0)

= (x0y0 : x
2
0 + a2x0z0 + a4z

2
0 − a1x0y0 − a3y0z0 : y0z0),

which now can be evaluated at (1 : 0 : 0), to give the point (0 : 1 : 0) on
EWei. This now fails to cover the points of E on the x-axis, so we really need

both descriptions (and even a third description to account for (0 : 1 : 0)) to
obtain a well-defined map E → EWei.

Linear changes of variables (= projective transformations) are important ex-

amples of isomorphisms, but do not always suffice to identify isomorphic
elliptic curves. (Remarkable fact: as soon as d ≥ 4, they do suffice, i.e. two

non-singular degree d curves in P2 over k are isomorphic if and only if they
can be transformed into one another by a linear change of variables.)

Exercise. Prove our claim that every elliptic curve E is isomorphic to a
Weierstrass curve by making the following case distinction:

• the base point O is an inflection point (here a projective transformation

suffices),

• the base point O is a non-inflection point (here a projective transforma-

tion takes E to the form (2)).

Prove that if char k 6= 2, 3, every Weierstrass curve can in turn be trans-
formed into a short Weierstrass form.

Exercise. Let E be a non-singular cubic curve in P2 over k, and let O,O′ ∈
E(k). Prove that there is an isomorphism E → E over k taking O to O′.

The above exercise shows that if two elliptic curves over k are isomorphic as

curves (regardless of the base points), we can consider them as “the same”
elliptic curves.

If E1 and E2 are isomorphic elliptic curves over k, then

• a group theoretic property holds for E1 if and only if it holds for E2,
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• a group theoretic property holds for E1(k) if and only if it holds for E2(k),

• a cryptosystem based on E1(k) is secure if and only if the corresponding

cryptosystem based on E2(k) is secure.

But then: why don’t we just work with Weierstrass curves, if these more
general curves don’t give rise to new objects?

First of all, to prove a certain mathematical property it is often convenient
to switch to a model that is better adapted to the problem. Next, for certain

models, the group law is more efficiently computable than in the Weierstrass
case, which is interesting for practical implementations of ECC. Examples of

such models include Hessian curves

x3 + y3 + z3 = dxyz

(subject to d3 6= 1 if char k 6= 3, and to d 6= 0 if char k = 3) and Montgomery
curves

By2z = x3 + Ax2z + xz2

(only for char k 6= 2; subject to B 6= 0 and A 6= ±2). See the cheat sheet for
more details.

In fact, it can even be useful to leave the realm of non-singular cubic curves in

P2. As a motivating example, another class of curves that have been proposed
for efficient arithmetic are the Edwards curves1

Eaff
Edw : x2 + y2 = 1 + dx2y2

(only for char k 6= 2; subject to d 6= 0, 1).

O

1Pictures taken from cryptojedi.org.
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Homogenizing yields a degree 4 curve EEdw in P2 with self-intersections at
(1 : 0 : 0) and (0 : 1 : 0). But these singularities can be “resolved”, i.e. the

curve

E ′Edw :

{

xy = zw
x2 + y2 = z2 + dw2 ⊂ P3

is naturally sent onto EEdw by the map

(x0 : y0 : z0 : w0) 7→ (x0 : y0 : z0).

The affine points of EEdw have a unique pre-image, but the points at infinity
have two pre-images each (i.e. the intersecting branches are separated).

It turns out that there is again an algebraic way of equipping E ′Edw with a

group structure, for every choice of base point O ∈ E ′Edw(k); here one usually
takes O = (0 : 1 : 1 : 0), which corresponds to the point (0, 1) ∈ Eaff

Edw. The

group law is no longer described by tangents and chords, but by sections of
higher degree (details omitted).

P1

P2

P1 ⊕P2 R

O

(0,−1)

Despite this more complicated geometric description, the resulting group op-

eration formulas become very compact: if P1 = (x1, y1),P2 = (x2, y2) are two
points of Eaff

Edw then

P1 ⊕ P2 =

(

x1y2 + y1x2

1 + dx1x2y1y2
,

y1y2 − x1x2

1− dx1x2y1y2

)

whenever dx1x2y1y2 6= ±1 (automatic if d is not a square in k). This elegance

does not seem to occur in the plane cubic world (compare with the more ugly,
case-distincting formulas in the cheat sheet).
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So, what does it take for a non-singular projective curve C in Pn over k to be
equippable with an algebraic group law, where now n ≥ 2 can be arbitrarily

large?

Remark. We become more and more sketchy here: for instance, we did
not properly define what “non-singular” or “algebraic group law” (or even

“curve”) mean in this more general context. So unless you have more back-
ground, you should temporarily treat these notions on an intuitional level.

Besides the existence of at least one candidate neutral element O ∈ C(k),
it turns out that the right condition for the existence of an algebraic group

structure reads that the genus of C is 1.

ElCuCrypt ckxyy a–g 01–10

What is this mysterious genus? First, assume that k = C. Then even though

C is algebraically a curve, it has the topological structure of a compact real
surface! Just like C itself can be identified with the real plane. For instance,

consider an affine short Weierstrass form

Eaff
Wei : y

2 = x3 + Ax+ B,

with A,B ∈ C such that 4A3 + 27B2 6= 0. Substituting x = x1 + ix2,
y = y1 + iy2, decomposing A = A1 + iA2, B = B1 + iB2, and grouping real
and imaginary parts gives a system

{

y21 − y22 = x3
1 − 3x1x

2
2 + A1x1 − A2x2 +B1,

2y1y2 = 3x2
1x2 − x3

2 + A2x1 + A1x2 +B2

in 4 real variables x1, x2, y1, y2, which cuts out a surface in R4. The same can

be done on the projective level, where the resulting object now becomes a
compact surface.

Remark. The above process is called restriction of scalars or Weil restriction.

So what does this compact real surface look like? It is hard to draw pictures
in four-dimensional space, but there are various ways of arguing that it must

look like a sphere to which a number of handles are attached:
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genus 0 genus 1 genus 2

. . .

It is this number of handles which is called the genus of C. In the case of our

short Weierstrass form, or of any non-singular cubic curve in P2, the genus is
1, i.e. our complex curve looks “really” like a doughnut (= torus).

Example. One can prove that the genus of a non-singular projective degree

d curve in P2 equals (d− 1)(d− 2)/2.

Remark. An interesting way of “seeing” the genus of a plane curve is through

its amoeba, which you can think of as obtained by squashing our surface onto
the real plane using a dough roll. This uses the map

A : (C \ {0})2 → R2 : (x0, y0) 7→ (log |x0|, log |y0|).
When taking the image of Eaff

Wei ∩ (C \ {0})2) we end up with pictures of the
following kind:

One sees the squashed handle in the middle (this approach may sometimes
fail, though).

Now, quite miraculously, there exist equivalent definitions of the genus that

can be formulated in purely algebraic terms! One version sounds like “the
dimension of the space of regular differential forms on C”. (The usage of

the word “differential” might cause some scepticism, but differential forms
can be defined algebraically, just like one doesn’t need analysis to define the

derivative of a polynomial.)
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This definition can be transferred to other instances of k (e.g. finite fields),
where it remains a very meaningful notion, even though there are no “han-

dles” in play.

But then, why is having genus 1 such a crucial condition for the existence of

an algebraic group structure on C? Unfortunately, an answer to this question
requires machinery that goes beyond the scope of this informal section (recall

that we were already vague about what the genus is). We give the very brief
ideas, but if the terminology below doesn’t ring a bell you can skip this part,

as it will be more confusing than clarifying.

Very roughly, if there exists an algebraic group structure, then for each point
Q ∈ C we have a translation morphism C → C : P 7→ P ⊕Q, which has no
fixed points. Using fixed point theorems in algebraic topology, one can argue

that the Euler characteristic χ(C) should be 0. The claim then follows from
the formula χ(C) = 2− 2g(C), where g(C) is the genus.

The converse direction can be proved using the Riemann-Roch theorem and

the divisor class group Pic0(C) = Div0(C)/Prin(C). If C is a projective curve
of genus 1 over k with at least one k-rational point O, then the map

C → Pic0(C) : P 7→ [P ]− [O]

is a bijection. Along this bijection, the group structure on Pic0(C) can be
transferred to C. This also works on the level of k-rational points.

Remark. It remains true that every non-singular projective curve of genus 1

having at least one k-rational point O is isomorphic to a Weierstrass curve.
This can again be proven using Riemann-Roch, by analyzing the spaces

Lk(mO) for m = 2, 3, 6. This gives another way of seeing that there ex-
ists an algebraic group structure.

For k = C, the connection between tori and group structures can be made
much more explicit. Let τ ∈ {z ∈ C : Im(z) > 0} and consider the subgroup

Λ = Zτ +Z of C,+, which takes the form of a grid (= lattice) in the complex
plane:
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τ

Re

Im

Every element of the quotient C/Λ has a unique representative inside the

parallellogram

τ

of which opposite sides are identified. By folding appropriately, one sees that
this is in fact a torus. This torus naturally carries a group structure: indeed,

we defined it as the quotient group C/Λ!

Back in the 19th century, Karl Weierstrass studied meromorphic functions on
C that are periodic in Λ, meaning that ℘(z + λ) = ℘(z) for all λ ∈ Λ. Such

functions are called Λ-elliptic functions ; note that these induce well-defined
functions on C/Λ. Weierstrass found that the field of Λ-elliptic functions is

generated (over C) by a certain even Λ-elliptic function ℘ and its derivative
℘′. The functions ℘ and ℘′ only take poles in Λ. They are not algebraically
independent, in the sense that they satisfy the relation

(℘′)2 = 4℘3 − g2℘− g3

for certain classical constants g2, g3 ∈ C that depend on τ .

Thus, if we consider the elliptic curve

E : y2z = 4x3 − g2xz
2 − g3z

3

(with base point O = (0 : 1 : 0)) then we have a well-defined map

C

Λ
\ {0} −→ E : z 7→ (℘(z) : ℘′(z) : 1).
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If we extend this map to all of C/Λ by 0 7→ O, this turns out to be an iso-
morphism of groups!

Up to isomorphism, every elliptic curve over C arises in this way.

Over finite fields, such a correspondence does not exist. Nevertheless, the
picture of C/Λ can be a useful tool in shaping intuition. For instance, the

structure theorem on torsion subgroups states that E[m] ∼= Z/(m)× Z/(m)
(see the cheat sheet), which becomes a lot more tangible with this picture

in mind (explain). In fact, the connection is not limited to intuition: using
reduction mod p arguments, the theory of elliptic curves over C has a severe

impact on the theory of elliptic curves over finite fields. Two cryptographi-
cally relevant instances are

• CM-constructions of elliptic curves over finite fields having a prescribed
number of rational points,

• the Schoof-Elkies-Atkin algorithm for determining the number of rational

points on a given elliptic curve over a finite field.
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ELLIPTIC CURVES CHEAT SHEET

(k always assumed perfect, e.g. finite field, field of char. 0, alg. closed field)

Group law formulas, short Weierstrass form. E : y2z = x3 + Axz2 +
Bz3, char k 6= 2, 3, 4A3 + 27B2 6= 0, O = (0 : 1 : 0)

• P1 = (x1, y1),P2 = (x2, y2) ∈ Eaff,

• if x1 6= x2 then P1 ⊕P2 = (x3, y3) with

x3 =
(

y2−y1
x2−x1

)2

− x1 − x2

y3 = −y1 +
(

y2−y1
x2−x1

)

(x1 − x3),

• if x1 = x2 then

– if y1 = −y2 then P1 ⊕ P2 = O,
– if y1 6= −y2 then 2P1 = (x3, y3) with

x3 =
(

3x2

1
+A

2y1

)2

− 2x1

y3 = −y1 +
(

3x2

1
+A

2y1

)

(x1 − x3).

Montgomery arithmetic. E : By2z = x3+Ax2z+xz2, char k 6= 2, A 6= ±2,
B 6= 0, O = (0 : 1 : 0)

• P = (x1 : y1 : z1) ∈ E, write nP = (xn : yn : zn)

• for any m, n ∈ N with m 6= n we have

xm+n = zm−n((xm − zm)(xn + zn) + (xm + zm)(xn − zn))
2

zm+n = xm−n((xm − zm)(xn + zn)− (xm + zm)(xn − zn))
2 (A)

• for any n ∈ N we have

4xnzn = (xn + zn)
2 − (xn − zn)

2

x2n = (xn + zn)
2(xn − zn)

2

z2n = 4xnzn
(

(xn − zn)
2 + ((A+ 2)/4)(4xnzn)

)

(D).
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Discriminant. Weierstrass case:

∆(E) = −b22b8 − 8b34 − 27b26 + 9b2b4b6

where b2 = a21+4a2, b4 = 2a4+a1a3, b6 = a23+4a6, b8 = a21a6+4a2a6−a1a3a4+
a2a

2
3 − a24.

Short Weierstrass case:

∆(E) = −16(4A3 + 27B2).

j-Invariant. Weierstrass case:

j(E) =
c34

∆(E)

where c4 = b22 − 24b4.

Short Weierstrass case:

j(E) = −1728(4A)
3

∆(E)
.

j-Invariant of an arbitrary elliptic curve = j-invariant of any Weierstrass
curve to which it is isomorphic.

Quadratic twist. char k 6= 2: twist of y2z = f(x, z) by d ∈ k \ k2 is

dy2z = f(x, z).

char k = 2: twist of Weierstrass curve by d with TrFq/F2
(d) = 1 is

y2z + a1xyz + a3yz
2 = x3 + (a2 + da21)x

2z + a4xz
2 + (a6 + da23)z

3

If k is finite: all quadratic twists are isomorphic over k (in which case we talk
about the quadratic twist).

Theorem. Two elliptic curves E1 and E2 over k are isomorphic over k if

and only if j(E1) = j(E2).

Theorem. If k is finite and j(E1) = j(E2) 6= 0, 1728, then either E1 and

E2 are isomorphic over k, or E1 is isomorphic to a quadratic twist of (an
appropriate Weierstrass form of) E2 over k.
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Hasse’s theorem. Let E be an elliptic curve over a finite field Fq. Then

#E(Fq) ∈ [q + 1− 2
√
q, q + 1 + 2

√
q].

Structure theorem on torsion subgroups. Let ℓ be a prime number,
then the torsion subgroups

E[ℓr] := {P ∈ E : ℓrP = O}
satisfy

• if char k 6= ℓ then E[ℓr] ∼= Z/(ℓr)× Z/(ℓr),

• if char k = ℓ then E[ℓr] = 0 or E[ℓr] ∼= Z/(ℓr). If the former case occurs

for one r, it occurs for all r and E is called supersingular (if not it is
called ordinary).

Theorem. E supersingular elliptic curve over Fpr (p prime): j(E) ∈ Fp2.

Structure theorem on endomorphism rings. Endk(E) is isomorphic to
either

• Z (if k is finite: impossible), or

• an order in an imaginary quadratic extension of Q (if char k = 0: “CM”),

• an order in a quaternion algebra over Q (if char k = 0: impossible).

Latter case occurs if and only if E is supersingular.

Theorem. E ordinary elliptic curve over Fq. The minimal polynomial of the
Frobenius endomorphism φq : E → E : (x : y : z) 7→ (xq : yq : zq) is

X2 − tEX + q

where tE = q + 1−#E(Fq) is the trace of Frobenius.

Theorem. E elliptic curve over Fq; ℓ ∤ q. The characteristic polynomial of
φq acting on the Z/(ℓr)-module E[ℓr] is

X2 − (tE mod ℓr)X + (q mod ℓr).

(Limit for r →∞: char. polynomial of φq acting on Tℓ(E) is X2 − tEX + q.)
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Weil pairing. E elliptic curve over k, m coprime to char k (in case char k >
0), µm = mth roots of unity in k. There exists a map

em : E[m]× E[m]→ µm

that is

• bilinear : em(P1 ⊕ P2,Q) = em(P1,Q)em(P2,Q) and similarly for the
second argument,

• alternating : em(P ,Q) = em(Q,P)−1,
• non-degenerate: if em(P ,Q) = 1 for all Q ∈ E[m] then P = O,
• Galois invariant : for all σ ∈ Gal(k/k) we have em(P ,Q)σ = em(Pσ,Qσ).
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BASIC PROTOCOLS OF ECC (NAIVE)

Key exchange:

Alice Bob
agree on finite field Fq, elliptic curve E/Fq, point P ∈ E(Fq)

chooses secret
a ∈ Z

chooses secret
b ∈ Z

sends aP to Bob

sends bP to Alice

computes aP computes bP

receives aP

receives bP

computes a(bP)
= abP

computes b(aP)
= abPEve

hears P , aP , bP
Can she guess the shared point abP?

Digital signing:

Alice and Bob agree on:

• Finite field Fq, elliptic curve E/Fq, point P ∈ E(Fq) of order n.

• Hash function H : {strings} → Z/(n).

E.g. Keccak (= SHA-3) composed with mod n.

• More or less bijective function F : Fq → Z/(n).

E.g. if q is prime: identify Fq = {0, . . . , q − 1} and reduce mod n.

Alice has public key aP (for secret a ∈ Z/(n)) and message M for Bob.

Alice picks random k ∈ Z/(n)×, computes kP = (x1, y1), r = F(x1) and
s = k−1(H(m) + ra). (If, unlikely, s /∈ Z/(n)×: tries again with other k.)

She then sends “signed message” (M, r, s).

Bob computes (x2, y2) = H(M)s−1P + rs−1(aP) and verifies F(x2) = r.
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SOME FIRST EXERCISES

1. Prove the group operation formulas for the short Weierstrass form, as
stated in the cheat sheet.

2. Consider the formulas for Montgomery arithmetic from the cheat sheet:

• Verify that the key exchange protocol can be carried out using x-
coordinates only, without loss of security.

• Show that one can compute ((xn : zn), (xn+1 : zn+1)) from
(

(xn div 2 : zn div 2), (x(n div 2)+1 : z(n div 2)+1)
)

by one application of (A) and one application of (D), the input of
the latter depending on the parity of n. Conclude that approximately

log2 n applications of (A) and (D), followed by one field inversion,
suffice to recover the x-coordinate of nP . Count the number of field
additions and field multiplications needed for one application of (A)

and (D), respectively. Note that z1 = 1 in practical situations: does
this help?

3. Let E be an elliptic curve over a field of characteristic not 2. Prove by

elementary means that E[2] ∼= Z/(2)× Z/(2).

4. Let E be an elliptic curve over a field of characteristic not 2 or 3. Prove

by elementary means that E[3] ∼= Z/(3)× Z/(3). Here, one is invited to
use the following Hessian criterion:

Let k be a field of odd characteristic p, let d ≥ 3 be such that p ∤ d−1,

and let f(x, y, z) ∈ k[x, y, z] be a homogeneous degree d polynomial,
such that it defines a nonsingular curve C in P2. Then a point P ∈ C

is an inflection point (i.e. a point where the tangent touches with
multiplicity at least 3) if and only if the Hessian

Hf = det







∂2f
∂x2

∂2f
∂x∂y

∂2f
∂x∂z

∂2f
∂x∂y

∂2f
∂y2

∂2f
∂y∂z

∂2f
∂x∂z

∂2f
∂y∂z

∂2f
∂z2







vanishes at P.
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(You can try to prove the Hessian criterion as part of the exercise. Hint:
first note that the vanishing of Hf at P is invariant under projective

transformations.)

5. Use the appropriate theorems from the cheat sheet to prove that for every

elliptic curve E over a finite field Fq, there exist integers ℓ, k such that
ℓ | gcd(k, q − 1), kℓ ∈ [q + 1− 2

√
q, q + 1 + 2

√
q] and

E(Fq) ∼= Z/(k) × Z/(ℓ).

6. Let p ≡ 3 mod 4 be a prime number, and let f(x) ∈ Fp[x] be an odd
polynomial (i.e. only odd powers of x appear). Show that the equation
y2 = f(x) has exactly p solutions. In particular, show that the elliptic

curve y2z = x3 + xz2 has p+ 1 rational points.

7. Let E be an elliptic curve over a finite field Fq, and let Et be its quadratic
twist. Show that #E(Fq) + #Et(Fq) = 2q + 2. Give an example of a
situation where E and Et are isomorphic over Fq.
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The most down-to-earth text is [4]. The standard reference on elliptic curves
is [6], for which some experience with algebraic geometry is recommended (the
first two chapters give a good introduction). The most up-to-date accounts

are [3] and the extensive [2], of which a second edition will appear in the near
future (they say in the corridors). Reference [5] is mainly about RSA instead

of elliptic curve cryptography.
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