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Abstract. We present improved SQUARE attacks against the NESSIE
and ECTP candidate block ciphers HIEROCRYPT-3 and HIEROCRYPT-L1,
designed by Toshiba. We improve over the previous best known attack
on five S-box layers of HIEROCRYPT-3 by a factor of 2'2® computational
steps with an attack on six layers for 128-bit keys, and extend it to seven
S-box layers for longer keys. For HIEROCRYPT-L1 we are able to improve
previous attacks up to seven S-box layers (out of twelve).

1 Introduction

The HIEROCRYPT ciphers are candidate block ciphers for the NESSIE Project
[8] and (ECTP) Ewvaluation of Cryptographic Techniques Project [3]. NESSIE is
a project within the Information Societies Technology (IST) Programme of the
European Commission (Key Action II, Action Line I1.4.1). ECTP is part of the
MITI Action Plan for a Secure E-Government announced by the Ministry of
International Trade and Industry (MITI) of Japan in April 2000.

SQUARE attacks have first been described in [1]. Variations have been devel-
oped for related ciphers [10, 2], and also for ciphers of quite distinct nature (as
in [6], where the technique is called a ‘saturation attack’).

The designers of HIEROCRYPT-3 and HIEROCRYPT-L1 describe SQUARE-like
attacks on reduced-round variants of the ciphers on the submission document.
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The best attacks against HIEROCRYPT-3 [11, p. 8, Table 5] breaks four S-box
layers (2 rounds) at the cost of 240 key guesses using 2! chosen plaintexts, and
five S-box layers (2.5 rounds) at the cost of 2158 key guesses using 2'3 chosen
plaintexts. The best attack against HIEROCRYPT-L1 [12, p. 8, Table 4] breaks
five S-box layers (2.5 rounds) at the cost of 27 key guesses using 232 chosen
plaintexts. In this paper, we present more effective attacks on reduced-round
variants of the HIEROCRYPT ciphers.

This paper is organised as follows. In Sect. 2 we review the structure of
the HIEROCRYPT ciphers. Sect. 3 describes the principles behind the SQUARE
attack. We describe our SQUARE-like attacks against HIEROCRYPT-3 in Sect. 4,
and show how to apply them to HIEROCRYPT-L1 in Sect. 5. Sect. 6 provides
some observations on an attack due to Gilbert and Minier against RIJNDAEL
and its implications for HIEROCRYPT. Finally, Sect. 7 summarises the results.

2 Description of the HIEROCRYPT ciphers

HIEROCRYPT-3 (HC-3) is an iterated 128-bit block cipher [13] with a variable
number of rounds which depends on the cipher key size. For 128-bit keys, HC-3
has 6 rounds, for 192-bit keys there are 7 rounds, and for 256-bit keys, 8 rounds.
The last round consists of an output transformation slightly different from the
other rounds.

HC-3 has a hierarchical structure. At the highest level, an HC-3 round (see
Fig. 1) consists of the following operations, in order:

— a layer of four simultaneous applications of 32 x 32-bit keyed substitution
boxes (the XS-boxes).

— a diffusion layer consisting of a bytewise linear transform defined by the
so-called MDS g matrix.

Within each round, a similar structure exists. A 32 x 32-bit XS-box contains:

— a subkey mixing layer consisting of exoring the 32-bit input data with four
subkey bytes. This layer is called the upper subkey layer in our attacks.
— a key-independent nonlinear layer composed of the parallel application of
four 8 x 8-bit S-boxes. This layer is called upper S-box layer in our attacks.
— a diffusion layer consisting of a bytewise linear transform defined by the
so-called MDS | matrix, which is a Maximum Distance Separable (MDS)
matrix [9, 7].
another subkey mixing layer consisting of exor with four subkey bytes. This
layer is called lower subkey layer to contrast with the upper subkey layer.
another key-independent nonlinear layer composed of the parallel application
of four 8 x 8-bit S-boxes. Therefore, each round consists of two S-box layers.
This layer is mentioned later as the lower S-box layer, to contrast with the
previous similar layer.

The last round is an output transformation composed of an XS-box layer
followed by an exor with the last round subkey (or alternatively, it has a round
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Fig. 1. Graphical representation of the HIEROCRYPT-3 encryption structure
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structure with the M DSy transform substituted by an exor layer with a subkey).
The result is the 128-bit ciphertext block.

HIEROCRYPT-L1 (HC-L1) is a 64-bit block iterated cipher [14] using a 128-bit
cipher key (see Fig. 2). It consists of six rounds plus an output transformation.
Like HC-3, HC-L1 has a hierarchical structure. A high-level round consists of:

— a layer of two simultaneous applications of 32 x 32-bit keyed XS-boxes.
— a diffusion layer composed of a bytewise linear transform defined by the
MDS'"; matrix.

Within each high-level round a similar structure exists. A 32-bit HC-L1 XS-
box is identical to an HC-3 XS-box. The output transformation consists of an
XS-box layer, followed by an exor mixing layer with the final 64-bit subkey. The
result is the 64-bit ciphertext block.

3 The SQUARE Attack

The SQUARE attack is a chosen-plaintext attack effective against reduced-round
versions of block ciphers of the SQUARE family (see [1]). This attack explores
the structure of SQUARE, where the text (the data being encrypted) is neatly
partitioned into smaller component words. Let us provide some definitions.

Definition 1. A method to distinguish the output of a certain number of rounds
of an iterated cipher from the output of a truly random function is called a
distinguisher.

Definition 2. ([1]) A A-set is a set of texts that are all different in some of the
component words (called active words) and are all equal in the other words (the
passive words). Let © = (z1,...,2;,...) and y = (y1,...,Y;,...) be two texts in
the A-set, and X\ be the set of indices of the active words. Then,

x; # y; for i € A

vm’yeA:{xi:yifori¢)\

The number of texts in a A-set depends on the word size. For SQUARE, where
the word size is eight bits, a A-set consisted of 28 texts; in our present attacks a
A-set consists of 232 texts because we work with permutations of 32-bit words.

Definition 3. (Balanced positions within a A-set) If the exor of all values at
some word position in a A-set vanishes then that word position is called balanced
over the A-set.

The SQUARE attack starts by carefully choosing a A-set. By tracking the
propagation of the active words through a round, it is possible to identify a pat-
tern of active and passive words at the output of several rounds. That pattern
contains a set of balanced words. These balanced words are used as a distin-
guishing test (further called the A-distinguisher) to identify the correct keys in
the outer rounds of the cipher, either the first or the last round subkeys. Like
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Fig. 2. Graphical representation of the HIEROCRYPT-L1 encryption structure
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SQUARE, HC-L1 and HC-3 possess a wordwise structure and similar variant
attacks are possible.

The partial sum technique [4] is a dynamic programming technique that re-
duces the computational complexity of SQUARE attacks. It trades computational
effort for storage by reorganising the intermediate computations. We refer to the
original description of the technique [4] for a detailed explanation.

4 Attacking Reduced-Round HIEROCRYPT-3

4.1 An Observation on the Structure of the XS Transform

An equivalent representation of an XS-box, which is useful to describe our attack,
can be obtained by pushing up the lower subkey layer to the input of the MDS [,
matrix. This transformation creates an equivalent subkey layer.

Let the input to MDS}, be denoted by X = (x1,z2,23,74) € GF(2%)* and
its output by Y = (y1,%2,93,94) € GF(28)%. Let K = (ky, ko, k3, ks) € GF(28)*
be the subkey used in the lower subkey layer. The equivalent lower subkey layer
is calculated by multiplying the original subkey by the MDS Zl transform:

82, C4, 34, F6,
F6, 82, C4, 34,
34, F6, 82, C4,
C4, 34, F6, 82,

MDS;' =

For example, the equivalent most significant input to MDS, is given by: x; =
8233 . (yl D ]{31) D C4x . (yg D ]{52) D 343; . (yg D kg) D F6y . (y4 D k4) It means, for
instance, that the most significant subkey byte of the equivalent lower subkey
layer is ek) = 82, k1 ® Cd, ko ® 34, k3 B Fb,-ky.

4.2 Attacking Six S-box Layers

We consider here a reduced-round version of HIEROCRYPT-3 that consists of two
rounds, followed by the output transformation. In this version, there are three
XS-box layers, which means six layers of the 8 x 8 S-box.

The main idea is to initially consider the nested structure as a black box
and view the XS transform as the application of four keyed XS-boxes mapping
GF(2%)* onto itself. The attack starts by choosing a set of 23? plaintexts that
have a fixed value for three of the four 32-bit blocks (the passive), while the
fourth block (the active) takes all 232 possible values. The position of the active
block is not important. After the first round, all four 32-bit words are active (see
[15], p. 5, Sect. 2.2.3).

After the second round the exor of all values from the A-set at each word
position is zero (each word position is balanced). Since the round subkeys are
constants (i.e. the same round subkeys are used to encrypt all the texts in the
set), the words remain balanced after the addition with the upper round subkey
of the third round (which is actually part of the output transformation). The
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attack proceeds by considering the ciphertexts. By guessing some bits of the
round subkeys, we will partially decrypt up to the output of the second round
and see whether the A-distinguisher holds. For correct guesses of the subkey bits,
the A-distinguisher will always hold, while for wrong guesses the A-distinguisher
will be destroyed with high probability. The following observation leads to a
significant reduction of the attack complexity. Since the exor operation does not
mix bits from different positions in the words, a 32-bit word being balanced
implies all b-bit sub-blocks, 1 < b < 32, will also be balanced. As a consequence,
after the second round, every byte is balanced, and we only have to guess subkey
bits to determine a single byte.

Now starting at the output, we have to guess 32 subkey bits that are added
to one word in the output transformation, thus recovering the output from an
XS-box. Looking at the inner structure of an XS-box, we see that we can invert
the lower S-boxes as stated in Sect. 4.1, then move up the lower subkey layer,
guess one byte of the equivalent subkey, undo the key addition and the upper
S-box for one byte and verify the A-distinguisher.

Overall we are guessing 40 subkey bits. Since we are testing the
A-distinguisher for one byte, we expect that one out of about 28 wrong keys
will pass the test. If we repeat the attack with six A-sets, a wrong subkey will
pass the test with probability (278)% = 2748, Since we try only 240 subkeys, it
is likely that only the correct one is able to pass through.

At first sight, it would seem that the 240 key guessing steps should be repeated
for each of the 232 plaintexts in a A-set, with a resulting complexity of 27 S-box
lookups per A-set. However, the partial sum technique [4, section 2.3] provides
a more efficient way to organise the guessing. At the modest cost of about 224
extra bits, it reduces the total attack complexity to only 5 x 24® S-box lookups
per A-set.

232

Therefore, the complexity of the attack on six S-box layers is 6 x chosen

plaintexts (six A-sets), and 6 x 5 x 248 ~ 253 S-box lookups.

4.3 Attacking Seven S-box Layers

Attacking seven S-box layers is effective only for 192-bit and 256-bit keys. The
strategy consists of guessing the first subkey (128 key bits) layer in an XS-box,
and just use the previous attack on six S-box layers.

The computational effort becomes 2128+40 —= 2168 gubkey guesses. As 28

wrong subkeys will be filtered out per guess, and we guess 168 subkey bits at a
time, the number of chosen plaintexts required to assure that only the correct
subkey survives the filtering is (132 +1) x 232 = 22 x 232, By applying the partial
sum technique, the overall complexity becomes 22 x 5 x 248+128 ~ 9183 § hox
lookups.
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5 Attacking Reduced-Round HIEROCRYPT-L1

5.1 Attacking Six S-box Layers

The best published attack against HIEROCRYPT-L1 is due to the cipher designers
(see [12], p. 8, Table 4) and breaks five S-box layers at the cost of 272 subkey
guesses using 232 chosen plaintexts. The same attack described in Sect. 4.2 for
HIEROCRYPT-3 works against six S-box layers of HIEROCRYPT-L1, with the same
requirements of ~ 2°3 S-box lookups and 6 x 232 chosen plaintexts.

5.2 Attacking Seven S-box Layers

The strategy for attacking seven S-box layers consists of guessing the complete
last subkey (64 key bits) and using the previous attack on six S-box layers.
The computational effort becomes 264749 = 2194 sybkey guesses. As 28 wrong
subkeys will be filtered out per guess, and we guess 104 subkey bits at a time,
the number of chosen plaintexts required to ensure that only the correct subkey
survives the filtering is (% +1) x 232 = 14 x 232, By applying the partial sum
technique, the overall complexity becomes 14 x 5 x 248764 ~ 2118 S hox lookups.

6 The Gilbert-Minier Attack

The Gilbert-Minier attack [5], like the SQUARE attack, is based on distinguisher.
In the terminology of [5], the SQUARE attack is based on a 3-round distin-
guisher. By guessing some round key bytes, it is possible to break six rounds of
SQUARE. Gilbert and Minier developed a 4-round distinguisher for SQUARE (or
RIJNDAEL), which makes it possible to break seven rounds.

In the case of the HIEROCRYPT ciphers, our extension of the SQUARE at-
tack is already based on a 4-layer distinguisher. An improvement would thus
require the construction of a 5-layer distinguisher. According to our analysis,
the alternation of MDS, and MDSy (or MDS’;) effectively prohibits the con-
struction of a 5-round distinguisher. However, we feel that this issue deserves
further investigation.

7 Conclusion

We presented improved SQUARE-like attacks against reduce-round versions of
HIEROCRYPT-3, for six and seven S-box layers (3 and 3.5 rounds), compared to
previous figures reported by its designers. The new attack requirements are sum-
marised in Table 1. The columns labeled “subkey guesses,” “S-box lookups,” and
“encryptions” actually refer to the same attack effort measured in different units.
For the rightmost column (attack effort measured in number of encryptions) we
use the approximate equivalence 1 encryption =~ 27 S-box lookups.

The improved attacks work also for HIEROCRYPT-L1, with the appropriate
changes due to the block size. The new attack requirements are summarised
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Table 1. Attack requirements for HIEROCRYPT-3

Attack S-box| chosen |subkey| S-box |encryptions
layers|plaintexts|guesses|lookups

HC-3 paper[11]| 4 oM 210 19 <M

HC-3 paper[11]| 5 213 2168 | L ot81 ] Lol
ours 6 6 x 232 | 210 253 246
ours 7 | 22x2%2| 2168 | 9183 2176

in Table 2. Again, the columns labeled “subkey guesses,” “S-box lookups,” and
“encryptions” actually refer to the same attack effort measured in different units,
and for the rightmost column we use the approximate equivalence 1 encryption
~ 27 S-box lookups. Our attacks, nonetheless, do not represent a threat to the
security of either cipher.

Table 2. Attack requirements for HIEROCRYPT-L1

Attack S-box| chosen |subkey| S-box |encryptions
layers|plaintexts|guesses|lookups
HC-L1 paper[12]| 5 232 27 | g2t 2%
ours 6 | 6x2% | 2% 25° 216
ours 7 | 14x2% | 219 | 218 2!
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