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Abstract. Constructions for hash functions based on a block cipher are
studied where the size of the hashcode is equal to the block length of
the block cipher and where the key size is approximately equal to the
block length. A general model is presented, and it is shown that this
model covers 9 schemes that have appeared in the literature. Within
this general model 64 possible schemes exist, and it is shown that 12
of these are secure; they can be reduced to 2 classes based on linear
transformations of variables. The properties of these 12 schemes with
respect to weaknesses of the underlying block cipher are studied. The
same approach can be extended to study keyed hash functions (MAC’s)
based on block ciphers and hash functions based on modular arithmetic.
Finally a new attack is presented on a scheme suggested by R. Merkle.

1 Introduction

Hash functions are functions that compress an input of arbitrary length to a
string of fixed length. They are a basic building block for cryptographic appli-
cations like integrity protection based on “fingerprinting” and digital signature
schemes. The cryptographic requirements that are imposed on hash functions
are [4, 5, 19, 27, 28]:

one-wayness: in the sense that given X and h(X), it is “hard” to find a second
preimage, i.e., a message X ′ 6= X such that h(X ′) = h(X),

collision resistance: it should be “hard” to find a collision, i.e., two distinct
arguments that hash to the same result.

The main motivation to construct a hash function based on a block cipher is the
minimization of design and implementation effort. Designing secure construc-
tions seems to be a difficult problem; this is illustrated by the large number of
schemes that have been broken [23, 27].

The first constructions for hash functions based on a block cipher were one-
way hash functions intended for use with the Data Encryption Standard (DES)
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[10]. In this case the size of the hashcode (64 bits) is equal to the block length of
the block cipher and the size of the key (56 bits) is approximately equal to the
block size. This type of hash functions will be studied in this extended abstract.
Later constructions for collision resistant hash functions were developed based
on the DES; in that case it is required that the size of the hash code is at
least 112 . . . 128 bits (because of the birthday attack [33]). Examples of schemes
that have not been broken can be found in [20, 22]. Recent work considers the
construction of hash functions if the key size is twice the block length [17], and if
the key is kept constant [26]. The original constructions are still of interest since
for some applications a one-way hash function is sufficient. Moreover, they can
yield a collision resistant hash function if a block cipher with sufficiently large
block length is available.

2 The General Model

The encryption of plaintext X with key K will be denoted with E(K,X). The
corresponding decryption operation applied to ciphertext C will be denoted with
D(K,C). Unless stated otherwise, it will be assumed that the block cipher has
no weaknesses. The block length, i.e., the size of plaintext and ciphertext in bits
is denoted with n and the key size in bits is denoted with k. The argument of
the iterated hash function is divided into t blocks X1 through Xt. If the total
length is no multiple of n, the argument has to be padded with an unambiguous
padding rule. The hash function h can subsequently be described as follows:

Hi = f(Xi, Hi−1) i = 1, 2, . . . t .

Here f is the round function, H0 is equal to the initial value (IV ), that should
be specified together with the scheme, and Ht is the hashcode. The rate R of a
hash function based on a block cipher is defined as the number of encryptions
to process a block of n bits.

The general model for the round function of the hash functions that will be
studied in this extended abstract is depicted in Fig. 1. For simplicity it will be
assumed that k = n. The block cipher has two inputs, namely the key input
K and the plaintext input P , and one output C. One can select for the inputs
one of the four values: Xi, Hi−1, Xi ⊕Hi−1, and a constant value V . It is also
possible to modify with a feedforward FF the output C by addition modulo 2
of one of these four possibilities. This yields in total 43 = 64 different schemes.
In the following it will be assumed w.l.o.g. that V is equal to 0.

The exor operation was chosen because it has been used in the proposals
that are generalized here; one can show that it can be replaced by any operation
that is an easy-to-invert permutation of one of its inputs when the second input
is fixed. The main restrictions of this model are that only 1 DES operation is
used per round function and that the internal memory of the hash function is
restricted to a single n-bit block.
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Fig. 1. Configurations where the size of the hashcode is equal to the block length.
P , K, and FF can be chosen from the set {V,Xi, Hi−1, Xi ⊕Hi−1}.

3 A Taxonomy of Attacks

Five important attacks on the round function f(Xi, Hi−1) can be identified:

Direct Attack (D): given Hi−1 and Hi, it is easy to find Xi. All schemes that
are vulnerable to a direct attack can in principle be used for encryption,
where the encryption of Xi is given by Hi. Of course the CBC and CFB
mode belong to this class.

Permutation Attack (P): in this case Hi can be written as Hi−1 ⊕ f ′(Xi),
where f ′ is a one-way function: Xi can not be recovered from Hi and Hi−1,
but the hashcode is independent of the order of the message blocks, which
means that a second preimage or collision can be found easily. Moreover
one can also insert the same message block twice. These attacks are in fact
trivial, as Hi depends only linearly on Hi−1.

Forward Attack (F): given Hi−1, H
′
i−1

, and Xi (note that this means that Hi

is fixed), it is easy to find an X ′
i such that f(X ′

i, H
′
i−1

) = f(Xi, Hi−1) = Hi.
In this case one can easily construct a second preimage for a given hashcode,
but it is not necessarily easy to construct a preimage of a given element in
the range.

Backward Attack (B): given Hi, it is easy to find a pair (Xi, Hi−1) such that
f(Xi, Hi−1) = Hi. In this case it is trivial to find a preimage (or a second
preimage) with a random initial value; a preimage (or a second preimage)
can be found with a meet in the middle attack.

Fixed Point Attack (FP): find Hi−1 and Xi such that f(Xi, Hi−1) = Hi−1.
This attack is not very dangerous: if the hash function satisfies the one-way
property, it is hard to produce a message yielding this specific value Hi−1.

The order of these attacks has some importance: the possibility of a direct attack
means that a forward and a backward attack are also feasible, but the converse
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does not hold. In case of a permutation attack, one can also apply a backward
attack by first selecting Xi and subsequently calculating Hi−1. It is easy to
show that if both a forward and a backward or permutation attack are possible,
a direct attack is also feasible. The proof will be given in the full paper.

4 Analysis of the 64 Schemes

Table 1 indicates which attacks are possible for each of the 64 schemes in the
general model. The attacks are indicated with their first letter(s), while a “–”
means that the round function f is trivially weak as the result is independent
of one of the inputs. If none of these five attacks applies, a

√
is put in the

corresponding entry.

Table 1. Attacks on the 64 different schemes. The schemes are numbered ac-
cording to the superscript.

choice of P

choice of FF choice of K Xi Hi−1 Xi ⊕Hi−1 V

V Xi – B13 B25 –
Hi−1 D1 – D26 –
Xi ⊕Hi−1 B2 B14 F27 F41

V – – D28 –

Xi Xi – B15 B29 –
Hi−1

√
3 D16

√
30 D42

Xi ⊕Hi−1 FP4 FP17 B31 B43

V – D18 B32 –

Hi−1 Xi P5 FP19 FP33 P44

Hi−1 D6 – D34 –
Xi ⊕Hi−1 FP7 FP20 B35 B45

V D8 – D36 –

Xi ⊕Hi−1 Xi P9 FP21 FP37 P46

Hi−1

√
10 D22

√
38 D47

Xi ⊕Hi−1 B11 B23 F39 F48

V P12 D24 F40 D49

Schemes 18 and 28 correspond to the CFB mode respectively the CBC mode
for encryption as specified in [11, 14]; the fact that these modes are useful for
keyed hash functions but not sufficient to construct one-way hash functions was
pointed out by S. Akl in [1]. This is also connected to the fact that the integrity
protection offered by these modes is limited. Scheme 13 was proposed by Rabin in
1978 [28]: however, R. Merkle has shown that a backward attack is possible, from
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which it follows that one can find a preimage with a meet in the middle attack.
The next proposal was scheme 14, attributed to W. Bitzer in [7, 9]. R. Winternitz
[31] has shown that the meet in the middle attack by R. Merkle is applicable
to this scheme as well. He also has pointed out that schemes 13 and 14 are
vulnerable to a weak key attack: for a weak key Kw the DES is an involution
which means that E(Kw, E(Kw, X)) = X,∀ X. Inserting twice a weak key as a
message block will leave the hashcode unchanged in all the schemes.

The first secure scheme (scheme 3) was proposed by S. Matyas, C. Meyer,
and J. Oseas in [18]. Its ‘dual’, scheme 19, is attributed to D. Davies in [31,
32], and to C. Meyer by D. Davies in [8]. D. Davies has confirmed in a personal
communication to the authors that he did not propose the scheme. Nevertheless,
this scheme is widely known as the Davies-Meyer scheme (see e.g., [23]). The fact
that this scheme is vulnerable to a fixed point attack was pointed out in [25].
Scheme 10 was proposed by the authors and studied in [30]. It appeared indepen-
dently in [24] as a mode for N-hash. In 1990 the same scheme was proposed by
Japan to ISO/IEC [15]. The international standard ISO/IEC 10118 Part 2 [16]
specifying hash functions based on block ciphers contains scheme 3. Scheme 20
was proposed as a mode of use for the block cipher LOKI in [3]. Finally it should
be remarked that scheme 40 (together with its vulnerability to a forward attack)
was described in [18].

It is the merit of this approach that all schemes based on the general model
have been classified once and for all. The second advantage is that the properties
of the 12 ‘secure’ schemes can now be compared. First a further classification
will be made based on an equivalence transformation.

5 Equivalence Classes

This large number of schemes can be classified further by considering linear
transformations of the inputs. A class of schemes that is derived from a single
scheme by linear transformation of variables will be called an equivalence class.

– In 7 equivalence classes the round function depends on two independent
inputs (Xi and Hi−1), and 6 transformations are possible, as there are 6
invertible 2 × 2 matrices over GF (2). It can be shown that in 2 cases the
round function is secure or is vulnerable to a fixed point attack, and in 5 cases
the round function is vulnerable to a direct attack, a permutation attack, or
a backward attack.

– In 7 equivalence classes the round function depends on a single independent
input. Hence one has three possible inputs, namely Xi, Hi−1, and Xi⊕Hi−1,
corresponding to the 3 nonzero vectors of length 2 over GF (2). If the round
function depends on the sum of the two inputs, it is not trivially weak.
However, it is vulnerable to a direct attack (2 cases out of 7) or to a forward
attack (5 cases out of 7).

– In 1 equivalence class the round function is simply constant.
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Table 2 describes the equivalence classes. A further classification is made based
on the number CI of constants in the choices. To characterize a class, a relation
is given between plaintext P , key K, and feedforward FF .

Table 2. Overview of the 15 variants, sorted according to the number CI of
constant inputs.

CI characterization class size – D P B F FP
√

0 FF = P , (P 6= K) 6 4 2
FF = P ⊕K, (P 6= K) 6 4 2
FF = K, (P 6= K) 6 2 4
P = K, (FF 6= P ) 6 2 2 2
FF = P = K 3 2 1

1 FF = V , (P 6= K) 6 2 4
P = V , (FF 6= K) 6 2 2 2
K = V , (FF 6= P ) 6 4 1 1
FF = V , (P = K) 3 2 1
P = V , (FF = K) 3 2 1
K = V , (P = FF ) 3 2 1

2 FF = P = V 3 2 1
FF = K = V 3 2 1
P = K = V 3 2 1

3 FF = P = K = V 1 1

Total 64 15 14 5 13 5 8 4

One can conclude that only 4 schemes of the 64 are secure, and that 8 insecure
schemes are only vulnerable to a fixed-point attack. These 12 schemes are listed
(and re-numbered) in Table 3 and graphically presented in Fig. 2. The roles of
Xi and Hi−1 in the input can be arbitrarily chosen, and the dotted arrow is
optional (if it is included, the key is added modulo 2 to the ciphertext). For the
dash line, there are three possibilities: it can be omitted or it can point from
key to plaintext or from plaintext to key. There are two equivalence classes that
are secure, and their simplest representatives are the scheme by Matyas et al.
(number 1) and the scheme by Miyaguchi and the authors (number 3). For each
of these schemes it is possible to write a ‘security proof’ based on a black box
model of the encryption algorithm, as was done for the Davies-Meyer scheme
(number 5) in [32]. The basic idea is that finding a (pseudo)-preimage for a
given hash value is at least as hard as solving the equation Hi = f(Xi, Hi−1) for
a given value of Hi. The expected number of evaluations of f() is shown to be
2n−1.

In the full paper these 12 schemes will be compared in more detail based
on their vulnerability to fixed point attacks, to attacks based on weaknesses of
the underlying block cipher (in this case the DES), and to differential attacks
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Table 3. A list of the 12 secure schemes for a one-way hash function based on
a block cipher and a feedforward.

no. function expression

1 E(Hi−1, Xi)⊕Xi

2 E(Hi−1, Xi ⊕Hi−1)⊕Xi ⊕Hi−1

3 E(Hi−1, Xi)⊕Xi ⊕Hi−1

4 E(Hi−1, Xi ⊕Hi−1)⊕Xi

5 E(Xi, Hi−1)⊕Hi−1

6 E(Xi, Xi ⊕Hi−1)⊕Xi ⊕Hi−1

7 E(Xi, Hi−1)⊕Xi ⊕Hi−1

8 E(Xi, Xi ⊕Hi−1)⊕Hi−1

9 E(Xi ⊕Hi−1, Xi)⊕Xi

10 E(Xi ⊕Hi−1, Hi−1)⊕Hi−1

11 E(Xi ⊕Hi−1, Xi)⊕Hi−1

12 E(Xi ⊕Hi−1, Hi−1)⊕Xi

E
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¾

-

-

Fig. 2. Secure configuration for a one-way hash function based on an block cipher
and a feedforward.
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Table 4. Properties of the 12 secure schemes: fixed points, properties if the DES
is used as the underlying block cipher, and variables to be modified in case of a
differential attack.

no. fixed points properties if E = DES differential
Xi Hi−1 rate R Kw compl. attack

1 − − 1 0
√

Xi

2 − − 1 0
√

Xi

3 − − 1 Kw - Xi

4 − − 1 Kw - Xi

5 K D(K, 0) n/k 0
√

Hi−1

6 K D(K,K)⊕K n/k 0
√

Hi−1

7 K D(K,K) n/k Kw - Hi−1

8 K D(K, 0)⊕K n/k Kw - Hi−1

9 D(K,K) D(K,K)⊕K 1 0
√

Xi, Hi−1

10 D(K, 0)⊕K D(K, 0) n/k 0
√

Hi−1

11 D(K, 0) D(K, 0)⊕K 1 Kw - X,Hi−1

12 D(K,K)⊕K D(K,K) n/k Kw - Xi, Hi−1

[2]. Also their efficiency will be compared. The main results are summarized
in Table 4: column 5 indicates what the output of the round function is if the
key is a weak key and the plaintext is one of the corresponding fixed points,
column 6 has a

√
if one can exploit the complementation property, and the

last column indicates which variables have to be modified if a differential attack
with a fixed key is used. (One could also think of a dual differential attack,
where the plaintext is fixed and a given key difference is applied; this has not
been considered here.)

If k 6= n, the question arises whether it is possible to use variables Xi and
Hi−1 of length max (n, k), in order to maximize the security level. The idea is
that bits that are not used in the key or as plaintext might influence the output
through some exors. The following proposition shows that this is not possible
for the hash functions which follow our general model; it will be proven in the
full paper.

Proposition 1 The security level of the one-way hash function is determined

by the minimum of k and n, with k the size of the key and n the block length.

6 Merkle’s Improvement to Rabin’s Scheme

In order to avoid the backward attack in case of Rabin’s scheme (Scheme 13),
R. Merkle proposed to encrypt the message in CBC or CFB mode (with a random
non-secret key K and initial value IV ) before applying the hash function [6].
This implies a reduced performance: the rate equals 2. The idea is to introduce
a dependency between the blocks that enter the hash function. It will be shown
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how the meet in the middle attack can be modified to take into account this
extension.

– Generate a set of r messages for which the last ciphertext block of the CBC
encryption with initial value IV and key K is equal to IV ′ ; this can be
done easily with an appropriate selection of the last plaintext block (or with
a meet in the middle attack).

– Generate a second set of r messages and encrypt these messages in CBC
mode with initial value IV ′ and key K.

– As the two message parts are now independent, one can use the set of two
‘encrypted’ messages in a simple meet in the middle attack.

This shows that finding a preimage requires only O(2n/2) encryptions.

7 Extensions

The same approach can be applied to keyed hash functions (or Message Authen-
tication Code) based on a block cipher. The main result in this case is that the
round function

f = E(K,Xi ⊕Hi−1)⊕Xi

is preferable over the CBC or CFB mode that are specified in most standards
(e.g., [13]). Note that an additional protection is required at the end. More details
will be given in the full paper.

The design of hash functions based on modular squaring can also benefit from
this synthetic approach. Since there is no key, only 16 cases have to be studied.
Most hash functions in this class base their security on the fact that taking
modular square roots is hard for someone who does not know the factorization
of the modulus. Seven of these schemes are trivially weak, and 4 (from the
remaining 9) have appeared in the literature. The main conclusion is that the
round function

f = (Xi ⊕Hi−1)
2
mod N ⊕Xi

is the most promising. In order to obtain a secure hash function a redundancy
scheme has to be specified. The redundancy is necessary to thwart the exploita-
tion of the algebraic structure like fixed points of the modular squaring and
‘small’ numbers for which no reduction occurs [12, 27].

Finally it should be noted that a similar structure has been employed in
dedicated hash functions like the MD4 family [29] and Snefru [21]. The analysis
with respect to differential attacks and fixed points can also be transferred to
these schemes.

8 Conclusion

The construction of cryptographic hash functions based on block ciphers is ap-
parently a difficult problem. In this extended abstract a general treatment has
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been developed for the simplest case, namely size of hashcode equal to block
length and key size. This approach allows to identify the secure schemes and to
compare these with respect to several criteria. It is also useful to study keyed
hash functions, hash functions based on modular arithmetic, and dedicated hash
functions.
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