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Abstract

This meno proposes a fix in the TLS key exchange sighature generation
to prevent cross-protocol attacks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 13, 2013.
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1.

I nt roducti on

The TLS protocol [RFC5246] suffers froman issue in the

Ser ver KeyExchange nessage signature di scovered by Wagner and Schnei er
in [W5s-ATTACK]. They describe a cross-protocol attack on the SSL 3.0
[ RFC6101] protocol, that re-uses a signed ServerKeyExchange packet in
anot her session with a different key exchange algorithm In effect
the attack uses a server as an oracle to obtain signed

Ser ver KeyExchange nmessages that are rel ayed to another, unrel ated,
session. The described attack turned to be inpossible to inplenent
in practice, but the underlying idea is applicable to all TLS
protocol versions, and it provides a tool for new attacks on the
protocol. The [CROSS-PROTOCOL] attack is a prom nent exanple, which
t akes advant age of interactions between the Diffie-Hellnman and
Elliptic Curve Diffie-Hellman ciphersuites to performa TLS server

i mpersonation after obtaining 240 signed nessages.

In this docunent we propose a fix for the TLS protocol which nmakes it
i mune to these attacks, but does not require a protocol version
upgr ade.

Ter m nol ogy

Thi s docunent uses the same notation and terminology used in the TLS
Prot ocol specification [ RFC5246].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The new Server KeyExchange si gnhature

The goal of this menp is to restrict the applicability of the server
provi ded signed ServerKeyExchange to the current session. A sinple
fix may be to include the negotiated ciphersuite into the signature.
However, the TLS protocol is conplex and a key exchange net hod does
not always inply a single format of the ServerKeyExchange signature.
For exanple, the elliptic curves key exchange nmethod may be used with
an arbitrary elliptic curve [ RFC4492] which requires different data
in the Server KeyExchange than when used with a naned curve. Such key
exchange suboptions are negotiated using TLS extensions and such

ext ensi ons shoul d be covered by the signature to prevent any attack
that takes advantage of the different signature format.

For that we propose that the signature of the ServerKeyExchange
message to be nodified to include in addition to explicit identifiers
of the algorithnms, all the previously exchanged nessages. The
proposed signature for a ServerKeyExchange nessage i s shown bel ow.
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enum { server (0), client (1) } Connecti onEnd;

enum { dhe_dss (0), dhe_rsa (1),
ec _diffie_hellman (2)
} KeyExchangeAl gorit hm

struct {
KeyExchangeAl gorit hm kx_al gorit hm
sel ect (KeyExchangeAl gorithnm) {
case dhe_dss:
case dhe _rsa
Ser ver DHPar ans par ans;
case ec_diffie_hell man:
Ser ver ECDHPar ans;

} Paraneters;

struct {
Par anet ers par ans;
digitally-signed struct {
Connecti onEnd entity;
Par anet ers par ans,;
opaque handshake nessages<0..2"24-1>

}
} Server KeyExchange;

The new format includes explicit indicators of the entity (server),
the key exchange al gorithm used, the paraneters of the key exchange,
and t he previously exchanged handshake nessages. This nodification
will be negotiated by using a new TLS extension to all ow backwards
conpatibility.

4. The extension

In order for a client to advertise its support for the new

Server KeyExchange format we add a new extension
"new_server_key_exchange", with value TBD-BY-1ANA, to the enunerated
Ext ensi onType defined in [RFC5246]. The "extension_data" field of
this extension is enpty.

5. Server and client behavior
Clients, that wish to protect against cross-protocol attacks, SHOULD
i nclude the extension of type "new server_key exchange" in the

(extended) client hello.

Servers that receive an extended client hello containing a
"new_server_key_exchange" extension, MAY accept the request for the
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8.

8.

new Server KeyExchange format by including an extension of type
"new _server_key exchange" in the extended server hello.

Servers conpliant to this docunent, that did not receive the
extension MJST set the gm _unix tinme part of the Random val ue
included in ServerHello to zero. Because in cross-protocol attacks
the server’s randomvalue is redirected to the client, this is a way
for the server to indicate support for the extension even in the
presence of an adversary.

Clients conpliant to this docunent, that advertised this extension
but didn't receive a correspondi ng extension fromthe server, MJST
check the gm _unix_time part of the Random val ue included in

ServerHel |l o message for the value zero. |If the gnmt_unix_time is zero
the client MJST abort the handshake with an "illegal _paraneter” fata
alert.

Note that this extension is applies to all versions of the TLS
protocol including TLS 1.2 [RFC5246] and SSL 3.0 [RFC6101].

Security considerations

This extension nodifies the Server KeyExchange nessage in order to
prevent attacks to the protocol simlar in nature with the Wagner and
Schneier attack. 1In order for the protection to be applicable, both
the client and the server nmust support this extension

Conpliant servers that did not receive the extension fromthe client
are required to set the 4 bytes of the server’s random val ue, that
encodes the tine, as zero. This provides a tool to indicate support
for the extended format even in the presence of an adversary, but
comes at the cost of reducing the total randomess fromthe server
from32 bytes to 28 bytes.

| ANA Consi derations
Thi s docunment defines the TLS extension "new server_key_ exchange"
(val ue TBD-BY-1 ANA) whose val ue should be assigned fromthe TLS
Ext ensi onType Registry defined in [ RFC5246].
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