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Abstract So far, however, too little attention has been paid to
biometric privacy. Our work addresses the question whether
The increasing use of biometrics has given rise to newpne can undermine a user’s privacy given access to biometri-
privacy concerns. Biometric encryption systems have bee@ally encrypted documents. More in particular, we examine
proposed in order to alleviate such concerns: rather thanif, given two biometrically encrypted files, an attacker can
comparing the biometric data directly, a key is derived fromdetermine whether they were encrypted using the same
these data and subsequently knowledge of this key is proveliometric. This question is interesting in practice beeaus
One specific application of biometric encryption is the usebiometrics are considered to be unique and can be used as
of biometric sketches: in this case biometric template datén identifier to link a user's data from different applica-
are protected with biometric encryption. We address thdions for profiling or to trace his whereabouts. Moreover,
question whether one can undermine a user’s privacy giveliometric encryption is becoming an important component
access to biometrically encrypted documents, and more iin biometric authentication systems. Instead of compaaing
particular, we examine if an attacker can determine whethemnew measurement of the user’s biometric with a reference
two documents were encrypted using the same biometriéneasurement, called the template, that was stored during a
This is a particular concern for biometric sketches thatregistration process, the user now authenticates himgelf b
are deployed in multiple locations: in one scenario theproving knowledge of the biometric key. The system only
same biometric sketch is deployed everywhere; in a seconidas to store some biometrically encrypted value, which we
scenario the same biometric data is protected with twocall the protected template, as a (public) reference to the
different biometric sketches. We present attacks on tamplabiometric key. In this way, biometric encryption is becomin
protection schemes that can be described as fuzzy sketch@g important means to protect biometric templates and the
based on error-correcting codes. We demonstrate how to linkiSer’s privacy.
and reverse protected templates produced by code-offset an In this paper we present attacks on biometric encryption
bit-permutation sketches. systems that are used for biometric template protection
and we will further refer to these systems as template
protection schemes. These schemes can be modeled as fuzzy
sketches as defined in the fuzzy extractor framework [4].

) o The fuzzy sketch model provides a strong security property.
In the past decade, there has been an increasing interegly .,y sketch allows errors in its input, at the cost of a

in the use of biometrics as keys to encrypt private data. Biogeqction in entropy, i.e., the sketch leaks informatiootb

metric encryption has similar advantages and disadvastagene piometric. However, it guarantees that this reduction i

as traditional biometric recognition for user authentmat | .iad: even if an adversary is able to recovebits about

and identification: conveniently, a user always carries hipe original biometric measurement, the biometric is still

biometric with him, hence he cannot forget or loose hisy 4. to predict.

encryption keys; however, at the same time the encryption \ye gefine new and stronger attack models that take into

system must cope with changing keys because biometrics,nsigeration realistic ways in which biometric systems

are inherently “noisy”. Early W(_)rl_( ([, [2], [3], [4]) has coyid be deployed. First, it is conceivable that different o

focussed on the problem of hiding data encrypted undeganizations may decide to use the same template protection

biometrics and, more specifically, on the extraction ofI8ab gcheme. In this case, the user's biometric is measured and

uniform bitstrings that can be used as encryption keys.  giored several times. Since each measurement is slightly
. . _ _different, and since a fuzzy sketch involves probabilistic
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1. Introduction




tion about the user’'s biometric. We therefore introduce ahave a particular distribution, biometrics, i.e., a featar a
model in which an adversary is able to acquire differentcombination of features (called the template), are modated
sketches (computed using the same algorithm) of the sam@andom variables. If a template protection mechanism works
biometric. We demonstrate that protected templates chn stion the features after quantization, biometrics are consitle

be compared to determine whether they come from the sanees discrete variables, otherwise as continuous variables.
biometric. However, this does not necessarily imply that th  Because two biometric measurements are never exactly
biometric (or biometrically encrypted) data is compromdise the same, traditional cryptographic techniques that hide
In a second model, we consider the situation in which theprivate data, e.g., password hashing or encryption, cannot
adversary is given fuzzy sketches of the same biometridge applied. The difference between two measurements of
but this time, each sketch is computed using a differenthe same characteristic is considered as noise. Biometric
scheme. We show that in some cases protected templatesmplate protection schemes are designed to eliminate this

can be completely reversed. noise, while preserving the privacy of the input. They aim
to fulfill two requirements in their attempt to deal with
1.1. Biometrics and Privacy the problems mentioned above. Firstly, they transform the

templaté in a way that is hard to invert, hence an adversary

Privacy risks in biometric systems have been expressedannot extract sensitive information or construct a fake
repeatedly in the literature, e.g., by Davida et al. [5] andsample from it. Secondly, they also aim to diversify the
by Prabhakar et al. [6]. First of all, biometric data aretransformation to prevent recognition of different praéezt
personal and might reveal sensitive information, such asemplates, originating from the same characteristic of the
ethnic origin, kinship, gender, or diseases a human being isame person. We call these two properties irreversibility
suffering from. For example, it was suggested that there isand indistinguishability. Other properties are often chbi
a correlation between schizophrenia and specific fingdrprinas well, e.g., collision-resistance to prevent impersonat
patterns [7]. Also, a large fraction of persons with Down but we only consider the first two. As we do not know how
syndrome has a ring of iris speckles, called Brushfieldmuch sensitive information is propagated in biometric tem-
spots [8]. Although often challenged and sometimes venyplates we cannot make any claims about how well template
speculative, this kind of results indicates a potentialosype  protection schemes hide this residual information. Troesf
of sensitive information in current biometric systems. 8om irreversibility will refer to the difficulty of determiningany
of this information is already discarded when samples arénformation on) the original input.
processed and templates are generated, however, it is oftenThe protection of biometric or noisy data has been formal-
not clear how much information still resides in the temate ized by Linnartz and Tuyls [3] who considered biometrics as

A second privacy issue follows from a property which is continuous variables and by Dodis et al. [4] who treat them
desired for verification and identification, namely, unigue as discrete variables in their definitions for fuzzy extoast
ness. A biometric sample, or a template derived fromand fuzzy sketches. Unfortunately, it was shown by Smith
it, uniquely identifies a person within a certain set, with[11] that due to the noisy nature of its input, a fuzzy sketch
some error margin, and thus allows re-identification (or de{or extractor) must always leak some information about
anonymization), i.e., one can determine whether a person iss input (see also [12]). This was also shown in [3] for
registered in a particular application or not. It also erabl the continuous case. It is this information leakage and the
profiling by using the biometric data as an index to collectprivacy risks explained above that motivate us to recomside
data from different applications or databases. biometric sketches that are used multiple times.

A third concern, often presented as a security issue instead
of a privacy problem, is the risk of impersonation. Although 1 3. Scope and Attack Model
many biometric characteristics are considered publicesgc
to biometric templates should be controlled to prevent that T
an adversary reconstructs, from a template, a fake sampL?p
that would pass a verification test. We partially address thi
issue and focus mainly on the issue of using biometric dat
as unique identifier.

he security of fuzzy sketches or fuzzy extractors that are
plied more than once on the same noisy input has been
studied by Boyen in his work on reusable fuzzy extractors
?13] where notions of security against outsider and insider
chosen perturbation attacks were defined. Our security no-

. . . tions model a much weaker adversary, yet we show that
1.2. Biometric Template Protection

) ) ) . 1. Some schemes can be applied directly to existing tensplatey.,
When a biometric property is measured, e.g., by taking amuzzy commitment on iriscodes [9], whereas others are egpin a sample

image ofa finger or face, characteristic features are exilac directly, e.g., cancellable biometrics on fingerprints][ iy som(_ewhere in
between, e.g., fuzzy vault on minutiae [2]. We abstract ftbeinput and

from the captured da’_[a and quantized' In each measurem the term sample to indicate some biometric input, uiesiision may
these features are slightly different. Because theseresatu occur.



some sketches based on linear codes, such as the fuzzyWe analyze two types of fuzzy sketches that are based
commitment scheme of Juels and Wattenberg [1], cannadn code-offsets (linear shifts) and bit-permutationspees
be securely reused when considering biometric privacy. tively. In the first case we demonstrate how an adversary can
Our attack model assumes an adversary who has obtainexploit the linearity of the underlying error-correctingde
a set of sketches, e.g., a set of protected biometric teamlatto compare two sketches. In the second case we exploit the
from different databases or tokens, that are possiblyaelat probabilistic nature of the fuzzy sketch to classify redate
Related sketches are defined as sketches that originate fromnd unrelated sketches. We conclude that the code-offset
the same noisy input, e.g., the same characteristic of theketch and the bit-permutation sketch are not secure under
same person. Two samples of the same input, e.g., fingepur notions of indistinguishability and irreversibilityzor
prints of the same finger, may be so different that they appeaxample, given a database of about one million templates
to be unrelated. Because the quality of the data capturedhat are protected with the code-offset schemes proposed
during enrolment is relatively high we limit our definition in [15] or [16], an adversary can distinguish a related
of related sketches to sketches that were generated frotemplate from the rest with probability very close to 1.
samples that are similar enough to be recognized by th& similar result is given for a bit-permutation sketch. We
schemes we are analyzing. The objective of the adversary &lso show that code-offset sketches can easily be reversed
to identify related sketches and to derive more informatiorio the original sample from which they were derived, if
from two or more related sketches than a single sketch woulto different codes are used on the same sample. For bit-
theoretically disclose. permutation sketches this even holds for sketches using the
The problem of identifying related sketches is an instan-Same code.
tiation of the key-privacy problem as presented by Bellare Furthermore, bounds are determined on the leakage of
et al. [14]. Loosely put, the attack model in [14] assumes arnformation that can be used to distinguish templates in
adversary who wants to know which key from a set of publicthe code-offset construction and we give a necessary con-
keys was used to create a given ciphertext. This propertglition for perfect indistinguishability that holds for any
provides anonymity to the user for whom the ciphertextfuzzy sketch: any sketch that leaks more information than
is intended. In the context of biometrics, the sketches ar@eeded to handle the errors in its input, cannot be perfectly
the ciphertexts and the biometric data are the underlyingndistinguishable.
(private) keys. Because biometrics are noisy the sketches Section 2 summarizes some aspects of coding theory
have to leak information about their input. It is the objeeti and fuzzy sketches. In Section 3 we define our notions
of this paper to formally analyze how the information that of sketch indistinguishability and sketch irreversilyiliThe
is leaked from multiple sketches can be combined andhotions are then applied on the code-offset construction in
exploited by an attacker. Sections 4.1 and 5.1 and on the bit-permutation sketch in
Sections 4.2 and 5.2. Bounds on the sketch indistinguisha-
bility of the code-offset construction are given in Sectbh,
which, together with the indistinguishability results difet
bit-permutation sketch in Section 4.2, lead to a condition
In this paper we achieve the following results. We definefor perfect indistinguishability in Section 4.3. An impey
notions of security against distinguishability and reitslisy code-offset sketch is presented in Appendix A.
attacks on biometric sketches. Indistinguishability @t
refer to an advgrsary whq tries_ to use the (prote_c_tedk' Preliminaries
template as a unique identifier to link, potentially sewsiti
information from different applications. E.g. an employer . . .
who registers its employees’ fingerprints can try to use We introduce some notation on error-correcting ches and
these to retrieve information from an (external) anonymhize reiterate t he def|n|t|(_Jn of a fuzzy s_ketch, _along with two
database. Reversibility attacks refer to an adversary whgonstructions that will be analyzed in Sections 4 and 5.
acquires multiple sketches from the same biometric. For
example, if a person’s biometric is registered with two2.1. Error-Correcting Codes
companies that are acquired by a third company where the
person’s biometric is also registered, then the third calgpa A linear error-correcting cod€’ over F, is denoted as
suddenly has access to three protected templates of tlam [n, k, d]r,-code (or[n,k,d]-code if ¢ = 2), which is
same biometric. Our notions model a weak adversary, yea k-dimensional linear subspace of the vector spafe
they provide the minimal privacy requirements to justify It has minimum distance > 2¢ + 1, and can correct up
reusing biometric template protection schemes in multipleo ¢ errors. The distance function for linear codes is the
applications or to justify storing templates in a centralHamming distance, denoted ds.,.), and we usel|.|| as
database. notation for the Hamming weight. The distance to a c6te

1.4. Contributions and Organization



is defined asl(w, C') = min.cc ||w—c|. If C is non-linear, The quantity, = m — m’ is called the entropy loss and
C'is an(n, K, d)r,-code, with X' the number of codewords. indicates the amount of information that a sketch leaks &abou

Let G be the generator matrix of a linear co@fle For any  the input. It was shown in [11] and [12] that this entropy
linear codeC' an(n— k) xn parity check matrix? is defined  loss is unavoidable.
that projects any vectar € F; on the space orthogonal to
the code, i.e., the null space 6f This projection is called 2.3. Permutation-Based Sketches.
the syndrome and is denoted Byn(v). A word w € Fy
is an element of” iff syn(w) = 0, i.e., Hw=0. When a A general technique was given in [4] to build sketches
codeworde is transmitted over a noisy channel, the receivedirom transitive isometric permutations and error-coiiregt
word w contains errors, i.ew = c+e. Because of the codes. The idea is the following; a randomly chosen permu-
linearity of C' the syndrome of the received word equals thetation maps an inpui onto a codeword and other inputs
syndrome of the erroisyn(w) = syn(e), which is used to ' that are close tav in the vicinity of c. Let €z denote
determine the error vecterand perform decoding. “a uniformly random element of”.

Let A,4(n, d) be the maximum number of codewords inan . ) )
arbitrary(n, K, d)«, -code. An important bouricbn Ay(n,d) Definition 2. A permutation-based sketch is a fuzzy sketch
is the Singleton bound, which indicates a trade-off be-{FSK;Rec) where
tween the size of the code and its error-correcting capacity ® Fsk outputs the specification of a transitive isometric

Ay(n,d) < ¢"~ 1. The notationB, (n, d) is used for linear permutationrp in M such thatrp[w] = ¢ €r C, with

codes andB,(n,d) < Ay(n,d). Let R =n""log, K be the C an (M, K, t)-code, and _

rate of a code and = dn~! the relative minimum distance.  * Rec outputs (" o Dec o 7p)[w'] on inputw’ and

A function for the largest possible rate of infinitely long SKEtChP,I with Dec the decoding procedure df' that

codes oveif, is ay(0) = limsup,, ., n~"log, A4(n,dn). mapsp- [w'] to ¢ if d(w,w’) < t.

The asymptotic Singleton bound gives ag(é) < 1 — 6 A family of permutations? = {r, : M — M} is a tran-

if 0 < 0 < 1.1t further holds thata,(d) = 0 for  gjtve group if for any two elements, b € M there exists

l—g'<é<l a permutationr € P such thatr[a] = b. A permutation is
isometric if for any two elements,b € M it holds that

2.2. Fuzzy Sketches d(a,b) = d(x[a], 7[b]). The entropy-loss of a permutation-

based sketch ig. = log|II| — logT" — log K where T is
Dodis et al. [4] defined the concept of a secure sketchdefined as the minimum number of possible permutations
which is a formalization of schemes that allow recon-that mapw ontoc, i.e., miny, . |{7 | 7[w]=c}| > T.
struction of discrete noisy inputs with the help of public
helper data, called the sketch, but remain minimally psivac 2 4. Code-Offset Construction
invasive. We briefly recall the definition of a sketch, clgsel
following Boyen's notation [13]. An example of a family of transitive, isometric permuta-
All |Ogarithms in this definition and the remainder tions in Hamming spaces is the set of all ShffLS(y) =y—
of the text are base 2, unless explicitly indicated; A construction based on this permutation was presented
otherwise. The min-entropy of a variableW  py juels and Wattenberg as the fuzzy commitment scheme
is  defined as Hu(W)=—logmax, Pr[W =w|  [1]. We present it here as a fuzzy sketch. ket C. The

and the average min-entropy ofl’ given P is  code-offset sketch is defined as:
Hoo (W|P)=—1logE,_p[max, Pr[W =w| P =p|].

Definition 1. An (M, m,m/’,t)-secure fuzzy sketcis a pair « Rec:w',v— Dec(w —v)+v
of randomized procedured-sk, Rec) where In the fuzzy commitment schemiesk outputs (v : w —
. Fsk is a sketching function that outputs a sketehe ¢ h(c)), with h a one-way function, an&ec outputsc’ =
{0,1}* on inputw € M, where M is a metric space Dec(w’ — v) and verifies thati(c') = h(c). The entropy
with distance functiord, and loss of an[n, k, dJr,-code iSL = (n — k) logg.
« Rec is a recovery function that, given a word € M
and any sketcl = Fsk(w), outputs the original input  2.5. Bit-Permutations
w if d(w,w’) < t.

o Fsk:wm—v=w-c

For any random variable’ over M with Ho, (W) > m, A bit-permutation is represented by a permutation matrix,
the probability that an adversary who observBsguesses Which is obtained by permuting the rows of thex n
W is at most2=™", with m’ <H., (W |P). identity matrix /. A permutation matrix4Ap has full rank

and it holds thaIA;1 = AL. Unfortunately, bit-permutations
2. See [17, Ch. 2] for an in-depth discussion on coding baunds are not transitive and at first sight not suitable to construc



a permutation-based sketch. However, we can make theimdicate from which biometric a sketch originates, but he ha
transitive in spaces ovéf, by assuming that all inputs are to determine whether the sketches originate from the same
balanced words, i.e., words that have an equal number dfiometric or not.
zeros and ones. This assumption introduces a (reasonable)We define security notions for sketch indistinguishability
constraint on the biometric model. through two games in which the adversary is modeled as a
Let M = {w | w e {0,1}", |w|| = 5}. Let C € M  very weak adversary. He does not get to choose the biometric
denote a balanced code, i.e., @n kK, % )-code, andAp a  sources, nor does he get to perform additional queries on the
permutation matrix. The bit-permutation sketch is definedsketching function or the recovery function. Yet, we will
as: demonstrate that some constructions are insecure, even for

o Fsk:ww— Ap €p {Ap|wAp € C} this weak adversary.

« Rec:w', Ap — Dec(w' Ap)Ap" o N _ _
Similarly, the use of constant-weight codes, i.e., Codes3.1.1. Indistinguishability Game. In a first scenario we

. assume that an adversary holds a protected template, a
where all codewords have constant weightvas suggested . .
. . .. _sketch, for which he knows the person who corresponds to it.
in [4] to construct a sketch for the set difference metric in

i : . The adversary holds a second template, e.g., retrieved from
small universes. The entropy loss of this sketchojsn! — 2 token. and wants o Know if it corresoonds to the same
log s!(n—s)!—log K orlog () —log K, with (") the number ’ w W P

of words of lengthn and weights. person. . .
A first order Reed-Muller cod@ M (1,m) is a[2™, m + Formally, lett > 0 be the error-tolerance of a biometric

1,2m1]-code with codewords that have constant weigh system and e, = {0 ; M — M | d(m, 6(m)) < ¢}

2;,1_1 except for the words 0 and 1, which have weighttbe tr_le se_t of perturbation functions that represents Fhe

0 anc;2m respectively ' possible differences between two related samples. Canside
' the following game between a challenger and the adversary.

1) The challenger selects a random varidile= M and
samplesiV to obtainw € M, e.g., a fingerprint. The
challenger produces a sketéh= Fsk(w) and gives
P to the adversary.

2) The challenger flips a fair coih € {0,1}. If b=1,
the challenger select$ € Al; and computesy’ =
0(w), e.g., a similar fingerprint. I =0, the challenger
sampled¥V to obtainw’, e.g., a random fingerprint. A
sketch P’ =Fsk(w’) is generated fromv’ and given

3. Security Notions

Before we analyze fuzzy sketches we need to formalize
the properties that are required from a biometric template
protection scheme and the scenarios in which they are used.
Therefore, we define the minimal notions under which such
a scheme must be secure.

3.1. Sketch IndIStInQUIShabIIIty to the adversary.
3) The adversary outputs a single bi€ {0,1} and wins
The problem of using biometric data as identifier to link if b=bh.

information from different applications suggests a notion \we call the adversary in the above game Fsk-IND

of ciphertext indistinguishability means, informallyathno )

adversary has a significant advantage over random guessing AdVing = 2 pr[i, £b]— =
to determine from a given ciphertext which element of a two- 2
element message space was encrypted. This is the propeffjte advantage and all other advantages in this section are
that is traditionally required from cryptosystems. scaled to lie between 0 and 1.

Bellare et al. [14] considered a new problem that relates, .. ..
to the privacy of the keys (or key owners) and introducedﬁ3 efinition 3 A.” .(M’m.’ m’,t)-gecure f.uzzy sketch
a new notion called indistuishability of keys. The notion is {Fsk, Rec) is e—lnd_lstlngwshable in Al if for any
modeled as a game in which an adversary chooses a messefﬁséf'IND adversary it holds thafdving < € and perfectly
and two public keys. He then receives the encryption of that istinguishable i#AdVing = 0.
message under one of the two keys and he has to guess whichFor a biometric sketch to be reusable it should de
key was used. Additionally, the adversary can have accesadistinguishable withe negligibly small. The game easily
to decryption oracles for the two keys. In the context ofextends to a model where the adversary receives two or more
biometrics the sketching function is a randomized procedur related sketches in the first step.
like a probabilistic encryption function, that outputs tkees
corresponding to specific biometric data, which can be con3.1.2. N-Indistinguishability Game.We now model the sit-
sidered as keys. However, the biometric data are consideradation where biometric data are stored in a central database
entirely private. Therefore, the adversary does not have tén adversary has obtained a database of protected templates

Pr[l;:b]—% =2




and wants to find the template, in the database, that i® use different sketches for different applications. E.g.
related to the one that he is holding. This specific situatiordifferent error-correcting codes could be used in différen
models a profiling attack where the adversary tries to lookumpplications in the hope that information that is leaked
records in a database by using a biometric template fronfrom the applications cannot be compared. We now consider
another application as a key. The new game is based amreversibility in this situation.

the indistinguishability game and consists of the follogvin

steps. 3.2.1. Irreversibility Game. An adversary has multiple
1) The challenger performs step 1 of the indistinguisha-sketches that were generated from the same noisy input, but
bility game and gives the produced sket¢h =  with different sketching functions and his goal is to reaove
Fsk(w) to the adversary. the original input.
2) The challenger chooses an intedecr {1,...,N} Formally, let A|, be the set of perturbation functions
and produces a sequence/éfsketchegP;, ..., Py|.  as defined in the indistinguishability game and {&t=

The k-th sketch P, is generated fromu, = d(w),  {(Fski, Rec;)} be a family of (M, m,m], t;)-secure fuzzy
§ €r Als. The other sketches are generated from ransketches. Consider the following game between a challenger
dom samples of¥’. The challenger gives the sketches and the adversary.

[P1,..., Py] to the adversary. 1) The challenger selects a random variabile ¢ M
3) The adversary outputs an integee {1,..., N} and and sampled¥ to obtainw € M. The challenger
wins if £ = k. then selects a sketdfrsk,, Rec;) €r @, produces a
We call the adversary in the modified indistinguishability sketchP = Fsk; (w) and givesP to the adversary.
game arFsk-IND-N adversary and we define his advantage 2) The challenger selectscr A, for t = min{t;}, and
in the game as a sketch(Fsky, Recs) € @ \ {(Fsk;,Recy)}. The
challenger generates a sketéh = Fsky(w’) from
AdVing-N = % Prlk = k] — % w’ = 0(w) and givesP’ to the adversary.

3) The adversary outputs a wortl € M and wins if

N - N -1 -
- Pr[k;ék]——‘, W = w.
N -1 N Guessingw’ is equivalent to guessing sincew can always
This advantage cannot be derived directly from the advanbe recovered fromv’ and P.
tage of anFsk-IND adversary because it depends on the We call the adversary in the above game Fsk-FOW

attack strategy and on the size of the datahsise.g., see (fuzzy sketch family one-wayness) adversary and we define
Section 4.2.2. his advantage in the game as

Definition 4. An (M,m,m/ t)-secure fuzzy sketch Adve — gmin(mi,ms) Prli = w] — 1
(Fsk,Rec) is (N, e¢)-indistinguishablein A|; if for any fow = Smin(mf,mp) _1 -
Fsk-IND-N adversary it holds thafdving.n < € .

gmin(m},my) | -

Because the sketches can only be reversed completely if they
To justify the storage of biometric data in a central leak enough information, the adversary’s advantage is ¢houn

database the templates should be protected withN\gr)- by

indistinguishable sketch, whet¥ is the number of stored

templates and is negligibly small. This implies that it is AdVigy < S

practically impossible to find a person’s records in a databa gmin(myms) — 1

by using a biometric template as a key. Definition 5. A family ® of (M, m,m/,t;)-secure fuzzy

sketcheq (Fsk;, Rec;)} is e-irreversiblein A|;, t=min{¢;},
3.2. Sketch Irreversibility if for any Fsk-FOW adversary it holds thafdvsy,y < ¢ and
perfectly irreversible ifAdvig, =0.

2min(m;.,m'z)fmax(m’1+m’27m,0) -1

Next to |nd|st|ngws_hablllty, the second and most IMPOT~  Erom this notion we can define a notion of irreversibility
tant property of a biometric template protection schemg, 5 gingle sketch, which is similar to, but much weaker

is that it irreversibly transforms biometr_ic_ data, i.e.toin than Boyen's outsider security notion [13]. The adversary
a protected template from which the original data cannobIays the irreversibility game with the difference tiak, —

be _(;eco&re_d but hthgt still cg? be ¢ l;SEd foli ver:ific;\qtionFSkl_ The adversary is called d@sk-OW adversary and his
or identl |qat|on. The IITEVersi ity o uzzy s etchessna advantage in the single-sketch irreversibility game is
been studied by Boyen [13] in the setting where the same

fuzzy sketch is applied multiple times on the same noisy Ad oo Priv — 1
input. To prevent distinguishability of the biometric irtpu Vow = o tld = w] ~ om’
which is not taken into account in [13], one could argue



Definition 6. An (M,m,m’ t)-secure fuzzy sketch of making an incorrect guess is

(Fsk,Rec) is e-irreversible in Al; if for any Fsk-OW

adversary it holds thaAdvow < € and perfectly irreversible Pr[b # b] = Pr[d(v,C) < t|b=10]
|f AdVOW = 0

N =

and the adversary’s advantage is

4. Distinguishability Adving = 1 — Pr[d(v,C) < ¢|b=0].

In this section we apply the notions of sketch in-  For a uniform W, the probability thatv is decodable,
distinguishability on the code-offset sketch and the bit-given thatw, andw. are not related, equals the probability
permutation sketch. These sketches permute or translaigat a random wordv €z F” is decodable. LeV,(n, r) =
the underlying code to be able to perform error-correctionzt0 (n) (¢—1)' be the nu;znber of vectors in a sphere with

around the original input. The permutation is specific toyadiuss in F7. The decodability probability ofv is
the input and is partially or indirectly leaked through the

sketch. If enough information is leaked we expect to be RV, (n,t
able to compare the “permutations” of two sketches and to Prid(w,C) <] = qz]ii) <
determine if they are related or not.

We demonstrate for both constructions that the adversa
has a non-negligible advantage in the indistinguishabilit
game and the N-indistinguishability game. These advastage
are then expressed in terms of a generalized heuristic and|a practice, the advantage will be slightly worse because
necessary condition for perfect indistinguishability &sided  pjometrics have a false acceptance rate and thus they are
from a lower bound odving that holds for any sketch that ot truely uniform. However, if the false acceptance rate is

1

@nd the adversary’s advantage is

Advil’]d =1— q—(n—k—logq Vy(n,t)) )

has uniform input. too high, the biometric modality is not usable.
We define the following quantity as a quality measure for
4.1. Code-Offset Sketches the indistinguishability of a code-offset sketch based on a

particular code.
We present an attack strategy for the indistinguishabilityDefinition 7. The distinguishing information leakage of
and the N-indistinguishability game where the sketches ar - . ) SoS
oroduced by a (linear) code-offset sketch. Bounds on thgn [n, k,d]r,-code in the code-offset construction is given
adversary's advantage are derived from bounds in coding
theory and it is shown that this advantage is non-negligible A=n—Fk—log, Vy(n,1)
o - hence,
4.1.1. Indistinguishability Game. The adversary plays the
indistinguishability game and receives two sketctigs=

(1 : w1 =1 h(er)) and Pp = (vz : wa — ¢z, h(ca)) We conclude that the adversary’s advantage grows rapidly
generated by the code-ofiset c,onstrU(_:tlon with the SAMGiith the increasing distinguishing information leakagétaf
[7." k, d]Fq'COdeci The adversary's goal is to guess the COINcode that was used to generate the code-offset sketches in th
flip b that determined whethes; andw; are related or not. indistinguishability game. The distinguishing infornati

The z_;tdve_rs_ary will try to compare the two samples leakage, and thus also the advantage, is O for perfect codes,
andw, implicitly, by subtracting the offsets; andv, and sinceq*V, (n, t)=q"
q »v) T .

decoding the difference = v, —v, . Because of the linearity -

of the codesyn(v) = syn(w; — ws) and the decodability of Forq =2 we have
v depends on the decodability af, — ws . If the sketches AdVjg ~ 1 — 27 (E=nha(3))

are related, i.e., ifl(wy,w2) < t, thenv is decodable. If

they are not related them can be either decodable or not with L the entropy loss of the sketch artd the binary
decodable. Ifv is not decodable thed(w;,w;) > t and  entropy function (see Equation (2) below).

Adving =1 — ¢ 2.

the two sketches are not related. Howeverdifw;, C) — The termn — k in the distinguishing information leakage,
d(wg, C)| < t then the two samples; andw, produce a i.e., the entropy loss of the sketch, indicates the number of
decodable difference, i.ed(v,C) < t. bits that is leaked about the input. These bits are available

If an Fsk-IND adversary takes the decodability fas a  the adversary in the form of parity checks in the syndrome
heuristic for guessing the coin flip in the indistinguisha- of the offset. Because of the linearity of the code it is easy
bility game then the adversary will always guess correctlyto compare the syndromes of different offsets and thus the
if b=1orif b =0 andv is not decodable. The probability original inputs.



4.1.2. Adversary Advantage BoundsA good code-offset

following the notation in [17]. Leh < 6 < 1 — ¢~ !. The

sketch uses a code that has a small distinguishing inforfirst MRRW bound gives us

mation leakage such that the advantage of Feak-IND

adversary is negligible. We are interested in the smallest ay(6) < Hy,

distinguishing information leakage for which there exisis
[n, k,d]r,-code and we denote this quantity Wi.lhl(n d).

This problem relates directly to the main problem in coding
theory, i.e., given the length of the code and the desired’
minimum distance, what is the best dimension (or rate) that

can be achieved. By definition

n — log,By(n,d) — log,V, (n, {%J)
d—1
— | )

[5H)

Ay(n,d) =

Y

n — log,Ay(n,d) — log,V, (n, {

To be able to deal with the quantityg, V,(n

we introduce the following asymptotic definition, which

will allow us to approximate the advantage of Bsk-IND

adversary and to determine bounds on this advantage by

using asymptotic bounds am, (9).

Definition 8. The smallest relative distinguishing informa-
tion leakage of infinitely long (linear) codes with relative
minimum distancé in the code-offset construction is defined

as
Mg (8) = liminf n~ A, (n, on)
and
AdVing &~ 1 — ¢~ ™) 1)

Let H, denote theg-ary entropy function such that for
0 <2 <1—g¢g!itholds that

Hy(z) = zlog,(¢—1) —xlog,z — (1 —x)log,(1 — )
)

and H,(0) = 0. This function allows us to express (d) in
a form that is easier to work with.

Lemma l. For0<§<1—g¢g!

A(8) > 1 — ag(6) — H, (g) .

Proof: Let 7 = tn~! be the relative error-correcting

capacity. It holds thatlim, ... n~'log, Vy(n, [n]) =
H,(t) = Hy(%) and by definition)\,(§) > 1 — aq(5) —
Hy(3). 0

q

The second MMRW bound is better than the first but only
alid for ¢ = 2. Let g(z) = Ho (1‘7 VQI‘””) then

<q—1—<q—2>5—2Fq—1>6<1—6))

a2(6) < min 14 g(u?) — g(u? + 26u + 29).

0<u<l — 26§
Lemma 2. Let0 <6 <1 —¢~ ! then

Ay(8) > 1—MMRW-— H, (g) .

Proof: The result follows from Lemma 1 and the
MMRW bounds. O
A lower bound onB,(n,d) was given by Gilbert [19],
[17] and yields an upper bound 0¥ (9).

emma 3. Let0 < § < 1—¢~! then

A (8) < Hy(6) — Hy (g)

Proof: The Gilbert bound states that &n %, dr,-code
eX|sts if V, (n d—1) < ¢"*. In other words,B,(n,d) >

(nd 1)
d—1
Ay(n,d) <log,Vy(n,d —1)—log,V, (n, {TJ) .
The result follows from Definition 8. 0

Given the bounds om\,(4) we bind the adversary’s
advantage.

Proposition 4. For 0 < § <1 —gq~!
“n[1-MMRW- a1, (3)]

Adving > 1—¢q
- (5)]

Advjng < 1-—

Proof: The proof follows from Definition 8 and Lem-
mas 2 and 3. O
Figure 1 shows the bounds 0a(¢). Figure 2 shows the
bounds on the advantage of Bsk-IND adversary observing
sketches produced by a binary linear code of lemgth 100.
The bounds are computed from Proposition 4. #er 7 the
advantage i9.54. This means that if the maximum allowed
distance between two related samples is 3 bits, which is very

We now apply bounds from coding theory to define uppersmall (see examples in Section 4.1.4), then the adversary

and lower bounds on,(d), which will reveal what the best
is we can hope for regarding the indistinguishability o&km
code-offset sketches.

will, on average, win the indistinguishability game 3 out of
4 times. We conclude that dfsk-IND adversary has a non-

negligible advantage when observing code-offset sketches
produced with linear codes. This means that an adversary
can easily identify protected templates originating frdma t

Two upper bounds omy,(6) were defined by McEliece
et al. [18], which we will refer to as the MMRW bounds,



same person. The bounds can be improved by applying.1.3. N-Indistinguishability

Game. In the N-

list decoding (see Appendix A), but the advantage remaingdistinguishability game the adversary obtaiNssketches,

substantial (see Figure 2).

0.3 q

Relative distinguishing information leakage )\2(6)
\

0.05 - - ~ T

I I I I I I
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
Relative distance &

Figure 1. Upper (——) and lower bound (——-) on
the relative distinguishing information leakage A,(¢) of
a binary linear code in the code-offset construction in
terms of the relative distance 6 and upper (---) and lower
(—-—-) bound for the construction based on list decoding
(see Appendix A).

-
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Figure 2. Upper (——) and lower bound (——-) on the
advantage of an Fsk-IND adversary for a binary linear
code of length n = 100 derived from the bounds on
Ay (6) (see Figure 1) and upper (- - -) and lower (— - —-)
bounds for the improved bounds on \,(¢) based on list
decoding (Appendix A).

[Py, ..., Py], of which the k-th sketch £;) is related to
the sketch he is already holding. The adversary’s goal is to
guess the valué.

A simple strategy is to play the indistinguishability game
on each sketctP;, j = {1,...,N}, and to select all the
sketches that appear to be related based on the decodability
of the code-offset difference. THeth sketch is related and
will always be selected. Of th&/ — 1 remaining sketches,
q¢ (N — 1) sketches produce a decodable offset difference
and will also be selected. From this selection the adversary
chooses one sketch and outputs its ingexs his guess in
the N-indistinguishability game. The probability of magin
a correct guess is

- 1
P = = —————
k=M= N1
and the advantage of amsk-IND-N adversary using this
strategy is

1—q7A

1—qgA+qg AN

From the termg¢ 2N it can be seen that increasing
the size of the database hardly reduces the adversary’s
advantage, unless the order of magnitude of the sizg'is
Again, the adversary advantage increases rapidly with an
increasingA. For A = 0 all sketches in the database will be
selected and the advantage is 0, when using this strategy.

AdVing.N =

4.1.4. Examples.Tuyls et al. [15] applied the fuzzy com-
mitment scheme on a uniform bit-string extracted from
fingerprints. The suggested codes were two binary BCH
codes with parametefs11, 76, 171] and[511,40, 191]. The
first code produces offsets that leak = 511 — 76 —
log, V5 (511, 85) ~ 107 distinguishing bits. For the second
codeA = 121 bits. The advantage of aresk-IND adversary
for the two codes respectively is

Adving~1 —27197 and Advjyg~1—271%.

Let N = 2?20 =~ 10% be the number of templates in the
database, then the advantage of Esk-IND-N adversary
for the code with the smallest is
1— 2—107

1 — 2107 4 987
An advantage close to 1 is very good for the adversary and
allows him to easily find related templates in large database

Bringer et al. [16] applied a product code of first order
Reed-Muller codesRM(1,6) x RM(1,5), to construct
code offsets for 2048-bit iriscodes. The resulting code is a
[2048, 42, 512]-code andA = 900 distinguishing bits. The
advantages are

AdVind-N & ~1—2787,

Advjng ~1-279 and Advj,g.ny =~ 1 — 27550



4.2. Bit-Permutations Sketches and the adversary’s advantage is

. . 1
We present an attack strategy to distinguish sketches that AdVind = 2 (Z PriD =i maxPr[b| D = i] — 5)
are produced by a bit-permutation sketch in the model where i
related sketches are generated from the same sample. The (2 PriD=1)=1)

strategy can be extended to deal with sketches generated _ 22 Pr[D = i (max Pr[b| D = i] — l)

from similar, but non-equal samples, however, the com- ; b 2

plexity increases exponentially with the dimension of the (Equation 4

underlying code. max, Pr[D =1i|b] Pr[D =]
B G S

4.2.1. Indistinguishability Game. The adversary plays the Pr[D=i|b=1]-Pr[D=1i|b=0]

indistinguishability game and receives two sketcligs= - Z‘ 2 ‘

(A1,h(c1)) and Py = (Az, h(ce)), where A; and A, are
permutation matrices such that A; = ¢; andws As = 5.

In the model wherew but d < t the
Both ¢; andc, are codewords of the sanie, &, d]-codeC' L 7w (w1, wz) <

) , ; ) , adversary will count the number of points 3 that are at
with generator matrixG;. Again, the adversary's goal is t0 st distance from a point inV; and use this a heuristic
guess the coin fligh in the indistinguishability game. instead ofD. This is equivalent to verifying* times that a
Let Vi = {v = 2GA [z € F§} andVa = {v = point is decodable if;.

rGAY |z € F5} be subspaces @. It follows thatw; € V3

andw; € Va. The adversary will try to dete.rmlne if _the 4.2.2. N-Indistinguishability Game. Analogously to the
two sketches are related by looking at the intersection Of_jngistinguishability game for code-offset sketchese th
Vi and V,. If the two sketches are related, in this model 5qyersary will apply the attack strategy of the indistirsiai-
wy = wz = W, then qnd Vo must have at !eastu N bility game for bit-permutations sketches on each of Me
their intersection. The dimension df, and V; is k and sketches[P, ..., Py] to make a selection of potentially

the.dimensionTof their ugion can be found by comparingrg|ated sketches. From this selection the adversary will
their basesGA; and GA;, hence the dimension of the -yo0se one and output its index as a guess:for

Intersection Is The adversary uses agaid as a heuristic and selects
the sketchP; if Pr[j=Fk|D] > i. In the attack strategy
dim(Vi N Va) = dim Vi + dim Vo — dim(V4 U V2) for the code-offset construction the adversary alwaysctele
ok Rank[GA?] 3) Py.. However, the strategy for the bit-permutation sketch
GAT| - allows only a probabilistic guess and there is no guarantee

that P, will be selected. Furthermore, to have an advantage

i . . ) over random guessing in this game, the adversary needs
Let D denote the dimension of the intersectionigfand probabilitiesPr[j = k| D] > % Otherwise, the adversary

V2. An Fsk-IND adversary will take the value oD as a || not select any sketch as being potentially related.
heuristic for guessing the coin flip in the indistinguisha-  This allows us to determine bounds dvi for which an
b!lity game. He computes the conditional distribution on £ IND-N adversary still selects sketches.
givenD as The distribution
Pr[D|j = k] Pr[j = k]

Pr[D]

is computed from the conditional distributioRs|D | j = k]

and outputs the value @f (1 or 0) with highest conditional andPr[D |j # k], which are the same as the conditional dis-

probability as his guess. tributionsPr[D | b=1] andPr[D | b= 0], respectively, from
The conditional distribution o givenb depends on the the indistinguishability game. In this gania[j = k] = %

structure of the code. If this distribution cannot be detive andPr[j # k] = 21, It follows that

analytically, it can be estimated from simulations, e.ging Pr(D|j = k]

Monte Carlo methods. The probability of making a correct  Pr[j = k|D]= PrD =K+ PiD|] ZH(N=1)

guess is
andPr[j = k| D] > 3 if

Prfj = k| D] =

P(D|b] 4 "

Prjb| D] =
w1 D] Pr[D[b=1]1 + Pr[D[b=0]3

k
Prfb=b] = > Pr[D = i] maxPr[b| D = i PrD|j =k +Pt[D]j # K
T ; r Zml? T (3 N < Pr[D|j$£k] .




Let T = {i| Pr[j = k|D=i] > 1}. The probabilty 4.3. Perfect Indistinguishability
that the related sketch is among the selected sketches is
> ez Pr[D = i|j = k]. The number of sketches that It was proved by Smith [11] that a fuzzy sketch must
is selected as possibly related ), Pr[D=i]. The always leak information about its inputtf a sketch Fsk

probability of correctly guessing is corrects ¢t errors and E is a uniform distribution over
{v||v]| < t} then for any distributonW we have

pr[/; =k = ZPrD|j = k] I(W;Fsk(W)) > HW |W @ E). If W is uniform over

N Y, Pr[D] Pr {0,1}" then I(W; Fsk(W)) > H(E) ~ nho(L)” We will

use this observation on the information leakage of a sketch
and the advantage of aRsk-IND-N adversary using this and generalize the results from the previous sections to de-
strategy is rive a lower bound odvj,q and thus a necessary condition
for fuzzy sketches to be perfectly indistinguishable.
> PrDlj =] 1)

1
AdVinan = 37 ( >z Pr(D]

4.3.1. Generalized Heuristic.First we describe adversary
advantages in terms of a generalized heuriBtiwith range

> 7 (Pr[D|j=k]—Pr[D|j#k]) H, which is a generalization of the attack strategy for bit-
TS, (Pr[D[j=k|+(N—1)Pr[D|j#k]) permutati_or_l s_ketche;. Lef : {0,1}* x {0,1}* — H be
a deterministic function that takes as input two sketches,
produced with the same sketching functibek, and that
outputs an element dfl. Without loss of generality we as-
sumeH to be discrete. We denote the conditional distribution
on H given that the input sketches are relatedfgs., and
as fuy, if the sketches are unrelated. The advantages of an
Fsk-IND adversary and afRsk-IND-N adversary are

4.2.3. Example.Let C be a first-order Reed-Muller code
of lengthn = 128 without the codeword$) and 1, i.e.,
C = RM(1,7M\{(0,...,0),(1,...,1)}. The code contains
28 — 2 codewords of weight/2. Table 1 gives the proba-
bilities Pr[ D |b] for i = {0, ..., 8}. Note thatD is never0
because the intersection will always cont@iand1, which

we expunged from the fullRA(1,7) code. Appendix B o1 _
explains how to compute the intersection probabilities for AdVind = 2 Z ‘leh fH'”" ©)
this particular sketch. [

AdVipg.N = Z Far _n ! I)T}HITO (6)

Table 1. Conditional probabilities on the size of the
intersection V; N V5, and bounds on N for a whereH = {h | Prri | H=h] > 5}_

bit-permutation sketch based on RM(1,7). If the heuristic is a binary function, i.eH = {ho, h1},

and if Pr[ry | h1] > 1 then the advantages are

Pr[D|bo] Pr[D|bi] N<
0 0 / AdVind = Pl‘[hl |T1] — Pr[h1 |7’0] (7)

P Pr{hy |r1] — Prfhn | o)

9—57 1 _9-57 957 AdViin — iy |r] — rrjha | 7o ' 8
9—132 9—57 275 ind-N Pr[hy [r1] + (N — 1) Pr[hq [ o] ©®
9—222 9—132 990

An example of such a binary heuristic is the decodability

W ~NO O WN PP O

273,24 27,222 21 heuristic in the code-offset construction. Note that if vy
2—432 2—324 2109 I . .

heuristic selects on one valug,] it will not select on the
2—546 9—432 2113 h | |f p h 1.
o662 o546 H116 other value fy). r[ry | ha] > 35, i.e.,

(N — 1) Pl‘[hl |’f‘0] < Pl‘[hl |’f‘1] s
The advantage of afisk-IND adversary is then for N > 2 it holds thatPr[r; | ko] < 1 because

AdVjng ~ 1 — 277, (N — 1) Pr[ho | 70] > Prlho | 1] .

The bounds for which afsk-IND-N adversary still selects 4.3.2. Recovery Range OverlapAn example of a binary
sketches are also given in Table 1. If we take= 22 then  heuristic for sketches is a function that verifies whether

7={2,3,...,8} and the range of the recovery functidRec for a given sketch
o overlaps with that of another sketch. This is equivalent to
AdVing.n ~ 1-2" ~ 1937 verifying the decodability of the subtracted code offsets i

142737 ' Section 4.1.



For a given sketch generated from we denote the (1 — iﬁfﬂ)
recovery range byk,, = Rang€Rec(., Fsk(w))) and the AdVing-N > #RE
extended recovery range @&, i.e., all points inR,, and I+ (N-1) (1 - #Ait")
the points that are at most distancom those points. The
distinguishability of sketcheB, = Fsk(a) and P, = Fsk(b)
depends on their recovery rangls and Ry, If the sketches

. D . . and (9). O
are related then there is at least one point in the intesecti ' . .

= . o We can now define these bounds in terms of the infor-
R N Ry. If the intersection is empty then the sketches are . . ,

@ mation that is leaked by a sketch to determine a necessary

not related. See Figure 3 for a visual representation of th((a:ondition for perfect indistinguishability that holds fany
recovery ranges of two unrelated sketches.

type of fuzzy sketch.

Proof: Using the attack strategy with the overlap heuris-
tic, the result follows immediately from Equations (7), (8)

M RE -~ -~ - - ---=--~- N Corollary 6. Let Fsk be the sketching function of an
| (M, m,m’,t)-secure fuzzy sketckFsk,Rec) that is e-
P, = Fsk(a) indistinguishable inA|;. Let inputW € M be uniformly

1 \ distributed andE a uniform distribution ovetf = {v €

i M| |jv]| < t}. If all points in Ry, have pairwise distance
greater thant then

» P, =Fsk(b)

A

AdVing > 1 — 2~ TViFSkw)) -1 (B)] (10)

Figure 3. Extended recovery range RE and recovery and
range Ry, of unrelated sketches P, = Fsk(a) and P, = e=0 = I(W;Fsk(W))=H(E). (11)

Fsk(b), respectively. Proof: If all points in R,, have pairwise distance greater

It is reasonable to assume that the adversary knows thtgant then 4Ry = #f #E. BecellzuskeW and £ are
i — 9H(W — oHW |FsSkw -
recovery function and that he is able to determine Whethegmform#M = 20%), #R,, = 270V] "SIV and#e =
Ry, overlaps with RZ or not. The probability of having
overlap depends on the structure of the recovery ranges, but oH(W |Fskw))oH (E)
a necessary condition is that at least one poinkjnlies in AdVijng > 1 —
RE. Let hy denote that the (extended) recovery ranges of
two given sketches overlap, then Sincel(X;Y) = H(X)— H(X|Y), this gives us the lower
bound onAdvj,g.
#Ry _ . #RE #RE
v 9) _ If ¢ =0, Advjpg <0orl-— w5 < 0. Because#—Mgl
7 it holds that#R,#E = #M or
It is clear that O-indistinguishability can only be achidve
if two (extended) recovery ranges always overlap com-
pletely, irrespective of the sketches being related or imot. 0
the code-offset sketch and the bit-permutation sketch this

means that the underlying code must be perfect. Unfortu-, We conclude that if a sketch leaks more mformatmn about
|ﬁs input than needed to correct the errors, then this extra

nately, there are only few perfect codes and they have sma] K b d to distinauish related sketches f
error-correcting capacity [20], except for repetition esd eakage can be used fo distinguish refated sketches from
unrelated sketches.

but these have dimension 1.
Given the attack based on the overlap heuristic we derive

the following lower bounds on the advantages ofak-IND 5. Reversibility

and anFsk-IND-N adversary.

H(E) From Proposition 5 it follows that

2H(W)

Pr[hl |7’1] =1 and Pr[hl |T0] <

I(W;Fsk(W)) = H(E).

Proposition 5. Let Rec be the recovery function of The previous section_dealt With the problem of identifyir!g
an (M, m,m’,t)-secure fuzzy sketchFsk,Rec). Let _related _sl_<_etches. In this s_ectlon_ we reconsider the desired
R, = RangéRec(.,Fsk(w))) and RE ={z |3y R, - |rreyer5|bll|ty property of b!ometrlc sketches. We apphet
d(z,y) < t}. If an adversary is able to verify if an arbitrary notions of sketch |rr_everS|b|I|ty on the code-offset sketc
recovery rangeR,,, overlaps withRE then and the blt—permutau.on sketph and we demo_nstrate how an

adversary can combine the information that is leaked from
#RE two related sketches to learn more about the original input
#M than he would learn from a single sketch.

AdVing > 1 —



5.1. Related Code-Offset Sketches Proposition 7. Let ® be a family of code-offset sketches
{(Fsk;,Rec;)} having associatedn, k;, d;]-code C; and
We consider sketches that are produced by differentorresponding generator matri;. Let ® be e-irreversible
sketching functions from a family of code-offset sketchesin A|y on uniform input. For any pair of sketching functions
based on linear codes and we derive a necessary conditigfsk;, Fsk; € ® : i # j) it holds that
for this family to be perfectly irreversible. G
e=0 = Rank{ Gl. ] = max(k;, k;) .
5.1.1. Irreversibility Game. The adversary plays the irre- g

versibility game and receives sketch&s — (v; : w; — Proof: Given the attack strategy above, the result fol-

- o lows from Equation (12). O
c1, h(cr)) andPs = {v; : wa—cs, h(ca)) wherec, ande, are This implies that for any pair of codes, corresponding

randomly chosen froffn, k1, dl]'COde,Ol and(ng, ks, dal- 4 cketches from a family of sketches that is perfectly
code (s, respectively. The adversary’s goal in this game is.

to0 guesa, (or equivalentlyw,). We assume that both codes irreversible, one of the codes must be a subcode of the other.

have lengthn =ny =n,. . 5.1.3. Example.Let C; be RM(4,10), a [1024, 386, 64]
Let G, ., denote thek; + k2 x n matrix G; . If  Reed-Muller code, and’; a [1023,453,127] BCH-code.
wy = ws = w, then the adversary will try to solve the linear Because the BCH-cpde is shorter, we assume that the first
system of equations bit frpm the sample is pungtured, which is equivalent to ex-
tending the generator matrix of the BCH-code by prepending
1] —22]Gioa=v2s —v1=¢1 —ca. it with a column of zeroes. LeG oy be this extended

From z; the adversary can computg and thusw;. The generator matrix, then we have that

system has a unique solution if the sketches leak enough Rank Geen
information, i.e.,k; + k2 < n and if RankG; 2 = k1 + k2. GrMm
If ki + k2 > n or Gy does not have full rank then the q0ying Equation (12) the adversary’s advantage is 1 and

system is underdetermined. , any two offset sketches produced with these codes can be
The probability of reversing the sketchesutois completely reversed.

1
= 9hi+h—Rankcs, 5.2. Related Bit-Permutation Sketches

]_k1+k2—839.

Prw = w]

and the adversary's advantage is The adversary plays the irreversibility game for a single

1 gmin(m},mj) bit-permutation sketch. He receives two sketchigs =
AdvaW:

oki+hs — RankG, . (A1,h(c1)) and P, = (A3, h(c2)), as in the indistinguisha-
bility game in Section 4.2, with the additional constraint
If wy # ws but d(wy, ws) < ¢ = min(ty, ), then the that the sketches are related. Again, we limit the scope to

system of equations has no solution. However, an adversaﬂ?e model in which related sketches are generated from the

can iterate over all possible error patternand check if the Same samples. The adversary’s goal is to guess
system The attack strategy is straightforward and follows from

the results in Section 4.2. The adversary will look at the
intersection ofl; andV, and will randomly choose an ele-
is solvable by verifying that ment from that intersection as a guessiorThe probability
Gio of guessing correctly is

Vg — V1 — €

9min(mj,m,) _ 1 ’

[xl | —502] Gia=v2—v1—e

Rank{ } = RankG; 5.

Unfortunately, the number of error patterns to check be- 2t

k
1
Prw = - -PrlD=1
r[w = w) E:l — r| i
comes large it is large, sincef{e |||e|| <t} ~ 272G

Note thatPr[D=i] = Pr[D=i|b=1]. The adversary’s

5.1.2. Perfect Irreversibility. If W is uniform, thenm/ = advantage is

k1 andmf = ko, and ifw; = wo gm’ < Foo 1 )

Advow = : .PrlD=i] — —
2RankG1,2—max(k1,k2) -1 ow om’ _1 ; 2 _ 9 I‘[ Z] om/’

gminksk2) — 1 If W is uniform, then2™ = 2% — 2 and

This leads us to the following necessary condition for parfe . Bl

irreversibility of a family of code-offset sketches basead o AdVow = 2" -2 Z ( L1 ) Pr[D =1
21 '

linear codes. 2k —3 -2 2k_2

i=1



In the example of Section 4.2.3 the advantage of an[6] S. Prabhakar, S. Pankanti, and A. K. Jain, “Biometricotgc

Fsk-OW adversary using this strategy is

14 /1 1 1
Advow%l_?)(i_ﬁ__) ~ (0.46 .

6. Conclusion and Future Work

[7]

We have studied the two main properties, indistinguisha- [8]

bility and irreversibility, of biometric template protéch

schemes in the model where the schemes are applied mul-

tiple times on the same noisy input. For these properties,[g

security notions were defined that model a weak adver-
sary and we have demonstrated that several constructions
based on linear error-correcting codes are not secure under
these notions. We have determined necessary conditions 6401

perfect indistinguishability and perfect irreversibjlifrom

bounds on the adversary’s advantages. A natural question is
whether we can transpose our results to schemes that work
with continuous sources, where quantization is used as-erro[11]
correction, and models in which we take into account non-

uniform error patterns.
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For binary codes the normalized bound of the list de-

Appendix A. coding radius of a binary code with relative distante
PP is J(6) = 1=¥1=20 Because the bound is tight we can
List Sketch 2

replace the temﬁg(%) in the bounds on the relative distin-

We can improve the indistinguishability of code-oﬁsetQUiShing information leakage of a binary code-offset sketc

sketches by applying list decoding. For an introduction to!l Proposition 4 with/1>(J(6)). The improved bounds on

. . . - he distinguishing information leakage and the advantage
the problem of list decod 21]. U decod d 9 9 9 9
o propem o1t d(i(io ing see [21]. Unique decoding ca of an Fsk-IND adversary are shown in Figures 1 and 2.

correct up tot = 4= errors whered is the minimum . L2
P 2 dJnfortunater, the adversary still has a significant adagat

distance of the code. Given a word that was receive
after transmitting a codeword over a noisy channel, a list )
decoding algorithm outputs a list of codewords that are af*\PPeNdix B.
most distances from the received word and decoding is Intersection Probabilities
considered successful if the original word is in the list.
For biometric authentication based on sketches, this only In this section we show how to compute the intersection
works if a verification value is available against which the probabilities as defined in Section 4.2.3 by means of the
codewords on the list can be tested, e.g., the hash of tH@llowing example. LetC' be a first-order Reed-Muller code
codeword. of lengthn = 8 without the codeword$ and1, i.e.,C =

List decoding allows decoding beyond half the minimum M (1, 3)\{0, 1}.
distance of a code. Obviously, the size of the list increases The probability that a k-dimensional subspace

with e. Guruswami [22] determined the following bound on Vi = (bo, - .., br—1) of an n-dimensional (binary) vector
the list decoding radius. If space overlaps entirely with anothedimensional subspace
Vais
1 q d k-1 2k _ 21
€<6J(nadaq):(1_a)(1_ 1—(1_—1'5)” Pr[Vlz{/Q]:Hm
1=0
then there are at most This can be found by verifying thdl, lies in V5, then by
) nd looking if by is in V5 given thatb, is in V5, etc. Since basis
min ¢ n(q — 1), nd — 2e(n — 572 vectors are linearly independent, the choices ofittiebasis
o o ) (qf ) K ) vector are reduced witk. In our example the subspaces are
points in a sphere of radiusin /g with pairwise distances generated by a permuted generator matri€‘ofvhich limits
at leastd. Alternatively, if our choice for thei-th basis vector.
1 I _14 The generator matrices of first-order Reed-Muller
e<ej(n,d,q,L)=n(1—-)(1 —\/1 — LIT— RM (1, m) codes can be defined recursively as
q— n
. L. . 0...0(1...1 0 1
then the size of the list is at modt. For (non-linear) G; = a_, | Ga and G, = 11 |-

; ; ; n / d
binary codes this means that df < 3 <1 —Vi- 25) The generator matrix of our cod@M (1, 3) is
then the number of codewords returned by a list decoding

algorithms is at mos2n. Efficient constructions on list 8 8 (1) (1) (1) (1) 1 }
decoding algorithms for several types of codes were given Gs = 010100101
in [22]. 11111111
We can improve our bounds on the distinguishing infor-
mation leakage of a code (see Section 4.1) by using a code Let b, = [11111111}, then Pr[by € V5] = 1. Let

that has a minimum distanee< 2¢ + 1 with e the desired b, = [00001111]. There are(i) = 70 equiprobable per-
noise-tolerance of the sketch. The noise-tolerance stays t mutations ofb; and 2* — 2! = 14 vectors left in V;.



HencePr[b; € Va|b € Vo] = 13 = 1. Given the permutation
of by we have to look at the possible permutations of
by = [00110011], which are the permutations that charige
but not the permutation df, i.e., all permutations that work
on the ones in the permutation 6f but not on the zeros
and vice versa. Thu®r[by € Va|{bo, b1} € Vo] = 22" 3

(2)

Analogously, we have forbs = [01010101] that
4 3
Pr[bs € Va|{bo, b1,b2} € V2] = 22;222 =1

The probability that the-th 1asis vector off; is in V5
given that the first till thei — 1)-th basis vector are i,
is, fori > 1,

2k — 2t
Pr[bze‘/QH:bO,,bel}e‘/Q] - ﬁ
771/21—1
( n/2 )

Let's denote this probability aBr[b; — V»]. For unrelated
sketches we defin®r[by — V2] =1. For related sketches
however, we defin@®r[by — V2] =1 andPr[b; — V5] =1.
The probability that alb; are inV5 is
k—1
Pr(Vy = Vo] = [ Prlbi — V4.

=0
To compute the probability that the dimension of the inter-
section isk — 1 we have have to add the probabilities that
any of the basis vectors is not irp, or

k—1 k—1
S a-Prh - Vo)) [[ Prib; — val.
1=0 7=0,5#1

For D = k — 2 we need to consider the probabilities that
any combination of two basis vectors Bf is not in V5, etc.
In our example we have, far= {0,...,4},

(0 0 10/30 15/30 5/30 b=1
Pr{ Db} = {0 8/30 14/30 7/30 1/30 b=0 "



